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Abstract

In this paper, we report a work in progress research,
which aims to analyze the information diffusion behav-
ior of Online Social Networks (OSNs). To be able to do
this, we intend to study various malware infection mod-
els in Social Networking Sites (SNSs). Our proposed re-
search will mainly focus on analyzing multiple epidemic
and malware infection models affecting popular SNSs like
Facebook, Twitter, and Linkedln etc. due to dissemination
of information.
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1. Introduction

Social Networking Sites are continuously growing to be
a “media” for socio-economic connection, learning, enter-
tainment and business. The enormous amount of data flow
and exchange in the form of text, audio, video, images etc.
through SNSs have provided attackers with incredible abil-
ities to exploit users vulnerabilities by spreading malware.
Some of the privileged targets are:

e Online Social Networks (OSNs): With a low level of
awareness about the existing cyber threats, OSN users
are ideal victims for cyber crime such as social engi-
neering and malware based attacks, which circumvent
them toward malicious backdoors and remote servers.

e Organizations: Organizations are more prone towards
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cyber attacks such as cyber espionage, electronic fraud
and several variants of phishing attacks.

In a typical social network model analysis, the whole net-
work is represented as a graph, where people/organizations
are represented by nodes and are then connected through
various relationship patterns, which exist among them. We
propose to develop a social network analysis framework us-
ing information diffusion and social contagion, which fo-
cuses on analyzing and modeling the characteristics of the
information flow and exchange between various OSN users
[1].

Further, information exchange is related to the dissemi-
nated content and social influence of nodes through which
it flows through the entire network model. In the past, a
significant number of researchers have studied the pros and
cons of malware propagation models as mentioned in [2],
where the author compares and contrasts various worm epi-
demic models such as KermackMckendrick Model and the
Two Factor model. Hence, we intend to study various mal-
ware epidemic models and analyze how various these mod-
els outline the infectious behavior and dissemination of in-
formation flow found in popularly known OSNs.

2. Literature Review

Online Social Network has allowed researchers and ad-
versaries to access unprecedented amount of information,
which are exchanged through social interactions, advertise-
ments, news alerts and event notifications. Having a knowl-
edge about information diffusion in OSNs, will help to gain
better understanding about the dynamics of malicious con-
tents and comprehensive socio-technical systems. Sanzgiri
et al. proposed a methodology to investigate Twitter by con-
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broadcast nature of tweets and user-follower model for mal-
ware propagation [3]. Weng studied information diffusion
process based on components like actors, content, network
structure of SNSs and various diffusion mechanism affected
by the homophile and social reinforcement [4]. Garg et al.
analyses the Susceptible-Infected (SIS) disease model ap-
plied to SNSs based on the Erdos Renyi method [1]. This
study shows that the diffusion increases when information is
posted on a network of friends and the speed of diffusion is
not related with the size of network. Cheng et al. proposed
an epidemic model based on differential equations for mal-
ware propagation in a generalized social network context
[5]. This model illustrates a methodology to approximate
the severity and propagation speed of hybrid malware.

It is evident from the brief review of existing work that
no light has been thrown on analyzing the OSN based mal-
wares using a mathematical model. With this in view, we
intend to develop an information diffusion model to analyze
the behavior of SNS users and malware infection in OSNs.

3. Research Hypothesis

In the big data era, it is difficult to map the factors for
contagion of malicious content in SNSs, where information
diffusion process is governed by socio-economic influence
and homophile connected people, who tend to share their at-
tributes to promote similarities in behavior. Research stud-
ies in the past, have shown the aspect of how malware could
affect the spread of information in different OSNs under the
influence of various factors like social interactions, commu-
nity structure and different type of information feeds.

To understand the influencing factors for the diffusion
of information in SNSs, it is important to analyze the be-
havior of malwares like XSS worm, code red worm, beta
box, koobface worm, webcam thingy, rainbow twitter worm
etc. Further, the behavior of users such as periodic inter-
ests, leaving/joining groups and types of participant roles in
information diffusion, must also be considered. Our objec-
tives of research includes the following:

e Study various epidemic models like kermack mck- en-
drick, e-SEIR and the two factor Worm model.

e Simulate and analyze XSS worm, code red worm, beta
box, koobface worm, web-cam thingy and rainbow
twitter worm.

e Analyze user behavior, which can influence the dis-
semination of information in various SNSs like Face-
book, twitter, LinkedIn etc.

e Propose an efficient information diffusion model based
on the analysis results.

Thus, our proposed research will aim to understand:

e How SNSs can be better used for external communica-
tions, customer support and targeted marketing?

e With user and data production growing at a rapid rate,
how spam (irrelevant information) and fake advertise-
ments can be detected using a better approach?

e How a user can be protected from the popular OSN
based attacks such as information leakage, clickbait at-
tacks and hash tag traffic hijacking?

4. Conclusions

In this paper, we have presented our work in progress
research to develop an improved and efficient information
diffusion model, which aims to provide better insight about
the malicious activities in OSNs. As a part of continued re-
search work, we intend to present an information diffusion
model based on how malware can spread in OSNs using
information dissemination and what are the factors that an
attacker can consider for his attack to be successful in SNSs
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