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Abstract—For enhanced secure services on smart devices,
hardware-based security solutions are required. To this end,
the hardware security module is required and it should be
physically separated from a smart device. In this paper, we
describe the considerations for applying a hardware security
module on smart devices. In particular, as smart devices have a
limited resource and use a battery, a hardware security module
for smart devices should be considered above mobile
environment. In this paper, we implemented the hardware
security chip for smart devices. In addition, in order to test and
equip the implemented chip to a smart device, we implemented
the smartphone and verified the secure service on the smart
device based on the chip.
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I. INTRODUCTION

In recent, it is possible to do a lot of things with smart
devices such as smartphones due to the advanced various
functions. And, the number of smart device’s user is
gradually increasing because various applications and
services deployed on them. With the rapid increasing of
mobile services using smart devices, they have contained
more and more of the important and sensitive data for above
services. In addition, smart devices have been always turned
on and connected to the wireless network. As a result, smart
devices have become a target of attackers [1], and the
security threats on them have caused a serious social issue
today. For the continual growth of the smart device market,
above issue is one of the problems to be resolved with
priority.

To this end, although various security solutions have
been implemented and provided, they are almost software-
based security solutions. And, most of them have been used
on desktop PCs and have been modified for smart devices
[2]. As smart devices such as smartphones or smart watches
are different from PCs, the mobile-specific security solutions
are required. Above all, in order to provide advanced secure
service on smart devices, the hardware-based security
solutions are required [3]. In addition, as smart devices have
limited resources and battery life, the mobile security
solutions require lightweight security processing and low
power consumption. Therefore, in this paper, we described
the hardware-based security solutions for smart devices and
implemented the hardware security chip considered above
requirements.
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The remainder of this paper is constructed as follows.
Section II describes related works and Section III shows the
implementation of the hardware security module. Finally, we
present the conclusions of this paper in Section I'V.

II.  RELATED WORKS

For the hardware-based security solutions, hardware
security modules for smart devices are required and there are
two kinds of them. One is a security chip integrated with
main processor of a smart device. The chip is called System
on Chip (SoC) and the TrustZone introduced by ARM [4] is
representative. The other is a security chip separated from
main processor of a smart device. The chip is called a Secure
Element (SE). According to Global Platform, there are three
different form factors of SEs, which are a Universal
Integrated Circuit Card (UICC), microSD and embedded SE
[5]. As an embedded SE is not removable, it is more secure
than others. The Trusted Platform Module (TPM) or Mobile
Trusted Module (MTM) introduced by Trusted Computing
Group (TCG) is one of various embedded SEs. However, it
is not easy to apply the embedded SE on smart devices
because it should be embedded in manufacturing processing
and the smart device should support the space and interface
for it. On the other hand, both the UICC and microSD are
removable due to the standard interface with smart devices.
It means that it is easy to apply both to the existing smart
devices without changes of smart devices for the hardware-
based security solutions.

III. IMPLEMENTATION OF HARDWARE-BASED SECURITY
SOULUTIONS

For applying a hardware security chip on smart devices,
it should be considered that smart devices have limited space
and resources compared with PCs. Therefore, the following
minimum requirements should be considered.

e The chip size, the power consumption, and the
performance overhead due to a security chip should
be minimized.

e The separated secure
cryptographic  co-processors,
primitives should be provided.

e The tamper-proof should be provided to protect
hardware attacks.

The hardware security chip designed and implemented in

this paper has been based on an MTM chip. Therefore, we
implemented to support the main functions of an MTM chip
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for secure services. Fig. 1 shows the architecture and
photograph of the implemented security chip.
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The arhitecture and photograph of the implemented chip.
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Figure 1.

As shown Fig. 1, the chip size is Smm x Smm, and the
chip does not consume more than 10 mA of current. In Fig. 1,
“MTM Command Execution Engine” module executes the
conventional MTM command messages, and “Secure
Service Execution Engine” module executes additional
security functions required for secure services. Fig. 2 shows
the secure service apps based on the implemented security
chip and the implemented smartphone equipped with it.

Figure 2. The smartphone equipped with the implemented security chip

As shown Fig. 2, the implemented security chip can be
embedded directly on a smartphone or can be connected with
a microSD interface. And, the smartphone was implemented
to apply the security chip to a smart device. For testing and
connecting to a microSD slot, we made the evaluation board
with the security chip to test and connect to a microSD slot
of the smart device. In addition, we designed and
implemented additional new commands to support various
secure services except conventional MTM commands. Fig. 3
shows the test results of the message exchange for both
MTM commands and additional commands.
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Figure 3. Test results for message exchange for both commads
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In Fig. 3, the “TPM_Startup” message is a MTM
command and “SSM_IntegrityVerify” message is one of the
additional commands designed and implemented in this
paper. As shown Fig. 3, above both messages were executed
successfully. Fig. 4 shows the message format of the above.
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(a) TPM/MTM Command/Response message format
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(b) Additional implemented SSM Command/Response message format
Figure 4. TCG TPM and SSM message format
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As shown Fig. 4, unlike (a), we added the “Session &
Authentication Parameters” field to manage communication
sessions and to access control for the security chip. In
addition, according to the value of “SSM Tag” field, the
message can be transferred securely with encryption. In other
words, it is possible to establish the secure channel between
a hardware security chip and a smart device.

IV. CONCLUSIONS

In this paper, we described the hardware-based security
solutions for smart devices. We implemented the hardware
security chip and established the secure service execution
environment on the smart device using it. In addition, we
verified the feasibility of the implemented security chip on
smart devices. Therefore, for implementing a hardware
security chip, it should be considered the requirements of
limited mobile environment, and it is able to reduce the
security threats on smart devices. In the future, we are
planning to apply the chip to various devices for the Internet
of Things (IoT) security services.
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