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ABSTRACT

Field equations can be numerically simulated by approxi-
mating a continuous space field by a discrete lattice. There
are a number of different lattice geometries that can be used
to approximate continuous space which may cause struc-
tural artefacts in the simulation. These different lattice struc-
tures require the use of different stencil operators to approx-
imate the spatial terms of the field equations. We show how
different lattice geometries and associated stencil operators
can be implemented in a stencil library which is used in
conjunction with a code generator to produce code for field
equations simulations that can run on a CPU or GPU.

KEY WORDS
lattice geometry, stencil operators, field equation simula-
tions; GPU.

1 Introduction

Field equations are a family of computational models which
describe the behaviour of a field of interacting matter or en-
tities. These equations model a system represented by a field
in continuous space but can be simulated numerically by ap-
proximating the field as a lattice of discrete cells and the spa-
tial terms of the equations with stencil operators. Such equa-
tions can be used to describe - heat distribution, quenching
binary alloys [2,10], interacting species populations [14,19]
and superconductivity [6].

Rectilinear lattices are commonly used to approximate a
continuous field due to their simple geometry, easy mapping
to computer memory and simple stencil operators. Some
previous work on hexagonal stencils can be found in [15,20]
but this work does not consider how stencils and lattices can
be automatically generated and manipulated.

In this work we develop a stencil library that generates
the stencil operators required by a field equation simula-
tion based on the lattice geometry used. This stencil li-
brary is used in conjunction with a code generator presented

Figure 1: Three-dimensional Ginzburg-Landau simulation.

in [9]. A parallel code generation approach is now possi-
ble due to the advent of portable parallel languages such as
OpenCL and the general revitalisation of data-parallel com-
puting that has been stimulated by cheap GPUs and other ac-
celerators. Generally exposure to the original mathematics
of a PDE along with knowledge of the numerical discretisa-
tion scheme desired, gives a software generation tool more
power to identify the parallelisation potential of the prob-
lem and specifically target a high performance implemen-
tation. The roles and emphasis of performance and porta-
bility are then reversed in this approach and portability may
be achieved through implementations of the OpenCL target
code.

In fact using our approach we believe it is possible to
construct a number of inherent templates that will support
generation of several target languages including CUDA,
OpenMP or OpenCL. There appears to be considerable
scope for automatic generation of stencil source code that
makes use of heuristics and other practical experience to
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Figure 2: Two dimensional lattice geometries - triangular, rectangular and hexagonal.

T

achieve optimised implementations on present and emerg-
ing multicore processing devices [5].

Stencil operators have been in use for parallel program op-
timisation for some years [11, 18]. In the case of image op-
erators where a particular stencil might be well-known with
specific name it is straightforward to develop an optimised
software library of optimised operator routines. For solving
PDE:s it is however harder to develop a general purpose li-
brary and automated code generation for a particular PDE
with particular initial/boundary conditions and solver algo-
rithm is more attractive [12]. Datta and collaborators discuss
stencil generation using Lisp-parsing of Fortran-like expres-
sions for the mathematics of the equation under considera-
tion and a system that generates the stencil in C or Fortran
code [3]. It is then possible to apply the standard appara-
tus and systems of parallel programming such as message
passing, parallel compiler macros or supercomputer vendor
proprietary optimisation tools to obtain a working parallel
implementation that can target modern multicore devices
amongst other platforms [4].

In Section 2 we discuss some different lattice structures and
the different stencil operators that can be used with them
in Section 3. Section 4 discusses some of the implemen-
tation issues of mapping non-rectilinear lattices onto com-
puter memory and presents some source which does so.
Some simulation and performance results are presented in
Section 5 and we draw some conclusions from this work in
Section 6.

2 Lattice Structures

To simulate a field equation numerically, the continuous
field representing the system must be approximated by a lat-
tice of discrete cells so it can be stored in computer memory
as an array. Each value in the array approximates the aver-
age state of the field within that discrete macroscopic cell.
The spatial interactions of the field equations are defined in
terms of spatial calculus operators which must be approxi-
mated by discrete stencils that can be applied to the lattice

approximating the field. The most common lattice geometry
used to approximate continuous space is the rectilinear lat-
tice which divides space into rectangular shapes. This lattice
geometry is commonly used as it is simple to comprehend,
can be easily extended to divide n-dimensional space and
can be mapped directly into an array in computer memory.

However, there are a number of different lattice structures
which can also be used to approximate a continuous field.
These more unusual lattice structures are often only appli-
cable to fields with a certain number of dimensions. There
is only one regular way to divide a one-dimensional field
whereas in two-dimensions a continuous field can be divided
into a number of different regular lattices. Figure 2 shows
three possible structures for a two-dimensional lattice - tri-
angular, rectilinear and hexagonal. Each cell in a triangular
lattice has three neighbours while the rectilinear has four
and the hexagonal has six.

The rectilinear and hexagonal lattices discussed in this re-
search are both Bravais lattices [1, 13] because they fulfil
the condition that an infinite lattice appears exactly the same
from any lattice point. The triangular lattice does not fulfil
this condition because neighbouring triangles must be in-
verted for them to fit together. Irregular lattices can also
be used to approximate continuous space but these require
stencils to be generated on a per-cell basis and are not con-
sidered in this work.

t 3

Figure 3: Two hexagons with distance h = 1 between the
centres and side length ¢.

The hexagonal lattices used in this work fix the distance
between each hexagon at 1. This gives a side length of

t = % = 0.577 which means each hexagon cell in
3
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Figure 4: The Laplacian stencil (top) and the Biharmonic stencil (bottom) shown in one-, two- and three-dimensions.

the lattice represents an area of A = %\/th = 0.866. This
means that a hexagonal lattice with more lattice points will
be required to simulate the same field area as a rectilinear
lattice with h = 1. Conceptually dividing a field into a
hexagonal lattice is simple but it will have implications on
both the stencils used to approximate the spatial terms of the
equation and the way the lattice must be stored in computer
memory.

3 Stencils & Library

The example field equation models in this research (the
Heat, Lotka-Volterra, Ginzburg-Landau and Cahn-Hilliard
equations) all use the Laplace operator for the spatial term
(the Cahn-Hilliard equation also uses the biharmonic oper-
ator). The Laplace operator or Laplacian is given by the
divergence or the gradient of a function in Euclidean space.
In Cartesian space this is given by the sum of second partial
derivatives in each dimension. Equation 1 gives the formula
for the continuous laplacian operator in n-dimensions.

V- Loz O

When a continuous field is approximated by a lattice of dis-
crete cells this continuous Laplacian must be replaced by
a discrete approximation. The continuous Laplace opera-
tor can be adapted to the discrete form shown in Equation 2
which is suitable for generating difference equations [20]:
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This series is truncated at the 62/5x? term which gives a

second derivative operator accurate on the order Az?. This
leads to the discrete stencils shown in Figure 4 for rectilin-
ear lattices in one-, two- and three-dimensions as well as the
two-dimensional hexagonal lattice. Also shown in Figure 4
are the stencils for rectilinear and hexagonal lattices repre-
senting the */dx} term or the biharmonic operator (V4).
These stencils can be obtained by applying the laplacian
stencil to itself (V4 = V2. V?).

The Stencil Library is capable of providing and manipulat-
ing the stencils approximating the spatial calculus operators
for rectilinear and hexagonal lattices. This Stencil Library is
used in conjunction with a source code generator described
in [9]. The Stencil Library allows the definition of a field
equation to be kept separate from the specifics of the di-
mensionality and lattice geometry used for a particular sim-
ulation. Some PDE problems that arise in areas of physics
can be simulated in higher dimensions and it is useful to be
able to separate the dimension from other problem details
and thus generate software for any number of dimensions.
Hyper-dimensionality library support apparatus is discussed
in [7] which the Stencil Library uses to produce spatial sten-
cils.

The library must have the capability to provide stencils of
the correct dimensionality and lattice structure as requested
by the code generator. Currently the Stencil Library has
functions to generate rectilinear stencils any number of di-
mensions, hexagonal stencils in two-dimensions and arbi-
trary data-types.

When simulation source code is generated, the Stencil Li-
brary is given a simulation tree by the code generator. This
tree contains all the information about the field equation and
the configuration of the simulation. The Stencil Library will
examine this tree to identify nodes representing spatial op-
erators and inject the appropriate stencil data. The specific



stencil data used to populate the node will depend on the
dimensionality and lattice structure of the simulation, as de-
fined by the simulation configuration. The example equa-
tions used in this paper use the Laplacian operator and the
Biharmonic operator.

0 ¥V (hotud® KV )
Some equations may have stencil nodes nested inside one
another, the Cahn-Hilliard equation is one example of this
(see equation 3). In a situation such as this the Stencil Li-
brary will rearrange the equation to avoid any nested stencil
nodes. This can be achieved by applying the outer stencil
to the The nested Laplacian operator will be replaced by the
Biharmonic operator (which can be obtained by applying
the Laplacian to itself). The application of one stencil to an-
other can be computed by applying a stencil to every point
on the other stencil. The rearranged Cahn-Hilliard equation
can be seen in equation 4.
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4 Implementation

Computationally simulating a field equation using a recti-
linear lattice involves a straightforward mapping of the lat-
tice onto computer memory. The lattice structure can be
easily represented in computer memory and so calculating
the memory addresses of the neighbouring lattice points re-
quired for stencil operators is also straightforward. The only
complication involved in calculating neighbouring memory
addresses is on the boundaries, in this research periodic
boundary conditions are used to avoid artefacts from bound-
aries. The code listing showing the calculation of neigh-
bouring values and computation of the Cahn-Hilliard model
is shown in Listing 1.

Listing 1: Neighbouring memory address calculation and
model calculation code for a two-dimensional Cahn-Hilliard
equation on a rectilinear lattice point (x,y). The variables
in the calculation of the model with the form u_yx are the
values fetched from the lattice u at position (X,y).

int ym2 = (y <= 1) ? (y=2)4Y : y—2;
int yml = (y == 0) 7?7 Y-1 y—1;
int ypl = (y == Y-1) ? 0 oy+1;
int yp2 = (y >=Y-2) ? (y+2)-Y : y+2;
int xm2 = (x <= 1) ?7 (x=2)+X : x—2;
int xml = (x == 0) 7 X—1 Dox—1;
int xpl = (x == X-1) ? 0 oX+1;
int xp2 = (x >= X-2) ? (x+2)—X : x+2;
M (

—Bx( u.ymlx +
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u_yxml + (—4xu_yx) + u_yxpl +
u_yplx) +
Us( pow3(u_ymlx) +
pow3 (u_yxml)+(—4*pow3(u_yx))+pow3d(u_yxpl) +
pow3(u_yplx)) +
—K ( u_ym2x +
(2xu_ymlxml)+(—8xu_ymlx)+(2xu_-ymlxpl) +
u_yxm2+(—8+u_yxml)+(20*xu_yx)+(—8*u_yxpl)+u_yxp2 +
(2xu_yplxml)+(—8xu_yplx)+(2xu_yplxpl) +
u_yp2x))

The mapping of a hexagonal lattice into computer memory
is not so simple as the previous example. A hexagonal lattice
can represent an approximately rectangular region of space
by offsetting each row by an alternating offset (see Figure 2).
This gives a hexagonal lattice with Y rows of X cells which
can be stored as an array in memory. The downside of this is
that the calculation of the neighbouring memory addresses
in a simulation using a hexagonal lattice depends on the row
number. Effectively it gives rise to selecting one of the two
stencils shown in Figure 5.

@@ 2/3|2/3 2/3|2/3
@0@ 213[ -4 [2r3]  [213]-4]2r3
@@ 2132/3 213273

Figure 5: The hexagonal laplacian stencil and the two row-
dependent rectilinear stencils.

These two stencils can be implemented by changing the cal-
culation of the neighbouring lattice point memory addresses
based on whether the lattice point is on an odd or even row.
The code to perform these address calculations and the com-
putation of the Cahn-Hilliard simulation on a hexagonal lat-
tice is shown in Listing 2. Note that not only has the number
of neighbouring addresses increased but the model calcula-
tion has also become more complex using additional neigh-
bouring values as compared to the code example in List-
ing 1.

Listing 2: The code to calculate the memory addresses of the
neighbouring cells and compute the Cahn-Hilliard equation
on a hexagonal lattice point (X,y).

int ym2 = (y <= 1) 7 (y=2)+Y : y—2;
int yml = (y == 0) 7?7 Y-1 y—1;
int ypl = (y == Y-1) ? O Doy+1;
int yp2 = (y >=Y-2) ? (y+2)—-Y : y+2;
int xm2 = (x <= 1) ?7 (x=2)+X : x—2;
int xml = (x == 0) 7 X—1 cox—1;
int xpl = (x == X-1) ? 0 TOX+1;
int xp2 = (x >= X-2) ? (x+2)—X : x+2;
int xml5 = (y%2 == 0) ? xm2 : xml;
int xm05 = (y%2 == 0) ? xml : x;

int xp05 = (y%2 == 0) ? x : xpl;
int xpl5 = (y%2 == 0) ? xpl : xp2;
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M (
—B*(2.0/3.0)%( u_ymlxm5 + u_ymlxp5 +
u_yxml + (—4xu_yx) + u_yxpl +
u_yplxm5 + u_yplxp5) +
Ux(2.0/3.0)x*(
pow3 (u_ymlxm5) + pow3(u_ymlxp5) +
pow3 (u_yxml)+(—4*xpow3(u_yx))+pow3(u_yxpl) +
pow3 (u_yplxm5) + pow3(u_-yplxp5)) +
—K*(4.0/9.0)x*(
uym2xml + (2xu_ym2x) + u-ym2xpl +

(2xuymlxml15) —(10xuyml1xm05) —(10xuymIxp05)+(2*uymlxpl5)+

u_yxm2 —(10*xu_yxml)+(42+xu_yx)—(10xu_yxpl)+u_yxp2 +

(2xuyplxml15)—(10xuyplxm05) —(10xuyplxp05)+(2*uyplxpl5)+

u_yp2xml + (2xu_yp2x) + u_yp2xpl))

Figure 6: Two snapshots of Cahn-Hilliard simulations -
computing on the rectilinear (top) and hexagonal (bottom)
lattices from Figure 2.

The simulation of a field equation requires this calculation
to be performed for each cell in the lattice and integrated
over time using an appropriate integration method. This can
be done by a CPU processor by iterating over every cell,
computing the new value and writing it to another lattice or
in parallel by a device such as a GPU in which each cell will
be updated by a different thread executing on many proces-
sors. This work is concerned mainly with the lattices and
spatial stencils but the further details of the simulation gen-
eration and structure can be found in [9].

5 Results

The first result of this research is that the simulation gen-
erator is able to produce code for field equation simula-
tions using both rectilinear and hexagonal lattices. This in-
volves generating stencils for both lattice types as required
by the models, applying them to each other when required
by the equation and mapping both the lattice and the stencil
memory address calculation onto memory. This has been
achieved successfully for the rectilinear lattice in one-, two-
and three-dimensions as well as the less simple hexago-
nal lattice in two dimensions. Screen captures of the two-
dimensional Cahn-Hilliard equation computed using a rec-
tilinear and a hexagonal lattice are shown in Figure 6.

One of the major requirements for the generator system is
that it should produce fast and efficient simulation code.
The performance of the code produced by the our sys-
tem’s C++ and CUDA generators is indistinguishable from
existing hand-written code. These hand-written compari-
son codes have been developed and optimised over a num-
ber of years, details of their optimisations can be found
in [8, 16, 17]. The performance of the four equations Heat,
Cahn-Hilliard, Ginzburg-Landau and Lotka-Volterra equa-
tions are presented for a number of simulation configura-
tions. These simulations have been computed on both recti-
linear lattices and hexagonal lattices. Figure 7 shows the
timing results of these simulations in two-dimensions for
N={1024, 2048, 3072, 4096, 5120, 6144, 7168, 8192}.
These simulations have been computed on a Intel i7-970 and
an NVIDIA GeForce GTX580.

From these performance plots it can be seen the the differ-
ent field equations have different performance based on their
individual computation and memory requirements. In all
cases the simulations on hexagonal lattices are slower than
the rectilinear lattice simulations. The extra memory trans-
actions and computation required to compute the hexago-
nal stencils will always have a negative performance im-
pact. This penalty is especially visible for the Cahn-Hilliard
equation which uses the biharmonic operator. The simula-
tion of this model on a hexagonal lattice requires 19 neigh-
bouring lattice points instead of the 13 required by the two-
dimensional rectilinear biharmonic operator.

6 Discussion and Conclusions

In summary, we have discussed how continuous space can
be approximated by discrete lattices with different geome-
tries and how spatial calculus terms can be formulated as
stencil operators on these different lattices. The formulation
and application of these stencils can be performed automat-
ically by a stencil library which can reorder equations to
avoid nested stencils. This sometimes requires the library
to apply one stencil to another. The stencil library also pro-
vides a mapping from the lattice structure onto computer
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Figure 7: A performance comparison of the Cahn-Hilliard (ch), Ginzburg-Landau (gl), Lotka-Volterra (1v) and Heat (h) equation
simulations using rectilinear lattices (rec) and hexagonal lattices (hex) in C++ (CPU) and CUDA (GPU). Results are shown in
normal scale (top) and In-In scale (bottom).
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memory so that the lattice can be stored in an array.

The data provided by the stencil library can be used by a
code generation system which produces source code to nu-
merically simulate field equations. A number of field equa-
tions have been tested with this code generation system us-
ing both rectilinear and hexagonal lattices to approximate
the continuous field. The system has generated simulation
code in C for use on a CPU processor as well as CUDA for
use on a parallel graphical processing unit.

The functionality of separating a model definition from the
lattice geometries allows models to be tested on different
lattices with ease. This makes it easy to test models with a
range of lattices to ensure any structural patterns formed by
the model are representative of the model and not an artefact
of the particular lattice geometry used.

There is scope fro future work to implement other lat-
tice structures in three-dimensional space such as face-
centred cubic, body-centred cubic and hexagonal close-
packed. Some of the field equation models in our class can
be generalised to higher dimensions and in particular some
physics-oriented problems involve four and higher dimen-
sional field equations. Our stencils library and approach also
generalise to higher dimensional problems.

The computational performance we attained with our sten-
cils library and the code generated for running on accelera-
tors such as a GPU is extremely encouraging. However the
real value of this approach is being able to experiment with
different calculus operators, different lattices, and other al-
gorithmic details relatively easily — for the same equation
under study. In addition, this approach lowers considerably
the development and testing effort involved in studying an-
other (new) equation.
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Abstract— In this paper, we study the problem of max-
imizing welfare in combinatorial auctions with k(> 1)-
duplicates of each item, where k is a fixed constant (i.e. k
is not the part of the input) and bidders are submodular or
subadditive. We exhibit some upper and lower approximation
bounds for k-duplicates combinatorial auctions. First, we
show that it is NP-hard to approximate the maximum welfare
for k-duplicates combinatorial auctions with subadditive
bidders within a factor of 2—e where € > 0 unless P = N P.
Secondly, we propose a 2-approximation algorithm for k-
duplicates combinatorial auctions with submodular bidders.

Keywords: Approximation Algorithm; Combinatorial Auctions;
NP-hard

1. Introduction

We consider the allocation problem in combinatorial auc-
tions with k(> 1)-duplicates of each item where k is a fixed
constant. In the past years, there has been much interest in
combinatorial auctions. In a combinatorial auction, there are
a set M of m items and n bidders. These items are being
sold to bidders. Every bidder ¢ has a valuation function (it
is also called utility function in some cases) v; : oM _, R,
We suppose that the valuation function is monotone, which
means for every two bundles S,7,S C T' C M it holds
v(S) < v(T), and normalized v(()) = 0. The goal is to find
a partition (Si,...,S,) of the m items that maximizes the
total utility or social welfare, i.e., ¥;v;(S;) is maximized.
We call such an allocation an optimal allocation.

The k-duplicates combinatorial auction is the allocation
problem in combinatorial auctions with k-duplicates of each
item where k is a fixed constant. Every bidder is still
interested in at most one unit of each item and every
valuation is still defined on the subsets of M. It is the
generalization of a combinatorial auction (where k = 1).

Since the size of the input is exponential, we suppose that
we have oracles for accessing it. There are two common
types of query methods. One common type of queries is
the “value queries”. Given a bundle of S, a value query
answers v(S) for a valuation v. From a “computer science”
perspective, this kind of query is very natural.

Another kind of query is the “demand queries". Given
a vector p = (p1,...,pm) of item prices, a demand query
replies a set that maximizes the profit, i.e. maximizes v;(S)—
Y jesp;j. Demand queries are very natural from an economic
point of view. It is known that demand queries can simulate
values queries in polynomial time [4].

In this paper we study the important cases where all
bidders are known to have subadditive and submodular
valuations; a valuation is called subadditive if v(SUT) <
v(S) + v(T) for all S;T C M; a valuation is called
submodular if v(SUT) +0(SNT) < v(S)+ v(T) for
all S, 7 C M. It is known that every submodular valuation
is subadditive [17].

For general utility functions, the combinatorial auction
problem is NP-hard. In [4], it has been shown that there
are no polynomial time algorithms with a factor better than
O(m#) if value queries are used. In [18] and [21], it
has also been shown that there are no polynomial time
algorithms with a factor better than O(—7—) even for
single minded bidders. If demand queries are used, achieving
any approximation factors better than O(ml%) requires
exponential communication [20]. More results on the combi-
natorial auction problems with general utilities can be found
in [7].

The allocation problem with subadditive utility func-
tions is still NP-hard. Using demand queries, a O(logm)
approximation algorithm for combinatorial auctions with
subadditive utility function is given in [8]. In the same paper,
an incentive compatible O(y/m) approximation algorithm is
also presented if value queries is used. Recently, Feige give
an approximation algorithm that obtains the approximation
ratio of 2 ([12], [13]). As for complexity results, it is shown
that an exponential amount of communication is required
for achieving an approximation ratio better than 2 in [8].
In [12] and [13], it is proved that there are no polynomial
time algorithms approximating the maximum welfare within
a factor 2—e¢ unless P = N P, when bidders are subadditive.
Thus the approximation ratio 2 is the best possible for the
combinatorial auctions with subadditive utility functions.

In [17], a strict hierarchy of subclasses within the class
of subadditive valuations is presented: OXS C GS C
SM C XOS C CF. The CF is the class of subadditive
(complement-free) valuations; SM is the set of submodular
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valuations; The XOS is the set of those valuations that can
be defined by XOR-of-ORs of singleton valuations.

For the combinatorial auctions with XOS utility func-
tions, a greedy algorithm achieving an approximation ratio
of 2 is given in [8], [9]. An improved ratio of ;1 is obtained
in [10] and [12]. It is shown that it is NP-hard to approximate
the optimal allocation with XOS valuations to within any
factor of efl — € [8], [9]. It is also proved that exponential
communication is required for achieving any approximation
ratio better that —; when all bidders are XOS.

In the past years, combinatorial auctions with submodular
bidders have also received much attention. A greedy 2-
approximation algorithm is given in [17] and the approxima-
tion ratio is improved to (2— 1) in [10] when value queries is
used. In [22], Jan Vondrdk design a randomized continuous
greedy _<;-approximation algorithm for the submodular
welfare problem in the value oracle model. In [1], Ittai
Abraham and Moshe Babaioff et al. develop polynomial-
time approximation algorithms and truthful mechanisms for
welfare maximization with bidders with hypergraph valu-
ations. When demand queries is used, there is a random
polynomial time approximation algorithm that obtains an
approximation ratio of p < eiﬁ [14]. In [8], it is shown
that it is NP-hard to approximate the optimal allocation for
combinatorial auctions with submodular bidders to within
a factor better than 51/50, unless P = NP. Khot et al.
improve this result, prove that there are no polynomial time
algorithms that can obtain an approximation ratio better than
—<7 using value queries only, unless P = NP [16]. The
case of additive valuations with a budget limit is a subcase
of submodular valuations. It is NP-hard to find the optimal
allocation in a combinatorial auction with valuations that are
additive with budget limit [17]. In [2], a randomized algo-
rithm with an approximation ratio of —% is presented, which
can be derandomized. Some other subcases of submodular
valuations have also been studied (e.g. identical bidders [8],
[9], online settings [19].)

In [5], an incentive compatible mechanism for multi-
unit combinatorial auctions is given. In particular, this
includes the case where each good has exactly k units,
i.e. k-duplicates combinatorial auctions. In [11], Dobzinski
and Schapira exhibit a polynomial time min{Z%, O(mﬁ)}
approximation algorithm for k-duplicates combinatorial auc-
tions using demand queries only and show that exponential
communication is required for achieving an approximation
ratio better than min{Z%, O(mk%l*e)}, where € > 0. In the
same paper, they also give an algorithm that achieves an
approximation ratio of O( \/lgnim) using only a polynomial
number of value queries ancf prove that it is impossible
to approximate a combinatorial auction with k-duplicates
to a factor of O(log”m) using a polynomial number of
value queries. They studied the case where all valuations
are general utility functions. In [6], a O(y/m) approxima-
tion algorithm for k-duplicates combinatorial auctions with

subadditive valuations using value queries and a O(logm)
approximation algorithm for k-duplicates combinatorial auc-
tions with subadditive valuations using demand queries are
given.

In this paper, we study the computational complexity of
k-duplicates combinatorial auctions with subadditive bidders
and approximation algorithms for k-duplicates combinatorial
auctions with submodular bidders.

Our Results

In this paper, first, we prove some lower bounds for subad-
ditive bidders. We show that it is NP-hard to approximate the
maximum welfare for k-duplicates combinatorial auctions
with subadditive bidders within a factor of 2 —e where € > 0
unless P = N P. Secondly, we provide some approximation
algorithm. We give a 2-approximation algorithm for k-
duplicates combinatorial auctions with submodular bidders.

Structure of the Paper

In section 2, we study the computational complexity for
k-duplicates combinatorial auctions with subadditive valu-
ations. In section 3 we present a 2-approximation algorithm
for k-duplicates combinatorial auctions in which all valua-
tions are submodular. Finally, in section 4 we present some
conclusions and some open problems.

2. The complexity for k-duplicates com-
binatorial auctions with subadditive val-
uations

In this section we study the computational complexity
for k-duplicates combinatorial auctions with subadditive
valuations. In the following, we show that it is NP-hard
to approximate the optimal allocation within a factor of
2—e for k-duplicates combinatorial auctions with subadditive
valuations, where ¢ > 0.

In order to get the computational complexity, we will give
a polynomial time reduction from the maximum independent
set problem for hypergraphs to k-duplicates combinatorial
auctions with subadditive valuations. First, we give two
definitions as follows.

Definition 1 A k-uniform hypergraph H(V, E) consists of
a set of vertices V' and a collection E of k-element subsets
of V that are called hyperedges. An independent set of Hjy,
is a set of vertices such that no subset of these vertices form
a hyperedge in Hy.

Definition 2 The Maximum Independent Set (MIS) problem
for Hepergraphs is the following problem: Given a hyper-
graph Hy, find a maximum independent set.
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In [3], it is shown that for every € > 0, there is an o > 0
such that it is NP-hard to distinguish between “yes cases"
in which a graph has an independent set of size an and
“no cases" in which every independent set is of size at most
ean. A gap-preserving reduction from the M IS problem for
graphs to the M IS for k-uniform hypergraphs is given in
[5] and [15]. Thus the following conclusion holds.

Lemma 1 ([5] and [15]) Let k > 2 be a fixed integer, for
every € > 0, there is an o > 0 such that it is NP-hard
to distinguish between “yes cases" in which a k-uniform
hypergraph has an independent set of size an and “no
cases" in which every independent is of size at most ean.

In the following, we give a reduction from the MIS
problem for k+1-hypergraph to the k-duplicates combina-
torial auctions with subadditive valuations. The reduction is
the extension of Feige’ reduction and is similar to that in
[5], where it is shown that it is NP-hard to approximate
k-duplicates combinatorial auctions to within a factor of
O(mﬁ) unless NP = ZPP, for every fixed £ > 1 and
€ > 0.

Theorem 1 For every € > 0, it is NP-hard to approximate the
optimal allocation within a factor of 2 — € for k-duplicates
combinatorial auctions with subadditive valuations.

Proof: By lemma 1, it is NP-hard to distinguish between
“yes cases" in which a k + l-uniform hypergraph has an
independent set of size an and “no cases" in which every
independent set is of size at most ean. Given an instance
of k + 1-uniform hypergraph Hy,1 = (V, E), we define
an instance of k-duplicates combinatorial auctions with
subadditive valuations as follows: Let the hyperedges of the
hypergraph Hjy1 be the items with k duplicates of each
item and let the number of bidders be an. Every bidder has
the same subadditive valuation. The subadditive valuation
is defined as follows. Suppose S is a subset of items. If
there is some vertex such that .S contains all items whose
corresponding hyperedges are incident with it, the utility
v(S) = 2. Otherwise, v(S) = 1. We show that the utility
function is subadditive. Let S and T be any two subset of
items. By definition of v, v(S)4v(T) > 141 = 2 and v(SU
T) < 2.Sov(SUT) < v(S)+v(T). Thus the utility function
v is a subadditive valuation. On yes cases, by giving each
bidder the items corresponding to hyperedges incident with
some vertex of a maximum independent set, the maximum
welfare is 2an. On no cases, the maximum welfare is at most
(1 4+ €)an. The reason is as follows. Since the maximum
independent set is of size at most ean on no cases, the
number of its corresponding bidders is ean. We assign each
such bidder the items corresponding to hyperedges incident
with that vertex. Thus there are 2ean walfare for these ean
bidders; For other (1 — €)an bidders, if one such bidder are
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assigned to all items whose corresponding hyperedges are
incident with it, then the vertex corresponding to that bidder
and the maximum independent set contain a hyperedge. Thus
the item corresponding to the hyperedge is assigned to k+ 1
different bidders, this contradict the fact that the duplicate of
each item is k. Thus for other (1 — €)an bidders, there are
no bidder that are assigned to all items whose corresponding
hyperedges are incident with it. Thus their welfare are at
most (1 — €)an. So on no cases, the welfare are at most

2ean + (1 — €)an = (1 + €¢)an. Thus the hardness factor is
(1—25-(:)nan =2-e

3. A 2-approximation algorithm for sub-
modular valuations

In this section we present a 2-approximation algorithm for k-
duplicates combinatorial auctions in which all valuations are
submodular, which extends the algorithm of [17]. In [17], an
equivalent definition of submodular valuations is as follows:
forall SC T and z ¢ T, v(SUz)—v(S) > v(TUzx)—v(T).
That is, the marginal value of each item decreases as the
set of items already acquired increases. The approximation
algorithm is as follows.

Input:
boxes.

v1,...,Up-submodular valuations, given as black

Output: An allocation S, . .
to the optimal allocation.

., Sp, which is 2-approximation

The Algorithm:

1) Initialize S1 = So =...= S, = 0.
2) Forx=1,...,m do:
a) Let ji,...,Jr be the bidders whose value of

vj(x|S;) is the highest, the second high, ..., the
k-th high, where Vg ($|S]) = vj (S] Ul‘) —’Uj(Sj).
b) Allocate = to ji,...,Jk, ie. S; «— S5 U
{iL’}, ey Sjk- — Sjk @] {L}
Obviously, the above algorithm requires only a polynomial
number of operations.

Theorem 3 The above algorithm provides a 2-approximation
to the optimal allocation for k-duplicates combinatorial
auctions in which all valuations are submodular.

Proof: We denote by () the original problem and define
a new problem @’ on the m — 1 remaining items with
k-duplicates of each item after item 1 is removed: i.e.,
item 1 is unavailable and v; ,...,v;, are replaced by
Vjys o5 05, With 05 (S) = v, (S{1}) = v;, (SUA{1}) -
v ({13), 505, (8) = v (S} = w5 (S U {1}) -

vj, ({1}), where j1,. .., ji are those bidders to whom item
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1 was allocated. All other valuations v;,7 # j1,...,jk are
unchanged. Notice that the above algorithm can be viewed
as first item 1 is allocated to 71, ..., jr and other items are
assigned using a recursive call on Q’.

Let ALG(Q) denote the value of the allocation produced
by above algorithm and OPT(Q) denote the value of
optimal allocation. Let p; = vy, ({1}),...,pr = v;, ({1}).
By the definition of @', we have v} (S) + v;,({1}) =
v;, (SUA{1}),... ’Ué‘k (5) + ;. ({1}) = v;,(S U {1}). So
we get ALG(Q) = ALG(Q') + p1 + -+ + pr. We will
show that OPT(Q) < OPT(Q') + 2(p1 + - -+ + pi). Let
S1,-..,5y, be the optimal allocation .S for (), and assume
that 1 € Sp,,...,1 €85, and v, ({1}) > v, ({1}) > ... >
vy, ({1}). Let S” be the allocation of item 2,...,m that is
the remaining allocation when k-duplicates of item 1 are
removed in the allocation S. This is a possible solution to
Q. Let us compare OPT(Q') to OPT(Q). All bidders
except lq,...,l; get the same allocation and all bidders
except ji,...,Jr have the same valuation. Without loss
of generality, assume that [y # ji,...,lx # Jjg. Since
v, (S U{1}) — v, (S) < v,({1}H)E = 1,...,k), the
bidders Iy, ...,I; lose at most vy, ({1}) + - - - vy, ({1}). But
v, {1}) < v;,({1}) = p; for all i(s = 1,...,k). Thus
the bidders ly,...,l; lose at most p; + ... + pg. By the
monotonicity of v, (i = 1,...,k), v} (S;,) = v;,(S;, U
{1}) - ’U]l({].}) > sz‘(Sji) — Pi (fOI' all ¢ = 1,,k)
Therefore OPT(Q') > OPT(Q) — 2(p1 + - .. + pi).

By lemma 1 of [17], Q' also consists of submodular
valuations. Thus the proof is concluded by induction on Q':
OPT(Q) < OPT(Q'") + 2(p1 + ...pr) < 2ALG(Q") +
2p1 + ... o) < 2ALG(Q),

4. Conclusions

In this paper, we have studied the computational complexity
for k-duplicates combinatorial auctions with subadditive
valuations. What are the computational complexity for k-
duplicates combinatorial auctions with submodular or XO.S
valuations ? The problem should be further studied. About
approximation algorithms, how to improve the approxima-
tion ratio 2 for submodular valuations. What is the upper
bound for k-duplicates combinatorial auctions with subad-
ditive or XOS valuations ?
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ABSTRACT

The Ising and Potts discrete lattice are useful baselines of
comparison for many systems and theoretical calculations in
statistical physics. While these models are traditionally stud-
ied using Monte Carlo sampling techniques it is also use-
ful to exactly enumerate their partition functions using brute-
force coding techniques. Recent advances in bitwise manip-
ulation and parallel processing technology have made these
techniques computationally feasible for the Q=3,4 state Potts
model as well as the 2 state Ising spin model. We report on
bit-packing and graphical processing unit implementations to
improve the number of model states that can be exactly enu-
merated per second and discuss implications for uses of this
approach with various observables.

KEY WORDS
partition function; enumeration; brute force; summation;
multicore, GPU.

1 Introduction

The Ising model [17] is a well studied statistical mechan-
ics model of a magnetic system exhibiting a phase transi-
tion [33]. The Ising model has been very widely used as
a baseline of comparison for many real systems, theoreti-
cal [21,34] and simulation models [16] in statistical and solid
state physics [31], and in other areas such as neural mod-
els of the brain and complex networks such as polymer sys-
tems [22]. The Potts model [30] extends the Ising system by
allowing more than just two simple spin states. The Ising and
Potts models are both formulated as a discrete and regular lat-
tice of individual spins that can take on a number of different
values but which will align (ferromagnetic model) or anti-
align (anti ferromagnetic model) with their nearest neigh-
bouring sites. The degree of alignment changes drastically
at a critical temperature - known as the Curie temperature for
real systems [38]. Above T the spins are still random with
no large spatial structure, whereas below 7 large droplets

Figure 1: Long range clusters in a Critical 5122 Ising model.

and regions of aligned spins spontaneously form.

Figure 1 shows a sample Ising model system around its crit-
ical temperature. These models are usually studied using
Monte Carlo sampling techniques [6, 7, 15, 25]. A model
system is initialised at a high temperature with uniformly
random spins and then quenched to a particular temperature
T of interest and an algorithm like those of Metropolis or
Glauber is used to allow the system to relax or equilibrate
at that temperature. Measurements can be made on the simu-
lated system and if the transition probabilities for the changes
are chosen correctly according to a Boltzmann energy factor
the procedure samples the various discrete starts according to
their importance or probability of occurrence.

It is useful however to attempt to evaluate the partition func-
tion [11,20,32] — or sum over the individual states — of these
models directly. The number of states M, of the 2 state Ising
model grows as m = 2V where N = L% is the number of
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spin sites. M grows very fast indeed and the system shown
in Figure 1 has N = 5122 spin sites and so has 2262144 dif-
ferent discrete states in its configuration space. The number
of states in a Q-state Potts model system grows even faster —
as Q. Tt is not feasible to enumerate the states explicitly for
such a large system, but nevertheless it is valuable to explore
changes to the partition function by studying small systems.

A great deal of work was done in the 20th Century in at-
tempting to evaluate Ising model partition functions [13] for
small systems [19] and has covered various model sizes [5]
and special cases to try to understand for example finite size
effects [2]. The Ising model has been solved analytically for
the 2 dimensional case although it is still instructive to com-
pare its known properties with those that result from enu-
merating its partition function on small square lattice Ising
systems [23]. The 3 dimensional system still poses a chal-
lenge and its properties have only been approximately evalu-
ated using simulation techniques. It is therefore of great and
continued interest to understand the properties of a 3 dimen-
sional Ising system using even a partial enumeration of its
partition function [3,4,29].

There is also continued interest in exactly enumerating other
systems such as the Potts model either directly [10,24] or us-
ing symmetries or other approaches to restrict the state space
traversed [9, 36].

Recently however advances in parallel processing technolo-
gies have allowed us to enumerate the states in small Potts
systems. Our focus in this present paper is to investigate the
computational feasibility of exact enumerations of 2 and 3 di-
mensional Ising and Potts systems using ordinary program-
ming techniques; bit packing to keep the data structures in
memory; and data parallel techniques using graphical pro-
cessing units (GPUs). A decade of advances in processing
power means that what were month long calculations in the
1990s are now feasible in a matter of hours. We obtain the
exact energy spectrum and its populations from evaluating
the partition function [1] but these new techniques open up
scope for tracking more elaborate observables than just the
energy as part of the traversal of the model’s state space.

We focus on the zero field Ising [37] and Potts system but
finite field versions of the models also offer scope for fur-
ther work. Other related problems such as the inverse Ising
model [27] involving deduction of the temperature from ob-
served state samples, may also benefit from improved parti-
tion enumeration information. We believe that enumerations
of the individual component size histograms may give in-
sights into droplet formation and noise and fluctuations [12]
in the model.

Our article is structured as follows: In Section 2 we briefly
summarise the Ising and Potts models before giving a de-
scription of the statistical mechanical partition functions in
Section 3. We describe our implementation methods using bit
packing to keep data structures in memory cache and graphi-
cal processing unit data parallelism in Section 4. We present
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some timing and performance results and some preliminary
partition function spectra for the Potts system in Section 5.
We discuss the computational scope for this technique in Sec-
tion 6 and offer some tentative conclusions and ideas for fur-
ther study in Section 7.

2 Ising & Potts Models

The Ising model is formulated as a set of spin variables o; =
+1 arranged on a lattice - usually on a d-dimensional grid of
size N = L% where length L is as large as can practically be
simulated.

The energy functional or Hamiltonian of the Ising model is:

H=-T Z 0i0; (1)
(4,9)

This has no explicit time dependence or dynamical scheme
associated with it, and so one must be imposed artificially.
We do not give details of the normal Monte Carlo dynamical
sampling approach here as it is well described in the literature
[7,8].
The main point to emphasise for the work reported in this
present paper is that each spin is independent and in the case
of the Ising model can take on () = 2 states. A small Ising
system of for example N = 42, 52 still has a considerable
amount of symmetry present in it. There are a finite number
of possible energy levels and they have a large degree of de-
generacy - that is a great many of the possible arrangements
of the spin variables in the system leads to the same energy
level.

The Potts model extends the Ising model by allowing the
“spins” to take on a discrete range of integer values. The
consequence is that for a Q state system the number of possi-
ble arrangements of spin values goes as a power of Q which
obviously grows even faster for high Q.

3 Partition Function

The thermodynamic partition function or sum over the states
of the system is usually denoted as Z and is given by:

Zn(@) =323 S exp (—H{o)) ksT) @

o1 02 ON

where each degree of freedom o; takes the 2 values 0,1 for
the Ising model or the () values for the Q-state Potts exten-
sion of the Ising model. There are in fact a great deal of
configurations that have identical energies due to symmetries
and so the partition function can be expressed as:

Zn(T) =Y grexp(—Ei/kpT) 3)
1

Where the sum is over all the energy levels labelled by [, and
each level has degeneracy g;.
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The exact pattern of degeneracies varies somewhat for the
small systems we are able to enumerate depending upon

whether they are even or odd in their lengths.

Since our system is discrete we can evaluate them by build-
ing up an exact histogram of how many states fall into each
energy level. This exact histogram can then be used to eval-
uate other statistical and theoretical properties of the model.
Once the partition function [14] or an approximation to it is
obtained there are other techniques such as locating its ze-
ros [18] that can be applied to make further deductions on
the model properties. In this present paper we only evalu-
ate the energy level degeneracies and use this as a means of
scoping the computational effort and attainable performance

to make further studies.

This is a powerful technique but its use is limited by the rapid
growth of the number of states Mg = Qv =L" in the model.
In practice we have been limited by computer clock speeds
and memory performance to only very small systems sizes.
We can however explore various computational optimization
techniques to speed up this calculation so that new Q values

and higher system sizes might be explored.

4 Enumeration of States

The easiest method of enumerating through all the possible
combination of spin variables o; is to create an array of in-
teger values to represent the system. The possible system
states can be generated by iterating through every combina-
tion of values in this array. For an Ising model each site can
be {0,1} while for a Potts model each site can have the values

{0..Q-1}.

Listing 1: Array enumeration algorithm uses an array spin
to store all of the system states and a series of for loops
to iterate through the possible states. The array n stores the
indexes of each site’s neighbours and NORTH and WEST are

used as indexes into this array.

int spin[N];
for (spin[0]=0;spin[0]<Q;spin[0]++)

for (spin[N—1]=0;spin [N—-1]<Q; spin [N=1]++) {
long long E = O;
for(int i = 0; i < N; i++) {
E+=(spin[i]==spin[n[i][NORTH]])? —1:1;
E+=(spin[i]==spin[n[i][WEST] 1)?—1:1;
}

histogram [E+offset ]++;

}

The energy of a system can be calculated from the number
of like-like bonds in the system. To determine the number
of like-like bonds in a system, all the sites in the array must
be iterated through and compared to the neighbouring values.
This is slow for practical reasons however and if we can get
all the neighbours and spin state information in cache it will

be considerably faster to traverse than if main memory ac-
cesses are needed. An example of the code to iterate through
every possible state for a system stored in an array and cal-
culate the energy of each system can be seen in Listing 1.

4.1 Bit Enumeration

An Ising system is a series of spins that are either up or down,
and so each site can be represented by a single bit. For an
Ising system that is small enough to be enumerated, these
bits can be stored in a single 64-bit integer. A 64-bit integer
can represent an Ising system up to a maximum size of 8x8
or 4x4x4. The process of generating the different Ising con-
figurations is then simplified to iterating through the possible
integer values {0..N — 1} where N is the system size.

When an Ising system is represented by a single integer, the
process of calculating the total energy of the system can be
reduced to a series of bit-logic expressions. To do this expres-
sions must be formulated to create integer values that repre-
sent the neighbours of each cell. The number of neighbours
that must be calculated will be the same as the number of di-
mensions of the system. This is because the energy must be
calculated for each bond in the system. The left bond of one
atom is the same as the right bond of the other atom and thus
only needs to be calculated once.

Logic expressions are also formulated to determine how
many like-like bonds each atom has. In two dimensions only
the cases where the atom and two like-like bonds or no like-
like bonds because the only other option is to have one of
each in which case the energy is 0. This process results in
two integers, the first which has a 1 for every atom that has
two like-like bonds and the second has a 1 for every atom
with zero like-like bonds. The number of 1s in each of these
integers can then be counted and multiplied by 2 and -2 re-
spectively to give the total energy of the system. A code list-
ing in C showing this process for a two-dimensional Ising
enumeration is shown in Listing 2.

Listing 2: Bit enumeration algorithm stores the system state
as an long long and iterates through this integer value. A
series of bit masks and logic operations are used to compute
the energy of the system. __builtin_popcountl () isa
built in CPU function to count set bits in an int.

long long nl, n2, el, e2, sl, s2;
for(long long i = 0; i < N; i++) {
// Calculate neighbours
nl = ((i&nl_maskl) >> X) |
((i&nl_mask2) << ((Y—1)*X));
n2 = ((i&n2_maskl) >> 1) |
((i&n2_mask2) << (X—1));
// Calculate Energy

sl = ( (i"nl) & (i"n2));

s2 = (("(i"nl)) & (7(i"n2)));

el = __builtin_popcountl (sl&el_mask);
e2 = __builtin_popcountl (s2&e2_mask);
E = ((elx*2) — (e2x%2));
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In this code listing, n1 and n2 represent the neighbours in
the X and Y dimensions respectively. Each one can be calcu-
lated by extracting values using masks and shift operations.
Then the values s1 and s2 are calculated which represent
the number of atoms with two like-like bonds and no like-
like bonds. These are calculated using XOR, AND and NOT
operations. Finally built in CPU functions are used to count
the number of bits in each integer and multiplies them by 2
and -2 to give the total energy. This process is shown for a
3x3 Ising system in Figure 2.

il tloftfof1]o]r]1]1]

—

nt[1[1]1]1]o]1]o]1]0]

i tlof1]of1]o]1]1]1]

n2[1[1]ofofo]1]1]1]1]

[ [ Jo[fol+of«[+[1] [+ [tTof4 o rTo 4 ]1]

XOR NOT XOR
[n1[1]1]1]1]o]o]o]1]0] [n1[1]1]1]1]o]o]o[1]0]
AND AND
[ i[1Jo[tJo rTo«]4 ] [ [1Jof4 oT4 o4 1]1]
XOR NOT XOR

_n2\1\1\0|0\0\1|1\1\1\ _n2\1\1\0|0\0\1|1\1\1\

st[o]1]oJo1]oJo]o]0] s2[1]o]o]JoJofo]Jo[1]0]
e1=2 el1=2
energy = (e1*2) — (e2*2) =0

Figure 2: The process of calculating the energy of a 3x3 sys-
tem state i in bit representation.

4.2 CUDA Implementation

The enumeration of the Ising model is a perfect candidate for
parallelisation as the energy calculation for each state can be
performed completely independently of the other states. The
most simple approach for enumerating the Ising model on
a GPU is to launch a single thread for each possible system
state. Each thread’s unique thread id then represents the Ising
system state it is measuring in bit format. Each thread can
then perform the same bit logic expressions as the CPU bit-
enumeration implementation to calculate the energy of the
system.

CUDA devices with compute capability 3.0 and above sup-
port a maximum of 1024 threads per block and a maximum
grid size of (23! — 1) in the X dimension and 65535 in the Y
and Z dimensions [28]. This easily allows for enough threads
to enumerate systems of a size that can be computed in a real-
istic time frame. Because the masks used in the neighbouring
value calculations are exactly the same for every thread, they
are stored in constant memory to minimise global memory
transactions.

Once the energy of a system state has been calculated they
must be collected together into the energy histogram. Due to
the parallel nature of the computation this must done care-
fully using atomic instructions to ensure the correct values
are saved in the histogram. One option that was explored was
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for each block to collect a local energy histogram in shared
memory and then upload it to the global energy histogram
once all threads in the block had finished their computation.
However, in practice this was found to decrease the perfor-
mance of the enumeration.

Listing 3: Bit enumeration CUDA kernel to compute the en-
ergy histogram of an Ising system. The bit masks are stored
in constant memory and atomicAdd is used to update the
energy histogram stored in global memory. The function
__popcll () is a built-in GPU function to count the num-
ber of set bits in an integer..

__global__ void kernel(
unsigned long long sxhistogram) {
long long i = (((long long)blockldx.x =
(long long)blockDim.x) +
(long long)threadldx .x)x*
STATES_PER_THREAD;
for (int j=0; j<STATES_PER.THREAD; j++){
long long nl,n2,s1,s2,el,e2,E;
nl = ((i&nl_maskl[0])>>1LL) |
((i&nl_mask2[0]) < <(X—1LL));
((i&n2_mask1[0])>>X) |
((i&n2_mask2[0]) < <((Y—ILL)*X));

n2

// Calculate Energy

el = ((i"nl) & (i"n2));

e2 = (("(i"nl)) & (7(i"n2)));
sl = __popcll(el&c_el_mask[0]);
s2 = __popcll(e2&c_e2_mask[0]);

E = ((s1%2) — (s2%2));
atomicAdd(&histogram [E+offset],1ULL);
i++;
}
}

The final method of tuning the CUDA implementation of the
enumeration is to vary the number of states each thread is
responsible for computing. Rather than launching one thread
for each system state, it is more efficient for each thread to
compute the energies of multiple system states (especially
for larger system sizes such as 6x6) as it avoids the overhead
of managing and launching extra threads. For this system
size it was found that computing 256 system states per thread
was the most efficient and provided a performance gain of
approximately 7% over computing one state per thread.

5 Performance Results

The performance results of the different enumeration im-
plementations from Section 4 have been gathered using an
3.50GHz Intel 17-2700K using GNU gcc 4.5 with optimisa-
tions and an NVIDIA GeForce GTX680 using CUDA 5.0.
The results of testing these three implementations are pre-
sented in Table 1.

From this table it can be seen that naive array implemen-
tation provides the worst performance, for the largest Ising
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Q | system Array Bit CUDA
size Enumeration | Enumeration | Enumeration
time (sec) time (sec) time (sec)
2 4x4 0.005129 0.002707 0.000103
5x5 1.39604 0.571924 0.024464
6x6 4249.92 1220.14 42.7585
3x3x3 0.146955
4x3x3 93.0353
4x4x3 515215
3 3x3 0.000684
4x4 1.42689
4 3x3 0.009277
4x4 140.629

Table 1: Performance comparison of the 3 implementations.
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Figure 3: Energy Spectra with exact population numbers of
states for 4x4 periodic Ising model

system size tested (6x6) it took this implementation 70 min-
utes to complete which means it can measure approximately
16 million states per second. Compressing the system state
into a single integer and using bit logic expressions reduced
this time to 20 minutes which means the bit enumeration
method can measure approximately 56 million states per sec-
ond. Computing the bit logic expressions on a GPU using
CUDA reduced the compute time to under 45 seconds and
gave and average of 1.6 billion measurements per second.
These results mean that enumerating the Ising model on a
GPU can provide a speedup of approximately ~ 100x over
the array enumeration and ~ 30x over the bit enumeration.

Figure 3 shows the energy histogram of all the possible states
of a 4x4 Ising model. It can be seen from this figure that not
all energy states are possible in an Ising system and that for
a size such as this with even lengths in each dimension the
histogram is symmetric. For system sizes with odd lengths
the histogram will not be symmetric as it is always possible
for all the states in a system to be the same but for an Ising
system there is not always a configuration where every spin

is different to all of its neighbours.

The number of states that fill each energy level grow very
rapidly but it is also important to note the combinatorially
large range of scales between the most probable energy level
and that of less probable but non-empty one. For this reason
it is useful to plot the populations on a logarithmic scale.

Figure 4 shows the periodic Ising models of size N = 42, 52
plotted on a logarithmic scale. We see the characteristic
parabolic shape which agrees with other work such as that
of Beale [1]. Our small system show distortions from the
parabolic shape - these are due to finite size effects and man-
ifest themselves as pinches in the shape at th side wings. It is
also interesting to note that the 52 system is not symmetric.,
This is due to checkerboard pattern high energy configura-
tions - where like like spins manage to avoid one another.
Such checkerboard patterns require an even number of spins
in each dimension so they are present in the spectrum for 42
but not 52.

Figure 4 also shows data for the Potts system with ) = 3. We
see that the parabola shifts so its peak is now around energy
of 10 instead of around zero. Also there is an asymmetry for
both the 4% and 52 Potts systems that are linked to the odd
(2 = 3 number of states.

6 Discussion

Computational capabilities have moved on in recent years
and even using a very simple brute force enumeration of
states without exploiting any symmetries we can tackle Potts
systems with Q = 3,4, ... that would not have been computa-
tionally feasible a decade ago. We obtained some significant
performance enhancements just by packing the data struc-
tures into bit patterns instead of decomposing as conventional
integers or long integers. This indicates how sensitive calcu-
lations on modern processors are to the cache and memory
management system. Modern computer systems have some-
what faster clock speeds, and somewhat faster memory man-
agement systems than they did a decade ago, but neither of
these two factors has improved as much as might have been
hoped, extrapolating from Moore’s law [26] and the previous
three decades. The availability of an order of magnitude more
processing cores allows a direct factor of ten in speedup as
state enumeration does parallelise almost perfectly by split-
ting the task into independent jobs.

A key result is that we have managed to obtain nearly two
orders of magnitude of performance increase using a GPU
accelerator. There would appear to be significant potential in
a cluster of CPUs, with multiple CPU cores and/or multiple
GPUs to tackle this sort of enumeration problem.

While many researchers have invented special tricks and
symmetries that can be exploited in the exact enumeration
of the energy states, it is important that we not be wholly
reliant on such symmetries that may not apply to other ob-
servables such as component cluster, monomers, and other
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Figure 4: Energy Spectra for 2-Dimensional periodic Potts and Ising models on 4x4 and 5x5 lattices, plotted on log scale.

lattice pattern operators.

It is likely to be useful to identify histograms of component
clusters as they are used in Monte Carlo renormalisation cal-
culations on the Ising and related model. Components also
play a significant part in cluster update algorithms such as
those of Wolff [39] and of Swendsen and Wang [35]. It is
likely to be instructive to determine what the relationship is
between cluster size, family and scaling and so forth, and
these update processes.

7 Conclusion

In summary we have explored three different methods for
enumerating the Ising model on a CPU and a GPU. The bit
enumeration method of provided the best performance results
by reducing the amount of memory required to represent a
system state and by performing the energy calculation as a
series of bit-logic expressions. This enumeration method im-
proved the performance on the CPU from 15 million states

per second to 56 million states per second. The GPU pro-
vided the best overall performance and was able to measure
1.6 billion states per second, 100x faster than the CPU array
enumeration method.

We have managed to obtain some preliminary results for
small Potts model systems and identified interesting asym-
metries and other features in the Potts exact partition function
energy spectrum that are worthy of further exploration. We
hope to be able to experiment with three dimensional Potts
systems for () = 3,4 by parallel job decomposition of the
enumeration task. We also hope to be able to incorporate fast
code for identifying other oberservables such as the number
of monomers and component clusters in small Ising and Potts
systems.

There is also scope for future work in formulating the bit-
logic expressions for computing the Potts model using the
bit-enumeration method on both the CPU and the GPU as
well as extending the bit-enumeration method to explore the
Ising and Potts model in three-dimensions. The analysis of
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the model could also be extended to calculate more than just
the energy of a system but also the count the number of
monomers, dimers, number of clusters or their sizes.
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Abstract: A naive answer set solver was
implemented in the functional programming
language Sequencel, and its performance
compared to mainstream solvers on a set of
standard benchmark problems.
Implementation was very rapid (25 person
hours) and the resulting program only 400
lines of code. Nonetheless, the algorithm
was tractable and obtained parallel
speedups. Performance, though not
pathologically poor, was considerably
slower (around 20x) than that of mainstream
solvers (CLASP, Smodels, and DLV) on all
but one benchmark problem.

1. Introduction

In his 1990 paper “Why Functional
Programming Matters”, John Hughes
argues that functional programming allows
for an improvement in productivity due to
improved modularity. Through the encoding
of the solutions to many non-trivial problems

we have been convinced of Hughes’
hypothesis. We set out to further test this
hypothesis by encoding an Answer Set
Solver in SequenceL. We hypothesize that
a functional language would allow the
programmer to implement an Answer Set
Solver more quickly than a procedural
language, and that the resulting program
would be more readable and
understandable.

Finding answer sets is an NP-Complete
problem, and over the last few decades a
few solvers have been developed that
tackle this problem. The current juggernauts
in this area are the DLV, CLASP, and
SMODELS solvers, all of which are very
efficient. The problem would seem to benefit
from a parallelized solver, yet CLASP only
has a branch (CLASPar) dedicated to this,
and DLV has been “experimenting” with
parallelization in their grounder [DLVPar].
Moreover, all of the competitive solvers are
written in C/C++ and span over hundreds of
large files.

SequencelL is a high-abstraction, auto-
parallelizing, functional language. It is auto-
parallelizing in the sense that programs,
written in a high-level, declarative language
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without concern for command execution,
are then compiled into optimized multicore
C++. This abstraction frees the programmer
from the burden of manually implementing a
parallel solution and allows them to focus on
solving the problem at hand.

SequencelL also appears to be very easy to
read, even to those who have never
programmed in Sequencel. By easy to read
we mean that given a sufficient level of
understanding of the language’s syntax, the
relationship between the syntax and
semantics of statements is obvious enough.
The designers of Sequencel had simplicity
in mind when developing the groundwork for
the language. They aimed to accomplish
this by the *“ruthless pursuit of utmost
simplicity” with respect to the language’s
complexity.

SequenceL was chosen as the
implementation language in order to, in
addition to the above, explore the effect of
auto-parallelizations on a  naturally
parallelizable problem.

We hypothesized that a naive functional
ASP Solver could be developed more
quickly, and be more readable than a
procedural implementation of the same. We
also hypothesized that automatic
parallelizations would allow the solver to
perform within an acceptable range of time
requirements for some problems.

2. Motivation

The problem of finding answer sets of non-
disjunctive Answer Set Programs is an area
that has had substantial research over the
past few decades. The declarative
programming paradigm had, based on

preliminary research, never been applied to
this problem. Upon initial observations it
was obvious that a simple answer set
solving algorithm could be easily expressed
declaratively. It was also apparent that this
declarative implementation would also be
considerably easier to read than a
procedural implementation.

The methods of programming declaratively
effectively involve envisioning what a
solution to a problem looks like, formally
specifying this solution, and directly
implementing it. Therefore, if a solution to a
problem (especially one that s
computationally substantial) is already
stated precisely, then encoding the
declarative attempt at said solution appears
to be easier than doing so procedurally. It
appeared that this was the case with the
algorithm chosen for finding answer sets:
the algorithm [Gelfond 2013] was proven,
stated at least partially as definitions rather
than algorithms, and modular enough to suit
a vision for a functionally written program.

Even before work began to write this solver,
around the time we had looked at enough
existing procedural solutions to intelligently
speak about them, we had the hypothesis
that a declarative solver would be easier to
read when compared to the existing ones.
From the use of Sequencel to solve other
common problems, and by observing the
massive size of the CLASP code, it was
apparent that SequencelL implementation
would exemplify the readability of a
declarative approach.

Our literature survey revealed not a lot of
work has been done on parallelization of
Answer Set Program solving. The only
parallel solver found was CLASPAR,
created by the same people behind CLASP.
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This solver used a master-slave based
approach where the master would
determine which sub-processes the slaves
would handle in a very procedural way. It
was apparent that a great deal more
thought went into the parallelization of the
algorithm than the solution itself.

All of these points led to experimenting with
implementing an Answer Set Program
solving algorithm in SequencelL, an auto-
parallelizing high-level declarative
programming language.

3. Methods

Algorithm Selection

The choice of algorithm was based on the
criteria  of simplicity, verifiability, and
availability. An initial attempt was made to
look at the algorithm that the current non-
parallel version of CLASP encoded; this
was done in an effort to create the best
“apples-to-apples” comparison with a top
solver. However, after a moderate amount
of effort the actual algorithm could not be
found and it was impossible to easily
decipher what it was from just looking at the
available source code. This was due to two
major issues; the first was the sheer size of
the program [insert actual size of the one
we got], and the second was the fact that, in
general, it is difficult to discern the algorithm
from procedurally written code.

Initially, the idea of going with the DLV route
of solving answer sets was considered, but
it was decided against because that would
involve creating a grounder and integrating
it with the solver. It was decided that the
grounding would be done by GRINGO.
Once again, this was chosen to create an
“apples-to-apples” comparison with the
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solver. Future work is planned for exploring
a system which intelligently grounds atoms
as needed, as opposed to grounding
everything as most solvers currently do.

After exploring the other two options, it was
decided to use the simplest algorithm
possible, short of brute force guessing and
checking, which was the algorithm found in
[Gelfond 2013]. This algorithm is completely
naive -- that is, it does nothing but find the
answer set of a grounded Answer Set
Programs with zero heuristics and with
nothing more than the direct definition of
Answer Set Programs. This algorithm had a
proof of correctness, and was readily
available for encoding.

Algorithm Implementation

The algorithm chosen is both sound and
complete with respect to the domain, but
parts of it were presented in different ways.
Moreover, there were two major methods
with which the pieces were described:
effective  definitions and  sequential
algorithms.

A sequential algorithm is one that lists a
sequence of instructions that need to be
executed in order to compute the desired
result; this is the description of most
commercial implementations. An effective
definition is a mathematical definition that
implicity embodies an algorithm for
computing the function it defines. For

example; if we define gedim,n} as the
largest integer which is a divisor of m and a
divisor of n, then this definition is not

effective. On the other hand if gedim.n) js
defined as the largest integer in the closed
interval [1,m] which is a divisor of m and a
divisor of n, then the definition is effective
because the search has been limited to a
finite space
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A Sequencel program is essentially a set of
effective  definitions. In the following
example are two function specifications; the
first (Least) is defined algorithmically,
whereas the second (IsAnswerSet) is
specified mostly by definitions.

function Least function [sAnswerSci

input: A definite progrom I1 | jnput: interpretation I and progrom 11
output: the answer set of 11

var X, Xp : sct of atoms; begin
begin Compute the reduct. I’ of IT with respect to I;

X =9 Compute on answer set, A, of 11;

repeat Check whether A = atoms({) and return the result;
Xo:=X; end:
X =Ty(X):

until X = Xa:

return X
end

Again, Least was specified algorithmically,
and as such there was a bit of translation
needed in order to encode this correctly in
SequenceL. The effort needed in showing
correctness of the encoded Least lies not in
checking whether the translated description
entails the Sequencel code (because this is
obvious), but rather ensuring that the
translation of the algorithmic description into
a definition is correct.

function Least
input: A deinite progeam [1 gl
output: the answer set of [ Least{P(1), Kef1]) =
var £ ot of o XwhenXy= X lot
! Least(P,X,) = i S i heiy ;
o BA) =1, castP X otherwise, ¥ TSR 0, )
A=h in
“p\f“_ " where X = X, UTy(P.X;) X ohen eq_zzg(¥, X0)
X=hi0) the
wtl X=X Least(, X);
teturn X
end
The ease with which the function

IsAnswerSet was written was indispensable
in the creation of this solver. As mentioned
above, the actual translation from the
specification into a definition is the bulk of
the work; here that is already done and
therefore the SequencelL encoding this is
obviously correct.

output: true if 1 is an answer sct of IT; false otherwise

function [sAnswerSet
input: interpretetion I and program 11 ISAHSWEPSEt(P(l), I(B)) =
ontput: trueif [ is an answer set of I1; false otherwise let
begin
Compute the reduet, TI" of TT with respect to I;
Compute an answer set, A, of '
Check whether A = atoms(I) and return the result;
end; in

reduct := Reduct(P, I);
A 1= AnswerSet(raduct);

eq_bag(4, I.Positive_iterals);

If the specification can be mathematically
proven to be correct, then the SequencelL
code is as well by default.

Effective Definition vs. Algorithm

The following is an illustration of the
difference between the definitional and
algorithmic styles mentioned above; the
Reduct is a well-known and integral concept
for finding answer sets of programs, and it is
defined with what appears to be a very
procedural mindset.

Definition 2.2.4 (Answer Sets, Part II)

Let Il be an arbitrary program and S be a set of ground literals.

By 1° we denote the program obtained from Il by:
1) removing all rules contailing not l suchthat [ € 5;

2) removing all other premises containing not.

It is easy to see that this Reduct is
computed by performing these steps as
specified, and in sequential order. This does
not affect the nature of the result yielded;
but it is stated procedurally. Compare this
with the following equivalent specification:

Definition 2.24.2 (Answer Sets, Part I])

Let [T be an arbitrary program and S be a set of ground literals.

By II¥ we denote the program from Il consisting of
1) the positive part of all rules whose negative part 1 5= {};
Here, the Reduct clearly is something,

namely the items satisfying (1). This
specification is declarative, it states what
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something consists of instead of the
computation required to yield the desired
result.

State of the Art

In order to compare the results of the
SequencelL Answer Set Solver to the
current state of the art, the solver was
tested against the default CLASP, DLV, and
SMODELS answer set solvers. SMODELS
was included in an attempt to compare with
one of the older solvers. Test cases were
selected and the time necessary for the
system to solve the grounded input was
recorded (by grounded input, we mean the
output of GRINGO that SLASP, CLASP,
and Smodels all take as input).

The Potsdam group, who are the creators of
CLASP, have a suite of benchmark
problems on their website that range from
toy problems like Drosophila to complicated
real-world problems. Problems for our
experiment were chosen randomly chosen
from the set of problems in the Potsdam
benchmarks satisfying two criteria: (1) the
programs could be understood quickly, and
(2) their solutions contained no choice rules.
The reason for the omission of choice rules
was the fact that our solver did not explicitly
support them.

The following test cases were chosen:
* RedvsBlue
e Stable Marriage
e Hamiltonian Cycle
* Same Generation
e Reachability
e Ramsey Numbers
e Schur Decomposition

Test Results
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On the whole the SequencelL solver ran
slower than the mainstream solvers. This
was to be expected considering that we
implemented without optimizations.
However, the Sequencel solver was able to
outperform the mainstream solvers on one
input program, called RedBlue. This ASP
program, using pseudo-disjunction, resulted
in a large number of possible answer sets,
all of which were valid. This allowed the
SequencelL solver to make better use of
parallelization, and was not effected by
heuristics. Since the heuristics used in the
established solvers did not affect this
problem, it was the only problem for which
the algorithms were essentially equivalent,
allowing a head to head comparison of
language efficiency (Sequencel vs. C).

In most cases, though the SequencelL ASP
Solver did not perform as well as the
mainstream solvers, it still executed within a
reasonable amount of time. For example, in
the Hamiltonian Cycle problem the
SequenceL  ASP  Solver  performed
considerably slower than the other solvers,
but it still finished in a quarter of a second
on average.
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RedBlue on 4 cores with Output
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Source Code Comparison

The source code of the ASP Solver was
presented to the Knowledge Representation
group, a group of ASP experts, at Texas
Tech University during an hour long seminar
intended to be an introduction to
SequencelL. The members of the audience
had little to no knowledge of SequenceL. At
the end of this seminar persons in the
audience were able to make changes to the
code that had significant positive effects on
the performance of the solver.

The SequencelL solver was developed by
two graduate students in less than a week.
The total time spent in both planning and
development was 25 hours. The first thing
that had to be done was to convert the
definitions from the algorithm that were not
presented as effective definitions to such.
This conversion took 3 hours to complete
with both graduate students working at the

same computer. Once all definitions were
presented effectively implementation began,
this is where the majority of time was spent.
The implementation of the solver, in total,
took 9 hours, of which 1 hour was spent on
separate computers and 8 hours were spent
on the same computer. It took one of the
graduate students another 2 hours to write
the necessary parsing and formatting
functions. Finally, another 3 hours were
spent debugging and error correcting.
Debugging was also performed with both
graduate students working at the same
computer. The total time was calculated by
weighting the joint efforts of the students on
one computer by 1.5.

The final version of the solver consisted of
less than 400 executable lines, in a single
file of less than 29 kilobytes. This includes
the code required to parse the output from
GRINGO and format the output of the
solver. In comparison, the SMODELS
source consists of 32 files totaling over 150
kilobytes and the CLASP source consists of
over 100 files totaling more than 1.5
megabytes.

Impact of Parallelization

Overall, in every test we ran on our solver
that took longer than a second to execute,
there was an average 15 times speed
increase when going from 4 to 16 cores.
This  greater-than-linear speedup  still
remains to be explained.

The graph below shows the execution time
of the SequenceL ASP Solver vs. the
number of answer sets in the solution for
the 4 core counts on which we tested. With
32763 answer sets, there was a 10-fold
improvement between 4 cores and 16. It
also shows a slowdown on small numbers
of answer sets. This is because the
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overhead of setting up the threads
outweighs the actual execution time.

Sequencel Red Blue Core Comparison
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4. Conclusions

Due to the subjective nature of our
hypothesis  regarding  simplicity and
readability, we will present the results we
collected and leave it to the reader to draw
conclusions. We will also make available
the source code of the SequenceL ASP
Solver for closer inspection. We feel this
experiment supports the claims made by
Hughes and others that functional
programming has a great positive impact on
development time and readability. With
regard to the hypothesis about automatic
parallelizations, we feel that this experiment
shows that automatic parallelizations allow
a naive algorithm implemented in
SequenceL to perform within a range
acceptable for a significant number of
commercial applications.
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5. Future Work

The most pressing matter is to implement
the same algorithm in C++ in order to
provide a direct comparison of development
time and readability. We have found a
student willing to do the implementation in
C++, and he will begin work shortly.

Future work is planned to implement a more
intelligent, more competitive, answer set
solver. There is research into a partial
grounding solver as well as previously
unimplemented extensions of Answer Set
Programming. Any of these would be
perfect subjects for an automatically-
parallelized declarative implementation.

There is also a continuing effort to apply
Sequencel to other fields. Currently these
fields include Bioinformatics, Language
Parsing and Compilation, and Numerical
Analysis.
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Abstract - In this paper, we present a lag-based load
balancing approach to achieve global fairness with the Linux
CFS (Completely Fair Scheduler). Lag of each task is defined
as the ideal CPU time it should have received minus the actual
CPU time it has received. The proposed approach monitors
the lag of each task at runtime and moves tasks to under-
loaded processors so that each task can bound its lag. We
implemented the proposed approach in the Linux kernel and
experimentally evaluated it. The results demonstrate that our
algorithm shows significant fairness improvements.

Keywords: Linux, Multi-core scheduling, Completely Fair
Scheduler, Fairness, Load balancing

1 Introduction

The goal of fair scheduling is to share CPU resources
among tasks so that each task receives CPU time proportional
to its weight. Perfect fairness is generally impossible since it
requires infinitesimal CPU quanta for scheduling. Most fair
schedulers can provide approximate fairness attempting to
minimize the gap between the ideal GPS (generalized
processor sharing) [2] scheme and their actual one.

Since the Linux 2.6.23 kernel release, Linux introduced
a fair scheduler, CFS (completely fair scheduler), replacing
the O(1) scheduler. CFS is the first fair scheduler
implemented in general purpose operating systems.
Previously, most operating systems such as Windows and
earlier Linux versions provide round-robin style sharing of
CPU resources rather than weight-based proportional sharing.
In contrast, CFS associates each task with a specific weight
value determined by the task’s nice value and attempts to
assign CPU time proportionally. CFS uses the notion of
virtual runtime to track the ratio of the actual CPU time each
task has received and the ideal CPU time each task should
have received. Scheduling decisions are made by finding one
that has the minimum virtual runtime and thus CFS can
guarantee proportional sharing of CPU time among tasks.

Unfortunately, CFS does not ensure global fairness for
multiprocessor systems as Linux uses partitioned scheduling.
Linux maintains a separate run queue for each processor and
each run queue is scheduled by a separate CFS. Therefore,

local fairness can be achieved by the CFS scheme on each
processor while global fairness across multiple processors
cannot be guaranteed by the CFS scheme. The Linux kernel
attempts to mitigate this problem by balancing workload
among processors, but this approach often results in
unacceptable global fairness.

In this paper, we present a lag-based load balancing
approach to achieve global fairness with CFS. We define lag
as the ideal CPU time each task should have received minus
the actual CPU time each task has received. Our proposed
approach monitors the lag of each task at runtime and moves
tasks across processors whenever their lag values seem to
exceed a specified upper bound. By moving such tasks to
under-loaded processors that are able to bound their lag
values, our approach can provide global fairness on
multiprocessor Linux systems.

The remainder of this paper is organized as follows.
Section 2 describes the Linux CFS (completely fair scheduler),
its load balancing mechanism and its limitation. Section 3
describes the lag-based load balancing algorithm. Section 4
concludes this paper.

2 Completely Fair Scheduler

Completely Fair Scheduler (CFS) has been employed as
the Linux scheduler since Linux 2.6.23 to provide weighted
fairness for task scheduling. The weight of each task is the
function of its nice value, integer value from -20 to 19, where
a small nice value corresponds to a large weight value. Linux
creates a separate run queue for each CPU and keeps track of
virtual runtime for each task to represent the ratio of the
actual CPU time the task has received and the ideal CPU time
the task should have received. A smaller virtual runtime value
indicates that the task has received less CPU time.

A red-black tree is used to find a task that has the smallest
virtual runtime. The red-black tree places the task of the
smallest virtual runtime at its leftmost leaf. Whenever CFS
makes a scheduling decision, it selects the leftmost task from
the red-black tree.

Let wP be the weight of nice value 0, w; be the weight of
task 7; and PR(t;, t) be the CPU time consumed by task ; by
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time t. The virtual time of task t; by time t is defined as
below.

PR(T,:,t)
—X

w;

VR(z;t) = w’ @)

Note that w® and w; are determined from nice values, as
shown in Figure 1 taken from “sched.c’’ in the Linux
kernel source code.

static const int prio_to_weight[40] = {

[*-20%* 88761, 71755, 56483, 46273, 36291,
F-157* 29154, 23254, 18705, 14949, 11916,
*-10* 9548, 7620, 8100, 4904, 3908,
f*-5* 3121, 2501, 1991, 1586, 1277,
~o* 1024, 820, 655, 526, 423,
~5* 335, 272, 215, 172, 137,
"10% 110, 87, 70, 56, 45,
F15% 36, 29, 23, 18, 15,
h

Figure 1. Mapping between nice values and weight values.

The main idea behind CFS is to achieve fairness by using
virtual runtime values. However, in the current Linux kernel,
virtual runtime values are not examined across CPUs, thus
leading to unfairness from a global point of view. CFS
performs weight-based load balancing to mitigate this
problem, but this approach often results in unacceptable
global fairness.

For load balancing, Linux defines the load of run queue
as the sum of all task weights in a run queue and keeps its
value as load in struct rqg. It also specifies when to
perform load balancing, usually every k scheduling ticks for a
certain positive integer k in each scheduling domain.
Scheduling domain is a set of CPUs that are managed by a
single scheduling policy. Each scheduling domain may
contain one or more CPU groups and each group may contain
one or more CPUs. Linux tries to balance the load across
CPU groups within a domain. At every scheduling tick, CFS
checks if it needs to perform load balancing. If so, it starts
load balancing by calling load_balance(). For each
scheduling domain with SD_LOAD_BALANCE flag, it finds
the busiest group by calling Find_busiest_group().
Before finding the busiest one among the CPU groups, it
checks again whether to proceed load balancing or not. The
kernel performs load balancing only when the load of current
group is sufficiently low. To do S0,
find_busiest_group() examines two cases. The first
case is when the load of the current group is no less than the
average load of scheduling domain. The second case is when
the difference of the load of the current group and the
maximum load in the scheduling domain does not exceed a
certain imbalance value defined by imbalance_pct in
struct sched_domain. When the load of current group
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is sufficiently low, find_busiest_group() function
calculates the amount of load to move using the following
imbalance metric.

Limbal = min(l’max - LavgrLavg - Lk) (2)
where L., ., is the maximum load of the busiest group in the
scheduling domain, L, is an average load in the system and
Ly, is the load of the current group. Linux checks again if the
imbalance L4 1S greater than twice of the smallest weight

in the busiest run queue. If so, Linux moves tasks from the
busiest group to the current under-loaded group.

3 Lag-based Load Balancing

In this section, we propose a lag-based load balancing
approach to achieve global fairness for CFS on
multiprocessor hardware. The proposed approach relies on the
notion of lag. The lag is defined as the ideal CPU time each
task should have received minus the actual CPU time each
task has received [1]. Suppose that task 7 is runnable and
have a fixed weight in the interval [t;,t,]. Let S; 4(tq,t7)
denotes the CPU time that task 7 receives in [tq, t5] under a
certain scheduling scheme A, and S; gps(t,t;) denotes the
CPU time under the Generalized Processor Sharing (GPS) [2]
scheme; an idealized scheduling model which achieves
perfect fairness. For any interval [tq,t,], the lag of task T at
time t € [t,, t,] is formally defined as

lag,(t) = S;gps(ty, tz) — Spa(ty, ta). 2

A positive lag at time ¢ implies that the task has received
less CPU time than under GPS, and a negative lag indicates
that the task has received more CPU time than required. If all
tasks in a run queue have positive lags, then this implies that
the load of the run queue is relatively higher. Similarly,
negative lags imply lower load. Let T; be the time slice that
task 7; can consume without preemption. When task t; is not
scheduled for T;, the lag of task ; will increase by the amount
of Alag;.

Weight; 3)

Alagi= Ty X o—————— XN
a9 : ZjE‘D Welght]

where Weight; is the weight of task z;, @ is the set of all the
runnable tasks in the entire system, and N is the number of
CPUs. As the average load of the entire system is

A Load = )
verage Loa N

Alag; can also be defined as below.
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Weight; (5)
Alag; = Tix Average Load
Since the lag increases consistently unless the task is
scheduled, the time that the task should be scheduled can be
calculated back from lag; and Alag;. Let laxity; denote the
remaining time until task t; exceeds a certain specified lag
bound without being scheduled. The laxity; for any task t; is
defined by

lag bound — lag; (6)

laxity; = Alag,
L

Note that tasks tend to have large lag values in a high load run
queue. As time progresses, the lag values of one or more tasks
will exceed a specified bound. To avoid this, we need to
constantly monitor the lag values and check in advance if they
will exceed the bound or not. Specifically, whenever the
Linux kernel makes a scheduling decision for each run queue,
the proposed approach checks if there exist more than one
tasks that will have zero laxity at some identical time point. If
found, only one of those tasks remains in the original run
queue and other tasks are moved to less-loaded run queues.
Figure 2 shows this algorithm in flowchart where
count_laxity zero(t) checks if there exists more than one
tasks that will have zero laxity at some identical time point,
min_vruntime(CPU) is the value of minimum virtual runtime
for the given CPU, and vruntime(t) is the virtual runtime of

the given task.
Every time after scheduling of task 1

Calculate laxities of tasks in the
Same run-gueue

count laxity zero(t) > 12

Yes

Scan other CPUs for task 7 in
min_vruntime(other CPU) -
vruntime(z) > 0

Found the CPU 7
Yes

Migrate the task 7 into the
found CPU

Figure 2. Flowchart of lag-based load balancing algorithm.
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Whenever virtual runtime of the task is calculated, lag-based
load balancing performs as follows:

(i) Lag-based load balancing algorithm calculates
laxities of tasks in the same run queue.

(if) If there are two or more tasks with laxity O, tasks
should be migrated.

(iii) The algorithm scans run queues of the other CPUs in
min_vruntime(other CPU) — vruntime(t) > 0. The
virtual runtime of task t should be lower than the
minimum virtual runtime of other run queue, so the
task T will get chance to be scheduled right after
migration.

If the suitable CPU is found, move the task t into the run
queue of the CPU.

4 Experimental Evaluation

We conducted to evaluate proposed load balancing
algorithm in terms of the fairness. The algorithm was
implemented in the Linux kernel 2.6.34.13. We used
ideal_time value, which is calculated by Linux kernel to
measure a dynamic time slice to check preemption, as a lag
bound. Our experiments were performed on Ubuntu 10.10. In
order to evaluate the fairness of the proposed algorithm, we
ran four compute-intensive tasks with different weights, 1024,
335, 335 and 335. Let D,,,.(t) be difference in virtual
runtime of two tasks, between the task with the largest virtual
runtime and the one with the smallest at time t. Since the
virtual runtime of task has a concept of weighted CPU time,
Dimax(t) represents unfairness; the lower D, (t) is, the
fairer the algorithm is. The experimental result represented by
the graph in Figure 3 shows that our approach enhances the
fairness.

40000
35000 f
30000

25000 ]WAWL
0000 —t—Limm 263413

15000 +

Drman(ty
b

Limm 2.6.34.13 with

10000 +— —] | lag-based algorithm

3000 — E— P ——

37 9 1113151719212325

times in seconds

Figure 3. Comparison of D, (t) between legacy Linux
2.6.34.13 and the one with lag-based algorithm.

5 Conclusions

In this paper, we proposed a lag-based load balancing
scheme to guarantee global fairness in Linux-based
multiprocessor systems. The proposed approach introduces
the notion of lag and provides fairness across multiple
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processors through lag-based load balancing. We also
implemented the proposed approach in the Linux kernel and
experimentally evaluated it. The results demonstrate that our
algorithm shows significant improvement in terms of fairness.
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Generating edge covers of path graphs

J. Raymundo Marcial-Romero, J. A. Hernandez, Vianney Mufioz-Jiménez and Héctor A. Montes-Venegas
Facultad de Ingenieria, Universidad Auténoma del Estado de México, UAEM, Toluca, México

Abstract— It is known that the edge cover problem is #P diagram structure proposed by [3]. The technique uses a
complete. Even for path graphs with edges it has been binary pattern to map integer partitions into binary strings
shown that the set of edge covers is equaf@mnnaci(m).  to represent edge covers.

As a consequence, generating the set of edge covers of aThe paper is organized as follow. Section 2 presents the
given path graph is an exponential combinatorial problem.preliminaries. Section 3 deals with generating partitions of
In this paper we show that the set of edge covers of a givean integem in m parts, Section 4 presents the generation of
path graph can be generated by what we call a set of kerneddge covers of path graphs. Section 5 concludes the paper
strings. Even more, we show that both the set of kernednd future work is presented.

strings is bounded by a quadratic polynomial and also there

is a quadratic polynomial algorithm which generates kernel?2. Preliminaries

strings. As a consequence, a particular edge cover can be

P ot An undirected grapl: (i.e. finite, loopless and with no
recovered from a kernel string in polynomial time.

parallel edges) is defined as a tuglé E), whereV is the
set ofvertices(or noded and E the set ofedges A vertex
and an incident edge are saiddovereach other.

A path graphP = (V, E) consists of a set of nodés =
1. Introduction {a1,aq,...a,} and edges built as; = a;_1a;, 1 <i < n,

. . i.e a path graph has: = n — 1 edges.
An edge cover of an undirected graph is a subset of The neighborhood of a vertex c V is the setN(v) —

its edges such that every vertex of the graph is mmden{w €V :vw ¢ E} and its degree, denoted ds(v), is

:ﬁeaet dle:s(t:oc\)/r;? eg%fe;; t:: ig&sﬁgtelt gowﬁiuﬁg?’gna:;a he number of neighbors that has. The cardinality of a
9 P plete. >0, t A will be denoted agA|. Given a graphG = (V, E),

S
exact methods have been proposed to count the number ?7 ) e i
edge covers for classes of graphs. For example, Bezakova g,_ (V', EY) is called a subgraph of; if v’ C V and

. . C E. G — v denotes the subgraph obtained framby
al. [1] have shown that a Glauber dynamics Markov Cham{ieletingv and all incidents edges to whereas(i\c is the

for edge covers mixes rapidly for graphs with degree a . . .
most three. De Ita et. al. [2] have shown that the numbe?uzarazh Obtamegol:yamT;Ol{]gelft'?; gf) t?seae(i%?)set of
of edge covers for path graphs with edges corresponds ¢ ,ge cover grap A :

edgesE’ C E that covers all nodes df, that is, for each

to fibonacci(m). Although there is a polynomial time . T ,
algorithm which computes the number of edge covers of & € V. ttlere IS av € V such thate = wv € E'. Let
={E' C E: E’ is an edge cover of} be the set of

given path gr_aph, generatmg.the set o.f edg? covers of a glveelgge covers for G, and|€;| be the number oédge covers

path graph is an exponential combinatorial problem. For

example a path graph with 60 edges has 1,548,008,755,996G'

edge covers. All of them are unthinkable useful for any. .

real application. Even more, assuming that we can encoo%' Partitions of Integers

each edge cover on a byte, the storage space needed willln this section we introduce partitions of integers and give

be approximately 1TB for a 60 edges path graph. Insteadnd efficient algorithm to compute them. In the following

of generating the whole set of edge covers, in this papesection, the use of partition of integers to generate edge

we show how to generate what we call kernel edge coversovers will be discussed.

Kernel edge covers means that any other edge cover canLet n be a positive integer. A composition af is a

be generated from them. We show that the number of kernelay of writing » as the sum of positive integers denoted

edge covers is quadratic with respect to the number of edges n = y; + y2 + ... + yx. If the order of integers); is

in the graph. Additionally, we present an algorithm whichirrelevant, this representation is aweger partition. When

generates the set of kernel edge covers also in quadratic timg. < y» < ... < y, we have an ascending composition.
The set of kernel edge covers for path graphs is geneAlgorithms for enumerating all the partitions of an integer

ated using an efficient algorithm for generating ascendingr only the partitions with a restriction have been extensively

compositions of an integen in m parts based in the studied [4], [5].

Keywords: Edge Covers, Graph Theory, Algorithms, Binary
Patterns
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A data structure calleghartition diagram for storing all  of n. The partition is formed during a path traversal by recov-
the partitions of an integer is proposed in [3]. In Merca [6],ering all the first parts of the tuples excluding the anchored
[7] improvements are proposed which, to date, are the mostode and nodes of the for(, r) if its predecessor is of the
adequate data structures for generating integer partitionform (y,r), wherey > 1. For example, the patfi, 6) (1,5)

We use the data structure proposed by Merca to present &h,4) (2,2) (1,2) (2,0) defines partition(1, 1,2, 2) since
efficient algorithm for generating ascending compositions othe nodeg1,6) and (1,2) are excluded. Traversing all the
an integern in m parts (See Algorithm 1). This algorithm paths, the partitions of are (1,1,1,1,1,1), (1,1,1,1,2),
is the foundation to generate edge covers of a path graph{1,1,1,3), (1,1,2,2), (1,1,4), (1,2,3), (1,5), (2,2,2),
(2,4), (3,3), and (6).
3.1 Partition Diagram Although the partition diagram shown in Fig. 1 is created
for integeri = 6, it also consists of all the partition diagrams
of any integer smaller tha6é. The partition diagram of
any integerr smaller thann is anchored at nodé¢l,r).
For example, the nodél,5) is the anchored node of the
partition diagram ob. In the next subsection we presented
an efficient algorithm to generate the ascending composition
of an integem in m parts.

The partition diagram of an integeris a directed acyclic
graph. Fig. 1 shows a partition diagram of integer 6.
A node in a partition diagram is denoted Ky, Y'), where
y is an element of a partition antl is a number to be
divided into parts that are not smaller thanA node(y,Y")
that has no predecessor is calledvachored node (root
node) in a partition diagram. A nodéy,Y) which has no
succesor and” = 0 is called aterminal node. A node 3.2 Algorithm for generating ascending com-
For example, in Fig. 1 the nod@, 6) is ananchored node
and alsointernal node, whereas nodés, 0) is aterminal
node (leaf node). Fig. 1 shows a path pointing froi2, 4)
0 (2,2) and(4,0), it means that the nod€g, 2) and (4, 0)
are the succesor d2,4).

To obtain all the ascending composition of integein
m parts, we can generate all paths from the root node to
the leaf nodes whose deep 78 + 1 using the partition
diagram. To achieve this, we present a variant of Merca
algorithm for traversing all the paths with the constraintof
parts. We represent each level of the partition diagram as a

(1,6) dynamic vector, i.ediagram[0] = {(1,6)}, diagram|[l] =
{(1,5),(2,4),(3,3),(6,0)} and so on. Particular elements
\\\ of the diagram can be recovereddsagram/|row][column]
whererow represent the level of the diagram andumn
(1.5) (2,4) (3,3) (6,0) the position in the level.

The required variables should be initialized as follows.
Variablesrow < 1 and colum <« 0, these values represent
(1,4) (2,3) (5,0,) their position in the diagram. The variabjert < 0, is
the number of parts in which has been already divided.
Finally, partition < {} has the elements of a partition.

(1,3) (2,2) (4,0) When a partition is formed, the sgtrtition is stored and
i ’ ’ modified to generate a new partition.
>< 4. Computing edge covers for path
(17 2) (33 O) graphs
\ In this section we show how to generate the setdfe
covers of a path graph using 3.2. Firstly we present how to

encode edge covers for path graphs as binary strings.

4.1 Binary strings to represent edge covers

(1,0) A binary pattern can be used to representdge cover

Fig. 1: Partition diagram needed to generate the integqc}_fi1 fe&her?rtz;p;hédLge;;j),gdi;.1b)mb(le)|6(:)nagsbltr:)axej;gqeutzgjg I

partiti.ons of the number 6. The diagram represents a directe(qherwiSe (i.eb; = 0) the edge(a;,a;y1) does not belong
acyclic graph. to theedge cover.
Let G be a path graph witlh nodes. A binary sequence
Given a partition diagram of an integer a path from an 6162 ...b,,, m = n — 1 represents aadge cover for G if
anchored node to a terminal node defines a unique partitiahe following conditions hold:
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Algorithm 1 Parts (Generating ascending compositionrde |t js easy to see that there is only one string without zeros

in m_parts) that represent anadge cover of a path graph witm nodes.
Require: diagram (Diagram structure ofy) In fact, it is the string witm—1 ones (each one represents an
Require: m, row, column, part, partition edge). The strings with one zero that represelge covers
1: for all i = 0; i < length(diagram [row]|—1); i =i+1  are also easily counted and generated as the following lemma
do shows.
2:  partition = partition U first component Lemma 2:Let P be a path graph withn edges ordered
(diagram [row) [1]); asai,as,...,an,. There aren — 2 strings of lengthm with
3. part < part + 1; one zero that represent edge covergPof
4: if second component (diagram [row] [i])! = 0 and Proof: Let biby...b,, be an arbitrary string which
part < m then represent the edges of the path grapht is obvious thab,
5: Parts (n-second component  andb,, should be one since each of them cover the nodes
(diagram [row] [i]) + 1, 0, part,m,n) a; and a,, respectively. So the string whetg = 0 and
6: else b; =1,i=1,3,4,...m represents an edge coverBfwith
7: if second component (diagram [row] [i] = 0) and  one zero. If we shift the value df, to b3 and assign to
part == m then bs the value one, we have the second string that represents
8: storepartition; an edge cover of” with one zero. In general ib; = 0,
9: end if 2 < i < m — 2 then shifting the value ob; with b;,, gives
10:  end if a new edge cover aP with one zero. u
11:  partition = partition-last component(partition); The generation of some strings with more that one zero
12:  part < part —1; which representdge covers can be determined via the
13: end for correspondence with the integer partitions of a numhber

Definition 1: A kernel string is a binary string of the form
01710172 ...170, [ > 1 where0 < pl < p2 < --- < pl.
1) A bi,bi+1 such thath; = 0 andb; 1 = 0. Proposition 1: There aren — 4 kernel strings with two
2) by =1andb, = 1. zeros of length at most — 2.
An edge cover representation, does not admit a sequence  Proof: A kernel string with two zeros is of the form
of consecutive zeros. So, a binary sequence is representet?!0. In fact, if 1 < pl < n — 4 the kernel string®91710
as have length at most — 2. ]
1PoQ1P1 ... 01P1-1017 for somel € N andpg, p1,...p; > 0. An ascending integer partition can be used to generate
Lemma 1:Let w be a binary sequence which representskernel strings.
an edge cover of a path graph withnodes. The maximum Lemma 3:Let p(n,m) be the set of ascending integer

numbers,, of zeros appearing iw is given by partitions ofn in m parts. Ifl; + 1o+ -+ 4+ 1, € p(n,m),
sn = 252, if n is even and then 0101’2 ... 1'=0 is a kernel string withm + 1 zeros
sn = 251 if nis odd. whose length ig, +1s + -+ 1, + m + 1.
Proof: Proof: That01:01%2---1'~(0 is a kernel string is easily

It is obvious that, when each; = 1, 1 < i < n, the verified since each # 0 and the ascending condition means
stringw has the maximum number of zeros. Since the one'shatl; < I, < --- < [,,. The number of zeros is also
appearing at the extrema af are fixed, then a string of straightforward computed. [ ]
lengthn — 2 is left where half of the symbols are zerorif Lemma 4:There arez;‘:_:_?’ Ip(i, r)| kernel strings with
is even or half ofn — 1 symbols are zero i is odd. ® 4+ 1 zeros for alln > 5.

Corollary 1: Let P be a path graph such that the number Proof: The proof is by induction oven. [
of nodes ofP is n. If w is a binary string which represents The following example shows how to generate a kernel string
an edge cover foP then from an ascending integer partitigiin, m).

1) if n is even there ar@ < s < "T—Q zeros onw; Example 2: The partitions of four in two part are

2) if nis odd there ar® < s < ”T‘l Zeros onw. p(4,2)={2+2, 1+3}. Since the cardinality of the set is two,

Example 1:: If a path graph withn = 10 nodes is this means that there are two kernel strings with three zeros
given, then0 < s < 4 zeros are allowed in a binary and four ones. The kernel string are of the fapir#'01720.
string to represent andge cover. If s = 0 then, there is Each element of a partition is the value ofpa So one
only one binary string{1111111111), if s = 1 then there kernel string is formed whepl = p2 = 2 and the other
are eight binary strings(1011111111), (1101111111),  kernel string is formed whepl = 1 andp2 = 3 which are
(1110111111), (1111011111), (1111101111),  the kernel string®110110 and0101110, respectively. From
(1111110111), (1111111011), (1111111101) and so lemma 4, ifn = 9 there are four kernel strings with three
on. zeros because
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4
Zp(i, 2)

= 2,2 3,2 4,2 L .

p(2,2)+p(3,2)+(4.2) Table 1: Ascending integer partitions calculated from Algo-
1+1+2 rithm 2 forn = 10
4

The kernel strings are shown in the following table. .
2) If m is odd then@ kernel strings are needed to

p(2,2)=1+1 01010 generate combined strings that represent edge covers.
p(3,2)=1+2 010110 Proof: We first prove the case where is even. By
p(4,2) ={2+2,1+3} | 0110110, 010111( lemma 1, it suffices to generate kernel strings witheros,

2 < s < (n — 2)/2. By proposition 1 there aren — 4
kernel strings with two zeros. In the same way, there are
n — 3 kernel strings with three zeros. In general, there are
(n/2) + 1 kernel strings with(n — 2)/2 zeros. Adding the
m 2 (m—1) kernel strings.

1=4,even

It is well known that ifiy +ls + --- + [,,, iS an integer

partition of a numbern then a combination of the number,

i.e.,ly+11+ -+, represents the same integer partition

of n. However, if they are used to generate kernel Stringsnumber of string we havd

those strings are different. We can not call both of them__,, 5 _ m o - .

kernel strings since, if; < 5, it is not the case thdj > I, i:47even(mj31) =(53-2)(% - 1)-_ Similarly, 'ff;l is odd,

so the second is not a kernel string. We introduce anothdhere arey ;" 4a(m—1) kernel strings angd i, " |, (m —

definition to include those strings. i) = @. n
Definition 2: A combined string is a binary string of the

form 0110172 ... 170, | > 1 where eachpi # 0,1 <i <I.  Algorithm 2 Increasing integer partitions needed to generate
Now, combined strings can be generated from integekernel strings

partitions also. However, we do not want to count combinarequire: Integerm > 4 which represent the number of

tions of ascending integer partitions that are identical, i.e., if  eqges ofP

li +1l3+---+1, is a partition which represent a combined 1. if ,,, odd then
string andl; = I, then,ly +1; +---+ 1, will representthe ,. ;_ m-3
same string. We usg;; to denote the number of times the 3 (7 2
valuel; is repeated in the partition. 4 else
Lett =i, +Il2+---+I, be an ascending integer partition 5. ;] _ m-2
of the numbert. It is well known that the total number ¢ and if 2
of non-repeated combinations of the partitiois given by 7. forall j=1;j<1 j++ do

o MY TS, (AL Algorithms which efficiently built g for all 4 = jii<2l—j;i++do
these kind of integer partition combinations have long beeng. p(i. §)

studied, a survey can be found in Knuth [8]. What is impor-15.  end for

tant to point out is that combined strings can de generateq;. end for

from kernel string since combined integer partitions can be

generated form integer partitions. Let P be a path graph withn > 4 edges, algorithm 2
Corollary 2: Each combined string can be generated frongicyjates the ascending integer partitionsi Gh  parts
a kernel string. S needed to generate kernel strings based on the number of
Corollary 3: The set of kernel strings is a subset of theedgeSm. For example, ifn = 10, Table 1 shows which
set of combined strings. _ . ascending integer partitions are needed. We use a tThe
Lemma 5:Let P be a path graph wittn edges. Ifw isa  jnteger partitions are presented in rows and columns to see
combined string such thaw| < m —2 thenlwl' represents i correspondence with the previous results. For example,
an edge cover of” wherel = m — [w| — 1. the second component of the elements in row one are 1.
Proof: By definition, a combined string does not have Those partitions represent the kernel strings with two zeros
two consecutive zeros. That the length ©1! is m is needed (lemma 4).
establish by the conditioh=m — |w| — 1. u Although we known how to compute the set of combined
Theorem 1:Let P be a path graph withn > 4 edges.  string from kernel strings, there is a last set of strings which
1) If m is even then(f — 2)(%& — 1) kernel strings representdge covers of path graphs that are not included in
are needed to generate combined strings that represdatnma 5. For example, the string110101111 represents an
edge covers. edge cover of a path graph with eleven edges, the combined
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string which generates such a string0isL010 based on a References

combination of the ascending partition+ 2, i.e. 2 + 1.
However, the string11011010111 which also represents
an edge cover of a path graph with eleven edges is not
generated from the result of lemma 5. Those strings can QQ]
obtained by shiftings to the right combined strings in the
whole string. In our example, if the combined stribigl 010

is shifted one position to the right in the strim§110101111

, the string11011010111 is generated.

Lemma 6:Let P be a path graph with: edges. Iflw1!
represents an edge cover Brwherew is a combined string 4]
and! > 1 then,l — 1 different strings which represent edge
covers of P can be generated fromwu1’. [

Proof: Sincel > 1 then, shifting one place to the right [6]
the combined string’ generates a new stringw1!~! which
also represents an edge coverfflt is straightforward to
notice that the shifting can be dohe- 1 times. ]

We are now in a position to present the algorithm tof®l
generate the strings that represedye covers for a path
graph with at least four edgeBdge covers for path graphs
with less than four edges are straightforward calculated.

(1]

(3]

Algorithm 3 Generating the edge covers of a path grdph

Require: Integerm > 4 which represent the number of
edges ofP

. Generateliagram structure of m

. Include the string without zeros, i.e.®

: Includem — 2 edge covers with one zero

: Compute kernel strings

: Generate combined strings

: for all combined stringw do

p=m—|w|—1

forall i =0;i<p;i++ do
add11%w1P—?

end for

: end for

© 0N UAWNPE

[
= o

5. Conclusions and future work

A procedure to comput&ige covers for path graphs us-
ing an efficient algorithm for generating ascending composi-
tions of an integen in m parts has been presented. Although
the number of edge covers grows exponentially [2], the space
and time needed to store either the partition diagram or the
set of kernel strings is quadratic. The implication of this
result is that, in practical applications, we can efficiently
recover subsets of edge covers for a given path graph as
kernel strings are the base to generate combined strings. We
believe that the procedure presented will be the foundation
to generate edge covers for simple graphs, i.e., acyclic and
cyclic.
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Finding Paths with Minimum Shared Edges in Graphs with
Bounded Treewidth
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1Zhejiang University, Hanzhou, Zhejiang, China
2Wenzhou University, Wenzhou, Zhejiang, China
3Zhejiang University of Technology, Hangzhou, Zhejiang, China
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Abstract— Given a positive integer p, a graph G and a
pair of two terminals s and t in G, the minimum shared-
edge paths problem is to find p paths connecting s and
t so as to minimize the number of edges shared among
the paths. This is a generalization of the well-known edge-
disjoint paths problem which asks whether there exist p
pairwise edge-disjoint paths connecting the terminals. The
edge-disjoint paths problem is NP-complete for given many
pairs of terminals even for graphs with treewidth at most
two. In this paper we show that the minimum shared-edge
paths problem for a given pair of two terminals can be solved
in polynomial time for graphs with bounded treewidth.

Keywords:  Dynamic Tree-

decomposition, Treewidth

programming  algorithm,

1. Introduction

Given a number p, a graph G and a pair of two terminals
s and t in G, the minimum shared-edge paths problem
is to find p paths connecting s and ¢ so as to minimize
the number of shared edges. This problem, introduced in
[7], has an application for a security assurance demand
in a geographic information system setting. Suppose that
a security organization is hired to do planning for a VIP
who wishes to travel safely between two locations. Given
the security concerns, p paths are determined in pre-trip
planning and then, just prior to actual travel, randomly one
path among the p paths is chosen. The fewer edges, that are
shared among the pre-trip paths, are to make the higher level
of perceived security. However, if it becomes unavoidable
to share edges among the paths, guards are employed on
those shared edges. Since guards take some costs, we want
to reduce their total number, that is, to minimize the number
of shared edges.

For the special case where the number of shared edges
is required to be zero, the minimum shared-edge paths
problem is reduced to the ‘“edge-disjoint paths” problem,
which is to find p edge-disjoint paths connected s and ¢ and
can be solved in polynomial time using standard maximum
flow algorithms. However the minimum shared-edge paths
problem is NP-hard for gernal graphs [7].

The class of graphs with treewidth k includes trees (k =
1), series-parallel graphs (k = 2) [11], Halin graphs (k = 3),
and k-terminal recursive graphs. Many problems can be
solved efficiently for graphs with treewidth bounded by a
constant k£ by a dynamic programming algorithm based on
the tree-decomposition [1], [2], [5], [6], [8], [9], [10], [15],
while the edge-disjoint paths problem for many pairs of
terminals is NP-complete even for k£ = 2 [13].

In this paper we give a polynomial-time algorithm to
solve the minimum shared-edge paths problem for graphs
with treewidth bounded by a constant k. Our idea is to
formulate the minimum shared-edge paths problem as a new
type of an edge-coloring problem, and to bound the size of
a dynamic programming (DP) table by O((p+ 1)(k+4)2k+8),
applying and extending techniques developed for the or-
dinary edge-coloring problem [3], [12], [14]. We use the
fact that when doing dynamic programming upward in a
tree-decomposition only certain informations of the partial
solutions must be kept. These informations concern basically
the connectivity amongst the vertices of a basis graph inside
a solution. So the state space that is to be remembered is in
a sense given by the partitions of the vertex set of a basis
graph.

The paper is organized as follows. In Section 2 we present
some preliminary definitions. In Section 3 we give a simple
algorithm, that cannot always run in polynomial time, for
the minimum shared-edge paths problems on graphs with
treewidth bounded by a constant k. In Section 4 we modify
it to a polynomial-time algorithm. In Section 5 we conclude
with a generalization of our algorithm.

2. Terminology and Definitions

In this section we give some definitions. Let G = (V, E)
denote a graph with vertex set V and edge set E. We often
denote by V(G) and E(G) the vertex set and the edge set
of G, respectively. We denote by n the number of vertices in
G. The paper deals with simple undirected graphs without
multiple edges or self-loops. An edge joining vertices u and
v is denoted by (u,v). For E' C E(G), G[E'] denotes the
subgraph of G induced by the edges in E’; G[E'] contains
every vertex of G to which at least one edge in E’ is incident,
and hence G[E’] contains no isolated vertex.
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We will use notions as: leaf, node, child and root in their
usual meaning. A tree-decomposition T = (Vp, Er) of a
graph G is a rooted tree such that the following conditions
(A1)—(A6) hold [3]:

(A1) each X € Vp is a subset of V(G);
(A2) Uxey, X = V(G);

(A3) for each edge (u,v) € E(QG), there is a leaf node
X € Vr such that u,v € X;

(A4) for any three nodes X1, X2, X3 € Vp, if node Xo
lies on the path between X; and X3, then X; N
X3 C Xo;

(AS) |Vp| = O(n); and

(A6) every internal node X; in 7" has exactly two chil-
dren X; and X, such that X; = X; or X; = X,..
The width of T is defined as max{|X|—1: X € Vr}, and
the treewidth, denoted by tw(G), of G is the minimum &
such that G has a tree-decomposition of width k. We denote
by X1 the root of a tree-decomposition. Assume that k is a
bounded positive integer. Since a tree-decomposition 7" of a
graph with treewidth k can be found in linear time [3], [4],
we may assume that its tree-decomposition 7" are given.
We next recursively define an edge-set F/; C F for each
node X; of T as follows. Let rep : E — Vp such that
rep(e) is a leaf node of T and the two ends of the edge
e is in rep(e). If X; is a leaf of T, then let E; = {e €
E| rep(e) = X;}; if X; is an internal node of 7" having two
children X; and X, then let F; = E; U E,.. Thus node X
of T corresponds to a subgraph G[FE;] of G induced by the
edges in E;. The subgraph G[E;] is often denoted simply
by G;. Then G; is an edge-disjoint union of two subgraphs
G; and G,., which share common vertices only in Xj;.

3. Simple Algorithm

In this section we give a straightforward dynamic pro-
gramming algorithm. Although all our algorithms only com-
pute the minimum number w(G, p) of shared edges among
all p paths connecting s and ¢, they can be easily modified
so that they actually find such p paths connecting s and ¢
with minimum number of shared edges.

The main result of this section is the following theorem.

Theorem 3.1: Let G = (V, E) be a graph with n vertices
given by its tree-decomposition with width < k. Let (s,t)
be a pair of two vertices in GG, and let p be a positive integer.
Then one can compute w(G, p) in time

O (n {prk(k+1)/2 4k + 4>2(k+4)p+3}) _

If k& is bounded, the first term in the braces above,
p2PF(E+1)/2 s bounded by a polynomial in n if p =
O(logn). The second term p(k-+4)2*+9P+3 is also bounded
by a polynomial if p = O(logn) since p is in the single
exponent over a constant k + 4. On the other hand, both of

the terms are bounded by a constant if p = O(1). Thus we
have the following corollary.

Corollary 3.2: If p = O(logn), then the minimum
shared-edge paths problem can be solved for graphs with
bounded treewidth in polynomial time. If p = O(1), then
the problem can be solved for graph with bounded treewidth
in linear time.

In the remainder of this section we will give a proof
of Theorem 3.1. Our idea is to formulate the minimum
shared-edge paths problem as a new type of an edge-
coloring problem, and then to solve the coloring problem
using dynamic programming with a table of size at most
(k + 4)++92_ We employ techniques developed for the
ordinary edge-coloring problem and the edge-disjoint paths
problem [3], [14], [16].

Let G = (V, E) be a graph, and let (s, ) be a pair of two
vertices in V called terminals. Let p be a positive integer, and
let C ={1,2,--- ,p} be the set of colors. Any mapping f :
E — 2€ is called a coloring of graph G. For a color ¢ € C,
we denote by G(f,c) the so-called “color class” for c, that
is, the subgraph of G induced by the edges which are colored
by a set of colors including c¢. We call f a correct coloring
of G if, for each color ¢ € C, G(f,c) has a connected
component containing both terminals s and ¢.

Let w(G, f), called the cost of f, be the number of edges
which are in at least two graphs G(f,c), ¢ € C. Let w(G, p)
be the minimum cost among all correct colorings of G. The
minimum shared-edge paths problem is to compute w(G, p)
for a given graph G.

Let X; be a node of a tree-decomposition T' of a graph
G. We say that a coloring of graph G; = G[E}] is extensible
if it can be extended to a correct coloring of G = G[Ep1]
without changing the coloring of any edge in F;, where X
is the root of T

When doing dynamic programming upward in a tree-
decomposition, only certain informations of all extensible
colorings must be kept in a DP table. The informations
are called “color vectors,” and the number of distinct color
vectors is bounded by (k + 4)**+4)P as we show below.

For a set X we denote by F(X) the set of all families of
pairwise disjoint subsets of X. If x = |X| > 1, then

[F(X)] < (z+1)"F (1)
For a node X; of T we call a p-tuple C(X;) =
V1, V2, -+, Vp) acolor vector on X;, where V., 1 < ¢ < p,
is a family in F(X; U{s,t}). Simply we define Fy;(X;) =
F(X;U{s,t}). We say that a color vector C(X;) = (D1, Va,
-+, Yp) on X, is active if G; = G[E;] has a coloring f
such that ). = Y(Xj; f, ¢) for each color ¢ € C, where

Y(Xi;fre) = {V(ID)N(X;Uis,t}) |
D is a connected component of G;(f,¢c)}.

Such a vector C(X;) is called the color vector of the
coloring f. (Thus a color vector indicates which vertices
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in X; are connected to each other or are reachable from
terminals in a color class. Observe that there is a special
case where one of the sets in Y. is just {s,t}. This encodes
the fact that the color ¢ already connects terminals s and ¢
entirely in G; without using any vertex in X; except s and
t.)

We now have the following lemma.

Lemma 3.3: Let X; be any node of a tree-decomposition
T of a graph G. Let two colorings f and g of G; = G[E;]
have the same color vector. Then f is extensible if and only
if g is extensible.

Proof: 1t suffices to prove that if f is extensible then
g is also extensible. Suppose that f is extensible. Then f
can be extended to a correct coloring f* of G = (V, E),
where f*(e) = f(e) for e € E;. Let g* be a coloring of G
extended from g as follows: g*(e) = g(e) for e € E;, and
g*(e) = f*(e) for e € E — E;. Since the subgraph G; of G
is connected to other parts of G only through vertices in X;
and f and g have the same color vector and f* is a correct
coloring, g* is a correct coloring. [ |
Thus a color vector on X; characterizes an equivalence
class of extensible colorings of G;. Since |X;| < k + 1,
| X;U{s,t}| < k+3. Therefore by Eq. (1) we have |F(X;U
{s,t})| < (k + 4)**%. Hence there are at most

(k+ 4)(k+4)p )
color vectors C(X;) = (V1,Y2,---,Yp) on X;. Let
w(X;, C) = min{w(Gy, f) |

f is a coloring of G; with the color vector C},

and let w(X;, C) = oo if no such coloring f. Then clearly
we have the following lemma.

Lemma 3.4: Let C be any color vector on a node X; of
T. Then C is active if and only if w(X;, C) # co.

The main step of our algorithm is to compute a table of
all w(X;, C) for all active color vectors C on each node of
T from leaves to the root Xy; of T' by means of dynamic
programming. From the table on X(; one can easily compute
w(G, p), as follows.

Lemma 3.5: Let G be a graph with a tree-decomposition
T rooted at Xy;1. Then

W(G,p) = Hgnw(XOh C)7 (3)

where the minimum is taken over all active color vectors
C = (D1,d2, -+ ,Yp) on Xo1 such that, for each color ¢ €
C, there is a set in )/, containing both s and ¢. Furthermore
Eq. (3) can be computed in time O((k + 4)F+4)P).

We first compute the table of w(X;, C) for all active color
vectors C on each leaf X; of T as follows:

(1) enumerate all colorings f : E; — 2¢ of G;; and
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(2) compute all active color vectors C(X;) =
(V1,Y2,--+,Yp) on X, from the colorings f of
G;.
Since |C| = p and | E;| < k(k+1)/2 for leaf X, the number
of distinct colorings f : E; — 2¢ is at most 2PF(k+1)/2 For
each coloring f of G;, one can compute the color vector of
f in time O(p). Note that &k = O(1). Therefore, steps (1) and
(2) above and hence all w(G;, C) can be compute for a leaf
in time O(p2P*(*+1)/2)_Since T has O(n) leaves, the tables
on all leaves can be computed in time O(np2PF(+1)/2)
which corresponds to the first term in the braces of the
complexity mentioned in Theorem 3.1.

Xlu{s,t}

X, U{s,1}

Fig. 1: Venn diagrams of ). and ). with two clusters Y,
and Y,.o.

We next compute w(X;, C) for all active color vectors
C on each internal node X; of 1" from leaves to the root.
Lemma 3.6 below shows how to compute them on X; from
all active color vectors on the left and right children X;
and X, of X;. We now introduce a notion of a family
U(Viey Vre; W) for families Ve, Vye and a set W C V.
Let C(X;) = Vi1, V2, -+, Vip) be an active color vector
on X;, and let C(X,) = (Vr1,Vr2,--- ,Vrp) be an active
color vector on X,. Figure 1 illustrates Venn diagrams of
Y. and Y,.., ¢ € C, where the sets in ). are indicated
by circles of solid lines and the sets in ). by circles of
dotted lines. All vertices shared by graphs G; and G, are
contained in X;, and X; C X; U X,.. Therefore each family
Y. in a color vector C(X;) on X; corresponds to a “cluster”
in Fig. 1, formally defined as follows. For each color ¢ € C,
let Gpe = (VicUVre, Eg,) be a bipartite graph with partite
sets V. and )Y,., where a vertex Y;. € ). and a vertex
Y,c € Vrc are joined by an edge in Ep,_ iff Y;.NY,.. # 0. Let
D.1,Dea, -+, Dy be the connected components of Gp,
and for each j, 1 < j < b, let Y,; = UYGV(DCJ_)Y. Then
Y,; is the “cluster” mentioned above, and corresponds to
the vertex set of a connected component of G;(f,c) for the
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coloring f of GG; extended from the colorings of G; and G,
having color vectors C(X;) and C(X,), respectively. For a
set W C V we define a family U (Vic, Vre; W) of vertex
sets, as follows:

We have the following lemma.

Lemma 3.6: Let an internal node X; of 1T have two
children X; and X,. Then, for any color vector C; =

(ylay2s ) yp) on X’is

w(X;, Cy) = épicnuw(Xl,C’) + w(X,, C"), 4)
where the minimum is taken over all color vectors C' =
Vi1, Vizy -+ Vip) on X; and C” = (Ve1, Ve2, -+, Vip)
on X, satisfying

yc :u(ylcayrc;XiU{s»t}) (5)
for each color ¢ € C.
Proof: We first prove that
w(X;, C;) > épicnuw(Xg,C’) + w(X,, C"). (6)

If C; is not active on X, then by Lemma 3.4 w(X;, C;) =
oo and hence Eq. (6) holds. Therefore one may assume
that C; is active and hence G; has a coloring f with
the active color vector C; = (V1,Y2, -+, Vp) such that
w(Gyi, f) = w(X;,C;). Let f; and f, be restrictions of f
to E; and E,, respectively. Let C; = (Vi1, V2, -+, Vip)
be the active color vector of the coloring f;, and let C, =
(Yr1, Vr2, -+, Vrp) be the active color vector of the coloring
fr. Clearly E; = E; U E, and E; N E,. = (). Furthermore
all vertices shared by graphs G; and G, are contained in
set X; N X, C X,. Moreover X; C X; U X, since either
X; = X; or X; = X,. Therefore one can easily observe
that V. = U(Vic, Vre; Xi U{s, t}) for each color ¢ € C, and
hence C; and C, satisfy Eq. (5). We thus we have

w(X;, Cy) w(Gi, f)

W(Glafl) +W(Grafr)

w(G, C)) +w(G,, C,)
él/r}iCn“w(Xl,C’)—i—w(Xr,C”), (7

(AVARYS

completing to prove Eq. (6).
We then prove that

w(X;,C;) < épicnﬁw(Xg,C’) +w(X,,C"). (8
If ming' ¢ w(X;,C') + w(X,,C") = oo, then Eq. (8)
holds. Therefore one may assume mincs o {w(X;, C') +
w(X,;,C") # oo, and hence G; and G, have colorings
g and g,., respectively, with the active color vectors C; =

(yllayl27 e 7ylp) and C’r‘ = (yrlayr27' o )yTp) SUCh that
W(Glagl) = W(er Cl)’ W(G'f‘agT) = w(X?"7CT) and

(X, C1) 4+ w(X,,Cp) = min w(X1, C) +w(X,, C).

Since E; = FjUE, and E;NE, = {), the following extension

g of g, and g,
| ai(e) if e € Ej,
9(e) = { gr(e) ifec E,
is a coloring of G;. Since by Eq. (5) V. = U (Viey Vre; Xi U
{8c,t.}) for each color ¢ € C, one can observe that C; =

V1, Vo, -+, Yp) is the color vector of g. Hence C; is an
active color vector on X;. Furthermore we have

w(X;, Ci) < w(Gi,9)
w(thl) + w(Grng)
w(X;, C)) +w(X,,C,)

— 3 / 1
= cm,lcn”w(Xl’C ) +w(X,,C"),

and

completing to prove Eq. (8).
By Egs. (6) and (8) we have verified Eq. (4). [ |

Since |Vicl, |Vrel < k + 4, the bipartite graph Gp. =
(V1eUDre, Ep,) has at most (k-+4)? edges, that is, |Ep,| <
(k + 4)2. Clearly one can check in time O(k + 4) whether
Y. NY,. # 0. Therefore each bipartite graph G . can be
constructed in time O((k + 4)3), and hence all p bipartite
graphs can be constructed in time O(p(k + 4)3). Thus one
can compute w(X;,C) of each active color vectors C on
X, from a pair of active color vectors on X; and on X,
in time O(p(k + 4)3). By Eq. (2) there are at most (k +
4)(+9P active color vectors on X; and at most (k+4)*+4P
active color vectors on X,.. Therefore there are at most (k+
4)2(k+4)p pairs of active color vectors on X; and on X,.
Thus one can compute all w(X;, C) of active color vectors
C on X; in time O(p(k + 4)2(*+HP+3)_ Since T has O(n)
internal nodes, one can compute the tables for all internal
nodes in time O(np(k +4)2F+4P+3) which corresponds to
the second term of the complexity in Theorem 3.1.

This completes a proof of Theorem 3.1.

4. Polynomial-Time Algorithm
The main result of this section is the following theorem.
Theorem 4.1: Let G = (V, E) be a graph of n vertices
given by its tree-decomposition with width < k. Let (s, t) be
a pair of two vertices in G, and let p be the positive integer.
Then one can compute w(G, p) in time
O (n(p +1) +n(p+ 1)(k+4)2k+8) .

ok (k+1)/2

If k is a bounded constant, then we have the following
corollary.

Corollary 4.2: The minimum shared-edge paths problem
can be solved in polynomial time for graph with bounded
treewidth.

In the remainder of this section we will give a proof of
Theorem 4.1. Our idea is to reduce the size of a DP table to
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O((p+1)*+9""™) by considering “correct colorings within
a permutation,” “counts” and “pair-counts” defined below.

Clearly the following lemma holds.

Lemma 4.3: Let f be a coloring of G; = G[E;] for a
node X;, and let ¢ : C' — C be any permutation (bijection)
of C. Then the composite po f : E; — 2¢ of f and ¢ is
extensible if and only if f is extensible, where ¢ o f(e) =
{wlc) [ce fle)}

As known from Eq. (2), the number of distinct color vec-
tors on X is not polynomially bounded unless p = O(logn).
However, the number of distinct “counts” classifying all
colorings of G; is polynomially bounded even if p = O(n),
as follows.

We call a mapping v : Fgu(X;) — {0,1,2,--- ,p} a
count on a node X;. A count v on X; is defined to be
active if G; has a coloring f with a color vector C(X;) =
(V1,Ya,- -+, Yp) such that v satisfies

VA) =[{ce Ol A=V}

for each A € Fy(X;). Such a count v is called the count
of the coloring f. Clearly, for any active count ~,

A€ Fsi(Xi)
We now have the following lemma.

Lemma 4.4: Let two colorings f and g of G; = G[E;] for
a node X; have the same count on X;. Then f is extensible
if and only if g is extensible.

Proof: 1Tt suffices to prove that if f is extensible then g
is also extensible. Assume that f is extensible. Then f can
be extended to a correct coloring f* of G. Since f and g
have the same count, the following equation holds for any
families A € F (X;):

Hee ClA=Y(Xi; f,0)} = {Hce C| A= Y(Xi;9,0)}.

Therefore there exists a permutation ¢ : C' — C such that
Y(Xispo foe) = YV(Xisg,c)

for each color ¢ € C. Let g* be a coloring of G extended
from g as follows:

o (e) ifeeE;,
g°(e) = { fo(f*(e)) otherwise.

We then claim that g* is a correct coloring of G and hence
g is extensible. It suffices to prove that for each color ¢ € C'
graph G(g*,c) contains the terminals s and ¢, both in the
same connected component of G(g*, ¢). Let ¢ be any color
in C. Since f* is a correct coloring of G, graph G(f*,c)
contains the terminals s and ¢, both in the same connected
component of G(f*,c). Therefore graph G(p o f*, p(c))
contains the terminals s and ¢, both in the same connected
component of G(p o f*,p(c)). The coloring ¢ o f* is the
same as the coloring g* for the edges in ' — F;. Furthermore
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V(Xi;po0 fyc) = Y(Xi; g, ¢). Therefore graph G(g*, ¢(c))
contains s and t, both in the same connected component
of G(g*,¢(c)). Thus we have proved that g* is a correct
coloring of G. [ ]

By Lemma 4.4 an active count - characterizes an equiva-

lence class of extensible colorings of G;. Since | X;| < k+1,
by Eq. (1) |Fet(X;)| < (k + 4)k*4. Therefore there are at
most (k+4)**+* distinct A € Fs;(X;). Thus the number n.,
of distinct active counts v : Fa:(X;) — {0,1,---
most

,D} is at

ny < (p+ DEHDT ©)

The number 7, is bounded by a polynomial in p. For a count
v on X, let

f is a coloring of G; with the count 7},

and let w(X;,~) = oo if no such a coloring exists.

From the table on the root X; containing all w(Xo1,7)

of all active counts -, one can easily compute w(G, p), as
follows:

w(G,p) = H{/in{w(Xm,V)} (10)

where the minimum is taken over all counts + on the root
Xo1. By Egs. (9) and (10), w(G, p) can be computed in time
O((p+1)* "™ We thus need to compute a table of all
w(X;,7) on each X; by means of dynamic programming,
described below.

We first compute the table of w(X;, ) for all active counts

v on each leaf X; of T'. Since the number of all colorings
f: E; — 2 of Gy is 2PFi1 it is not polynomial in p. We do
not need to enumerate all colorings of G; as the following

lemma.
Lemma 4.5: Let X; be a leaf of T'. Let v be a count on
X;. Then
wXpy)=min[{ec B Y &(S)>=23|, (1)
¢ SCE;,S>e

where the minimum is taken over all mappings & : 25 —
0,1,

,p} such that for each A € Fy;(X;)
Y(A) =D &(S), (12)
s

where the summation above is taken over all S C FE; such
that

A={V(D)N Fau(Xi) |
D is a connected component of G[S]}. (13)
Proof: We first prove

ec FE;:

doos) =23 (4

w(X;,7) > min
€ SCE;,S>e
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If w(X;,v) = oo, then Eq. (14) holds true. Therefore we
may assume w(X;,7y) # oo and hence v is active on X;.
Then G; has a coloring f with the count . For each A €

]:st(Xi)7 let

Cr(A) ={ce ClA=Y(Xi; f, 0}, (15)

then
V(A) = [Cr(A)]. (16)

Let
E(f,c)={e€ E;| f(e) > ¢}, a7n

for each color ¢ € C and we define
Cy(S) ={ce C|S=Ef )}

and

£(5) = 1C4(9)] (18)
for each S C E;. Then ¢ is a mapping 2% — {0,1,--- ,p}.

We now prove that ¢ satisfies Eq. (12). Since ~(A)

|Ct(A)] for each A € Fyr(X;) and C,(S1) N Cy(S2) =0
for each pair of distinct Sq, S2 C FE;, by Egs. (16) and (18)

it suffices to show

Cr(A) = Cy(5) (19)
S

where the union is taken over all S C E; satisfying Eq. (13).

We first prove that

Cr(A) €| JCy(9). (20)
S

It suffices to prove that any color ¢ € Cf(.A) is contained
in C,4(S) for some S satisfying Eq. (13). Since ¢ € C¢(A),

we have

A:y(szfac)

By Eq. (17), choose S" = E;(f,c), then ¢ € Cy(S’) and
hence we should prove that S’ satisfies Eq. (13). By Eq. (17),

clearly

A = {V(D)NFu(X;) |

D is a connected component of G[E;(f,c)]}

{V(D) N Far(Xi) |
D is a connected component of G[S’]},

and hence S’ satisfies Eq. (13).
We next prove that

Cr(A) 2 JCy(9). @1
S

Let ¢ be any color ¢ € Cy(S) for S satisfying Eq. (13).
Clearly S = E;(f,c). By the definition of Y(X;; f,¢), we

have

A = {V(D)NFu(Xs) |

D is a connected component of G[E;(f, c)]},

and hence A = Y(X;; f, ¢). By Eq. (15) we thus have ¢ €
Cy¢(A). Thus we have proved Eq. (14).
By Egs. (20) and (21) we have verified Eq. (19).
Similarly as above, we can prove

w(X;,v) <min|se€ E; : Z £(S)>2
¢ SCE;,S
CEi,S53e
|
By Lemma 4.5, a mapping ¢ : 28 — {0,1,--- ,p} such

that £(S) = [{c € C | S = E;(f,c)}| for each S € E;
characterizes an equivalence class of colorings f of Gj.
Since |C| = p and |E;| < k(k + 1)/2 for leaf X, the
number of distinct such mappings ¢ : 2% — {0,1,--- | p}
is at most (p + 1)2*“"""* which is polynomial in p. Note
that & = O(1). Therefore, all w(X;,7) can be computed
for a leaf in time O((p + 1)2""""*). Since T has O(n)
leaves, the tables on all leaves can be computed in time
O(n(p+ 1)2k(k+1)/2), which corresponds to the first term in
the braces of the complexity mentioned in Theorem 4.1.

We now compute all w(X;,~) of all active counts v on
an internal node X; from all active counts of its children
X; and X,. Note that E; = E;UE, and E;NE, = (. We
call a mapping p : Fo (X)) x Fsr(X,) = {0,1,2,--- ,p} a
pair-count on X,;. We define a pair-count p to be active if
G, has a coloring f such that, for each pair of A; € Fs(X;)
and A, € Fu(X,)

p(AhAT):I{CEC Al:y(Xl;flvc)a

'AT - y(Xr; f'mc)}'a

where f; = f|G, is the restriction of f to E; and f,. = f|G,
is the restriction of f to E,.. Such a pair-count p is called
the pair-count of the coloring f of G;. Let

wpair(Xia p) = Hlfin{w(Gi7 f) ‘
f is a coloring of G; with the pair-count p },

and let wpair (X, p) = oo if no such a coloring exists. Then
we have the following lemma.

Lemma 4.6: Let an internal node X; of T have two
children X; and X,, and let p be any pair-count on X;.
Then

wpair(Xi7p) = ,Iy?iyllw(Xlale) + W(Xrafyr% (22)

where the minimum is taken over all pairs of active counts
7 on X; and v, on X, satisfying

BD v(A) = Xacr.,(x,)P(A,A) for each A, €
Fst(X;); and

B2) v (Ar) = X ser.,(x,) P(A Ay) for each A, €
Fst(X).

Using Lemma 4.6, we compute all wpai(X;,p) of all

active pair-counts p on X; from all pairs of active counts

7, on X; and 7, on X,.. Since there are at most (k +4)2*+8
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pairs (A;, A,.) for which p(A4;, A,.) > 1, there are at most
(p+ 1)("“’4)21“+8 possible distinct active counts p. For each p
of them, we check in time O((k+4)¥T*) = O(1) whether p
satisfies Conditions (B1) and (B2) in Lemma 4.6. Checking
Conditions (B1) and (B2) for all possible p’s can be done
in time O((p + 1)2+9"™) Thus we have shown that all
active pair-counts p and wpair (X5, p) on X; can be computed
in time
O((p—l— 1)(k+2)2k+8).

We now show how to compute all w(X;,) of all active
counts v on an internal node X; from all active pair-counts
on X; as in the following lemma.

Lemma 4.7: Let an internal node X; of 1 have two
children X; and X, and let v be any count on X;. Then

W(Xiv /7) = H})i/n{wpair(Xia Pl)}7 (23)

where the minimum is taken over all active pair-counts p’
on X; such that for each pair A € F(X;)

Y(A) = p(AiL Ay,

where the summation above is taken over all pairs of A; €
Fst (X)) and A, € Fo(X,) satisfying

A=U(A;, A X5),

(24)

(25)

where U has been defined in the previous section.

Using Lemma 4.7, we compute all w(X;, ) of all active

counts v on X; from all active pair-counts p on X;. There
2k+8 . . . .
are at most (p + 1)(k+4) distinct active pair-counts p.
From each p of them, we compute  satisfying Eq. (24) in
time O(1). Since |A;| < k + 4, the bipartite graph Gp. =
(A; U A, E.) defined in the previous section contains at
most (k + 4)2 = O(1) edges. Therefore one can check in
time O(1) for A, A; and A, whether A = U(A;, A; X5),
and hence one can check Eq. (25) in time O(1). Thus one
can compute all w(X;,~y) of all active counts 7 on X; in
time
O((p—l— 1)(k}+4)2k+8>.

Since T has O(n) internal nodes, one can compute the
tables for all internal nodes in time O(n(p + 1)®+D*™®),
which corresponds to the second term in the braces of the
complexity mentioned in Theorem 4.1.

This completes a proof of Theorem 4.1.

5. Conclusion

In this paper we gave a polynomial-time algorithm
for the minimum shared-edge paths problem on graphs
with bounded treewidth. Our algorithms can be ex-
tended to more than one terminal pair as follows. Let
(s1,t1), (s2,t2), -+ ,(Sa,ta) be « pairs of two terminals
in GG, and for each i, 1 < i < @, let p; be a positive integer.
Then the problem is to find ), ., p; paths such that there

Int'l Conf. Foundations of Computer Science | FCS'13 |

are p; paths connecting s; and ¢; for each ¢, 1 < i < o, so as

to

minimize the number of edges shared among the paths.

If a is bounded, our algorithm can be extended to solve
the problem in polynomial time for graphs with bounded
treewidth.
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Labeling for Vertices in Strict 2-Threshold Graphs

Wei-Da Hao
Department of Electrical Engineering and Computer Science, Texas A&M University-Kingsville
Kingsville, TX 78363, U.S.A.

Abstract - In this paper, we show a labeling scheme for a
class of graphs named Strict 2-Threshold that have threshold
dimension 2. The labeling scheme characterizes the structural
properties of neighborhood of each vertex. As a consequence,
O(n) variation of a known 0(m) recognition algorithm by
Rossella Petreschi and Andrea Sterbini published in 1995 is
presented, where n is the number of nodes, and m is the
number of edges in the graph.

Keywords: strict 2-threshold, recognition, labeling scheme

1 Introduction

We consider finite undirected graphs with no loops or
multiple edges. Let G = (V, E) be such a graph, where V is
the set of vertex of G with magnitude |[V| = n and E is the set
of edges of G with magnitude |E| = m. Strict 2-threshold
(S2TY) graphs are a subset of 2-threshold graphs. A graph
G = (V,E)is called a 2-threshold graph, if it is edge-
coverable with two threshold graphs, T, = (V;,E;)and T, =
(V,,E). An example of threshold graph is illustrated in
Figure 1-a. T; and T, are called the threshold components,
and constitute a threshold configuration of G. The threshold
dimension is defined to be the minimum number of threshold
sub-graphs to cover the edges. So, 2-threshold graphs are of
threshold dimension 1 or 2. The set of vertices that contains
the intersection of the vertex sets of T; and T, isV,, i.e.
Ve=V,nV,. The sub-graph induced by V. is called
connection graph, G,. Vertices of T; can be partitioned to K;
and I, i.e. V; = K; +1;, where K; is a clique and I; is a
stable set. Similarly, vertices of T, can be partitioned to K,
and I,, i.e. V, = K,+ I,, where K, is a clique and I, is a stable
set. The neighbors of v € VV in G are the union of neighbors
of v in T, and neighbors of v in T,, i.e. adj;(v) =

adjr, () U adjr,(v).

A graph G is called a S2T graph if it is a 2-threshold
graph, and exists at least one threshold configuration such
that every triangle of G is also a triangle in one of its
threshold components.  Examples of S2T graphs are
illustrated in Figure 1-b and 1-c.  Some properties and
characterization of S2T graphs can be found in [1, 3]. In [1]
an algorithm published in 1995 to recognize and decompose
strict 2-threshold graphs in O(m) time is presented. This
algorithm uses adjacency lists as data structure for input
graph, and its design is based on the neighbors of the
maximum-degree vertices. A 0(m?) time algorithm based on

1 52T is abbreviation for Strict 2-threshold graphs throughout
this article.

the conflict graph and related signed graph was known for
recognition of S2T graphs and published in 1988 [3]. A
O(logn) time CRCW parallel algorithm using 0(n3/logn)
processor based on standard representation to recognize S2T
graphs was published in 1991 [4].

In section 2, labeling scheme for S2T graphs is
addressed. In section 3, we show a O(n) variation in time of
the existing recognition algorithm of time complexity
0(m) proposed in [1], as a result of the labeling scheme.
Section 4 contains summary of the works achieved in this
paper and future research.

2 Labeling for strict 2-threshold (S2T)
graphs

In the proposed labeling scheme, the label for each
vertex is composed of two parts. The first part of the label is
assigned based on if it is in the connection graph. For vertex
not belonging to connection graph, NC is assigned to the first
part, otherwise C is assigned. The second part of the label
indicates the status of the wvertex in the threshold
configuration. Based on whether the vertex belongs to a
clique or independent set in the threshold components, K, I,
12, K?or IK are assigned as the second part of the label. Thus,
each vertex has one of the following labels: NC-K, NC-I, C-
12, C- K2, and C-IK. Figure 1-b and 1-c illustrate the labeling
scheme. L(v) indicates the label of v.

Lemma 1:

If ¢ =(V,E) is a S2T graph, andv € V, then adjr, (v) N
adjr,(v) = @. And, if L(v) is C-I?, C-K® or C-IK, then
ab ¢ E, where a € adjr, (v) and b € adjr,(v).

Proof. To prove adjr, (v) N adjr,(v)= @ by contradiction,
we assume 3Ju € adjr, (v) Nadjr,(v). As a result,
uv € E; n E,, which is against the definition of S2T graphs
that E = E; + E,. So, the assumption is not correct, and thus
adjr,(v) N adjr,(v) = @ is true.

To prove ab € E by contradiction, we assume 3Jab € E,
where a,b €V such that a € adjr,(v) and b € adjr,(v).
Under the assumption, Avab exists in G with va € E; and
vb € E,, which is against the definition of S2T graphs that the
edges of triangle of G belong to the same threshold
component . So, the assumption is not correct, and thus it is
true that ab ¢ E. Q.E.D.
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Figure 1 1-a Illustration of threshold graph. The clique is
composed of vertices 2, 3, 4 and 5. The independent set is
composed of vertices 1, 6 and 7; 1-b Illustration of labeling
for strict 2-threshold (S2T) graphs. Clique of T;is composed
of vertices 2, 3, 4 and 5. Independent set of T;is composed of
vertices 1, 6 and 8; Clique of T, is composed of vertices 7, 8,
9 and 10. Independent set of T, is composed of vertices 6 and
11; 1-c Ilustration of labeling for strict 2-threshold (S2T)
graphs. Clique of T;is composed of vertices 2, 3, 4 and 6.
Independent set of T;is composed of vertices 1 and 5; Clique
of T, is composed of vertices 6, 7, 8 and 9. Independent set of
T, is composed of vertices 5 and 10.

With Lemma 1, the correctness of the following theorem
is straightforward. The proof is thus skipped.

Theorem 1 G = (V,E) is a S2T graph, and veV.
Characterization of sub-graph G, , where v’ = adj;(v) :
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If L(v) = NC-K, G, is a threshold graph.

If L(v) = NC-I, G, is a clique.

If L(v) = C-12, G, is two independent cliques.

If L(v) = C-K?, G,,, is two independent threshold graphs.
If L(v) = C-IK, G, is two separated components, where
one is a clique and the other is a threshold graph.

ISR

3 O(n) variation in time of the existing
recognition algorithm

Execution of the O (m) algorithm to recognize S2T graph
in [1] has two phases. The input to this algorithm is the graph
G = (V, E) represented by its adjacency list.

In the first phase, a vertex of maximum degree, v,,4,, and
its neighboring vertices adj;(Vy,q,) are selected.  Let
N; = {Vjmax} Y adjo(Vmax). Then, S is derived as those
vertices in N; which have different degree in N; and G.
Finally, N, is derived as the vertices not belonging to N; and
belonging to S, i.e. N, =V —N,; +S . Sub-graph induced
by N, is Gy,, and sub-graph induced by N, is Gy, .

Then, the algorithm tests if Gy, and Gy,are threshold
graphs, and if S is an independent set. If any of the tests on
Gy,, Gy,and S fails, second phase takes place. Otherwise, G
is a S2T graph with Gy, and Gy,as its threshold components.
In recognition of threshold graphs, the authors of the paper in
[1] choose Orlin’s algorithm [6] of O(m) complexity.

In the second phase, a maximum degree vertex, v',,q.iS
selected in adj; (vmax). Then, repeat the steps in phase one
with v,,q, replaced by v',,,, to generate Gy, Gy,and S.
Then, the algorithm tests if Gy, and Gy,are threshold graphs,
and if S is an independent set. If any of the tests on Gy,,
Gy,and S fail, G is not a S2T graph.

In current paper, Chvdtal and Hammer’s recognition
algorithm for threshold graphs [5] is selected to recognize
threshold graphs in phase 1, which is an implementation of
Theorem 2 in the following.

Theorem 2 [5]

Let ¢ =(V,E) be an undirected graph with degree
sequence d; < d, < -+ < d. Define dy, anddy,, = V| —
1. B; contains vertices of degree d;, where i =0-k.
V =By + By + -+ By. G s athreshold graph if and only if
the recursions below are satisfied: d;,; = d; + |Bj_;|, Where

i=0,1,-,lk/2]—1, and d; =d;;; —|Bri|, where
i=kk—1,-,1k/2]+1.
Lemma 2

Let G = (V,E) be a graph with a universal vertex v,,,, , and
G' is induced by V —Vyes 1, Where Vgeg 1 ={v|v €
V, VU4 € E and degg;(v) = 1}. Then, G is a threshold
graph if and only if G'is a threshold graph.

Proof: (=) If G is a threshold graph, its sub-graph G’ is

also a threshold graph.
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(<) If G'is a threshold graph, its vertex set can be partitioned

to an independent set and a clique, i.e. V(G = I; + K;.
From the definition of threshold graph, we know

adj_(v) € adjy (W) or adjy_(w) E adji V),

forv,w € I;. 1)
Since vy, IS universal in G, it is still a universal vertex in G".
So,

{Vmax} C© adeG,(v) for vv € I 2

Let [ =1+ Vgeg ;1 and K = Kg-. By (1), (2) and the
definition of Vgeg 1, adjx(v) € adjg(w) or adjg(w) <
adjg (v), for v,w € I;. Thus, G is a threshold graph with
I; =I1and K; =K. Q.E.D.

Based on lemma 2, the algorithm implementation of

Theorem 2 is revised and listed in the following to recognize
thresholdness of Gy, .

Algorithm 1 Recognize if Gy, is a threshold graph
Input: Adjacency list of Gy,
Output: Yes. Gy, is a threshold graph. Or, no, Gy, is nota
threshold graph.
Begin
1. Identify Vgeg 1 = {v|v € V,vUpqy € E and degg(v) =
1}.
2. G}enerate degree sequence:
d1(GN17vdng) <d,(Gy,y,, )<< dk'(GNl—Vdng)

~Vaeg
3. Define d, =0and d,.,, =|N, ~Vieg 1 |1
4.i=0;j= k',
6. WHILE (i <|k'/2])
it d,,(Gy, v,,.) # (A Gy, v, )+ B Gy v, )
{(;N1 is not a threshold graph. STOP.};
i=i+1;
END WHILE
7.WHILE (j>|k'/2]+1)

it d;(Gy, v, ,) # (4G, v, )~ | B Gy, ) D
{GN1 is not a threshold graph. STOP.};
=i

END WHILE

8. Gy, is a threshold graph.

End

Lemma 3

G is a S2T graph. Let the graph induced by N;[v] =
adjo(v) U {v}, wherev € Vg, byGy,, and its degree
sequence is d; (Gy,)) < d2(Grgw)) < -+ < di(Gugpw))-
Define do(Gugpp)) = 0 and dyyq (Gygpwy) = INs[V]] — 1.
Then, when d; (Gygpp) = 1 and d;(Gugw)) — |B1(Grgw))|
=d;—1(Gngw)) Grgpy) s @ threshold graph.
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Proof: Sub-graph induced by adj; (v) is two separate non-
empty components, C; and C,, according to 3, 4 and 5 of
Theorem 1. We first show the necessary condition for
d(Grgrwy) = 1 and dy(Gugpvr) = |B1(Ggp)| =
d;_1(Gy,p)) are: Cior C, is astable set. Let V(C;) and
V(C,) be the set of vertex of C; and C, respectively.

Since v € V., v is adjacent to every vertex of C; and C,, and
the following are true:

1. 1=22

2. Bi(Grgp) = {v}.

3. di(Gngy) = IV(C1) = By (Ggpy) | + IV(C) —

B (Gugiw)! + 1B (Grgpw)

By moving |B; (Gy,[»)| to left hand side in 3 above, we

obtain

dl(GNG[v]) - |B1(GNG[v])| =|V(C) - B, (GNG[v])| +

[V(C,) = Bi(Gugpwy)| 3)

When neither C; nor C, is stable set, both C;and C, contain

K, (clique of two vertices). This implies |V (C;) —

Bl(GNG[v])l > 2and [V(C,) — Bl(GNG[v])l =2 (4)

When dy (Gugls)) = 1. di1(Ggp1) =

max [|V(Cy) — By (Gygwy)| + 1, [V(C2) = By(Gugpwy)| + 11
5

Using (4) and (5) in (3), we have the following derivation ©

1. 1fd;_1(Gugpwy) = |V(€1) = Bi(Gugwy)| + 1, then
di(Gngpr) = [B1(Grgm)| 2 V(€ = By (Gugp)| +
2> di1(Gngp))-

2. 1fdi_1(Guyw)) = |V(Cy) — By(Gugpo)| + 1, then
di(Grgrwr) = |Br(Grgm)| 2 [V(C2) = By (Gugp)| +
2> dy_y(Gygw))-

And it leads to the inference:

[d1(Gugpw) = 11 A~[Cy Or C, is stable set.] = d; (Gygpw)) —
|B1(Grgiw)| # dica (Gugrr)

And, the contra-positive equivalence of the inference is
d (GNG[V]) R |B1 (GNGM)| = dia (GNGM) =

~[d1(Gugp)) = 11V [Cy OF C, is stable set.]

So, the necessary condition for d, (GNG[V]) =1 and
d, (GNGM) - |B1 (GNGM)| =d,_, (GNGM) is: ¢, or C, is a

stable set.
When both C; and C, are stable sets, Gy G[v]is a star graph,

which belongs to the class of threshold graphs. And, when
one of C; and C, is stable set and the other is not, according to
3, 4 and 5 of Theorem 1, the other is a clique or threshold
graph. In this situation, GNG[,,]iS a threshold graph. Thus, we

have proved when d, (GNG[V]) =1landd, (GNG[V]) -
|31 (GNGM)| =d;_4 (GNGM), GNG[V] is a threshold graph.
Q.E.D.
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Theorem 3
Let G be a S2T graph. The outcome of applying algorithm 1
is either the algorithm runs to the end (line 8), or the algorithm
stops in the first iteration of while loop.
Proof: Suppose T;, T, is a threshold configuration of G. Let
the degree sequence of T; be d(Ty) <d,(T) <<
dp 1(Ty) , and the degree sequence of T, bed,(T,) <
d,(T,) < - <dj ,(T,). Based on lemma 3 in [1], each
maximum degree vertex, vy, in G is located in one of the
following locations: 1. vy, isin By 1(Th) — Voo 2. Vg iS
in By, 5(T,) — Vi. 3. Upgy iSin V.

In cases 1 and 2, Gy, is an induced sub-graph of T; or T,
and thus is a threshold graph. According to lemma 2,
algorithm 1 will run to the end (line 8) and recognize Gy, as a
threshold graph.

In case 3, the label for v,,,, is C-1°, C-K? or C-IK.
According to 3, 4 and 5 of Theorem 1, Gy, _g,,..} 1S tWO
separate components, C; and C,. Let the degree sequence of
Gn,be do(Gy,) < dy(Gy,) < -+ < dy(Gy,),
and B;(Gy,) contains vertex of degree d;(Gy,) for 0 < i <1,
where I > 2, do(Gy,) =0,|Bo(Gy,)| =0, d;(Gy,) =
V(€| + [V(C)| and By(Gy,) = {Vmax}-

Ifd,(Gy,) #1,ie.dy(Gy,) =2, G-V 4 19 the same
as Gy,. Thus,

By (GNl—Vdeg 71) = BZ(GNl) = {Vmax}
The algorithm will stop at the first iteration of the while loop
beginning at line 6, since the condition of if statement is true.

If d,(Gy,) = 1, B(Gy, ) contains vertex of degree 1
in Gy,. Algorithm 1 will delete Vgeg 1 = B;(Gy, ) from

Gy, and generate degree sequence d, (GNl_Vdeg 1) <

dy (GNl_Vdeg ,1) < <dp (GNl—Vdeg ,1)
where k' =1—-1, d, (GNl_Vdeg 71) =0 and

d; (Gry—vgeg 1) = disa(Gn,) fori=1-k' = 1.

1. When d;(Gy,) — |B1(Gw,)| > d1-1(Gy, ):
dyr (G,\,l_vdeg 71) = d;(Gy,) — |B1(Gy, )| Inthe first
iteration of the while loop on line 6, the condition of the if
statement “if d; ;4 (GNl_Vdeg 71) *d; (G,\,l_‘,deg 71) +
|Byr_; (GN1
dy (GNl_Vdeg _1) + |Bk'(GN1—Vdeg _1)| can be justified from
the facts that d, (GNl_Vdeg _1) =d,(Gy,) = 2,

do (GNI_Vdeg _1) = O and |Bk’ (GNI_Vdeg _1) | = 1
This indicates the recursion for threshold graph in Theorem 2
is not satisfied, the algorithm stops.
2. When dl(GN1) - |Bl(GN1)| < dl—l(GNl):
This condition never exists.
3. When dl(GNl) - |B1(GN1)| = dl—l(GNl):
According to lemma 3, GNI_Vdeg _, is athreshold graph.
Algorithm 1 will run to the end (line 8) and claim Gy, as a
threshold graph. Q.E.D.

~Vieg 71) | ...” is true, since d (G,\,l_‘,deg 71) *

scheme.
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The 0(n) variation on the S2T recognition algorithm
proposed in 1995 is stated in the following corollary.

Corollary

In the first phase of the algorithm in [1], if the test of

thresholdness of the sub-graph induced by N; = {vj,0x} U
adj; (Vmayx)- 1S Negative, the execution of second phase takes

place, which has time complexity O(n). However, by using

algorithm listed in Figure 2, we know G is not a S2T graph, if

it stops not in the first iteration of the while loop. And thus

the execution of phase 2 is waived. As a consequence, 0(n)
variation in time complexity is generated.

4 Conclusion

We have presented vertex labeling scheme for the class

of perfect graphs known as strict 2-threshold (S2T) graphs.
The adjacent set of vertex in S2T graph has been shown to

have specific structure according to its assigned label. The

O(m) recognition algorithm for S2T graph in [1] can be

refined with the outcome enabled by the proposed labeling
As a consequence, many non-S2T graphs can be
identified as early as in phase 1, instead of proceeding to
phase 2, and thus O(n) variation in time is obtained.
Labeling scheme can extend its application further to other

algorithmic development for S2T graphs and other classes of
graphs coverable by threshold graphs.
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Abstract: - In a graph G = (V, E), aset D< V is a weak
convex set if dep=(u, v) = dg(u, v) for any two vertices u,
v in D. A weak convex set D is called as a weak convex
dominating (WCD) set if each vertex of V-D is adjacent
to at least one vertex in D. A weak convex dominating set
D is called weak convex restrained dominating (WCRD)
set if every vertex in V(G)-D is adjacent to a vertex in D
and another vertex in V(G)-D.

Consider a network contains transceivers that
are capable of broadcasting either a primary signal or an
auxiliary signal but not both and capable of receiving
both a primary signal and an auxiliary signal. Now the
problem under consideration is that finding a delay
preserving sub network that broadcasts the primary
signal such that the transceivers not broadcasting the
primary signal requires to receive the auxiliary signal.
Problem of finding such a sub network is equivalent to
finding a weak convex restrained dominating set in the
underlying graph of the network.

In this paper we study the structure of the
network/sub network with respect to WCRD set and
addition of new links in the network.

Keywords: domination number, distance,
neighbourhood, weak convex set, weak convex
dominating set, weak convex restrained dominating set.

1. INTRODUCTION

Graphs discussed in this paper are undirected and
simple. Unless otherwise stated the graphs which we
consider are connected graphs only. For a graph G, let
V(G) and E(G) denote its vertex and edge set respectively
and p and g denote the cardinality of those sets
respectively. The degree of a vertex v in a graph G is
denoted by degg(v). The minimum and maximum degree
in a graph is denoted by & and A respectively. The length
of any shortest path between any two vertices u and v of a
connected graph G is called the distance between u and v
and is denoted by dg(u, v). The distance between two
vertices in different components of a disconnected graph
is defined to be® . For a connected graph G, the
eccentricity eg(v) = max{dg(u, v): u€ V(G)}. If there is
no confusion, we simply use the notion deg(v), d(u, v)
and e(v) to denote degree, distance and eccentricity
respectively for the concerned graph. The minimum and

maximum eccentricities are the radius and diameter of G,
denoted r(G) and diam(G) respectively. When these two
are equal, the graph is called self-centered graph with
radius r, equivalently is r self-centered. A vertex u is said
to be an eccentric vertex of v in a graph G, if
d(u, v) = e(v). In general, u is called an eccentric vertex, if
it is an eccentric vertex of some vertex. For v€ V(G), the
neighbourhood Ng(v) of v is the set of all vertices
adjacent to vin G. The set Ng(v) = Ng(v) Y {v} is called
the closed neighbourhood of v. A set S of edges in a
graph is said to be independent if no two of the edges in S
are adjacent. An edge e = (u, v) is a dominating edge in a
graph G if every vertex of G is adjacent to at least one of
uandv.

The concept of domination in graphs was introduced
by Ore. A set D< V(G) is called dominating set of G if
every vertex in V(G)-D is adjacent to some vertex in D.
D is said to be a minimal dominating set if D-{v} is not a
dominating set for any v€ D. The domination number
7 (G) of G is the minimum cardinality of a dominating

set. We call a set of vertices a 7 -set if it is a dominating
set with cardinality 7 (G). Different types of dominating

sets have been studied by imposing conditions on the
dominating sets. A dominating set D is called connected
(independent) dominating set if the induced subgraph
<D> is connected (independent). D is called a total
dominating set if every vertex in V(G) is adjacent to
some vertex in D.

A cycle of D of a graph G is called a dominating
cycle of G, if every vertex in V — D is adjacent to some
vertex in D. A dominating set D of a graph G is called a
clique dominating set of G if <D> is complete. A setD is
called an efficient dominating set of G if every vertex in
V — D is adjacent to exactly one vertex inD. AsetD c V
is called a global dominating set if D is a dominating set

inGandG . Aset D is called a restrained dominating
set if every vertex in V(G)-D is adjacent to a vertex in D
and another vertex in V(G)-D. A set D is a weak convex
dominating set if each vertex of V-D is adjacent to at
least one vertex in D and d<p-(u,v) = dg(u,v) for any two

vertices u, vinD. By 7,77 7,7\, 7,7 .7, and

c? it ot
7 . » We mean the minimum cardinality of a connected
independent dominating set,

dominating set, total
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dominating set, cycle dominating set, clique dominating
set, efficient dominating set, global dominating set,
restrained dominating set and weak convex dominating
set respectively.

Consider a network contains transceivers that are
capable of broadcasting either a primary signal or an
auxiliary signal but not both and capable of receiving
both a primary signal and an auxiliary signal. Now the
problem under consideration is that finding a delay
preserving sub network that broadcasts the primary signal
such that the transceivers not broadcasting the primary
signal requires to receive the auxiliary signal. Problem of
finding such a sub network is equivalent to finding a
weak convex restrained dominating set in the underlying
graph of the network. This problem is introduced and
well addressed in [1], [4] and [5].

In this paper we study the change in the behaviour of
weak convex restrained domination number with respect
to addition of new edges in the respective graph. In this
paper we define a graph called k — Weak Convex
Restrained Domination critical graph and study the
properties possessed by the graph with respect to k = 2
and 3. Also we studied several interesting properties with
respect to the diameter and radius of the graph.

2. MAIN RESULTS

Definition 1 :[4]

A dominating set D with d<ps(u, V) = dg(u, v) for
any two vertices u, v in D is called as a Weak Convex
Dominating (W.C.D) set.

Definition 2 :[5]

A weak convex dominating set D is called Weak
Convex Restrained Dominating set (WCRD) if every
vertex in V(G)-D is adjacent to a vertex in D and another
vertexin  V(G)-D.

The cardinality of the minimum weak convex
restrained dominating set is called Weak Convex
restrained domination number and is denoted by v,.(G).

Definition 3:

A graph G is said to be a k-Weak Convex
Restrained Dominating(k-WCRD) critical graph if
1re(G + €) < 1,¢(G) and y,.(G) =k, for any edge e ¢ E(G).

Proposition 1:
A graph G is 1-W.C.R.D critical & G =K,

Proposition 2:
G is 2- W.C.R.D critical < the following hold good;
(i) G is 2-domination; and
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(i) For any two non-adjacent vertices one
of them is of degree (n-2).

Proposition 3:

In a 2- W.C.R.D critical graph there cannot be
two vertices of degree less than or equal to n-3.

Proof:

If there exist, two vertices u and v of degree less
than or equal to n-3. Join u and v. Then G + uv must have
a dominating set, which is either {u} or {v}. But both u
and v are of degree less than or equal to n-2 in G + uv,
which is a contradiction. Hence there exists only one
vertex of degree less than or equal to n-3.

Theorem 1:
Let G be any 2-W.C.R.D critical graph on n
vertices. Then G must be any one of the following graph:
(1) (n-2)-regular graph
(2) a bi-regular graph with degree sequence
(k, n-2), 2 <k <n-3.
(3) A tri-regular graph with degree sequence
(1, n-2, n-1).
Proof:
Let G be a 2- W.C.R.D critical graph on n
vertices. Let u be a vertex of G.
Case 1: If deg(u) = 1.
Since G is 2-dominating, the set {u, v} will form
a dominating set, where v is the support of u. This
implies that v must be adjacent to all the vertices and
hence deg(v) = n-1. Also all the vertices except u will
form a clique. If any two vertices x and y other than u are
not adjacent, then the graph G + xy is still going to have
{u, v} as the only dominating set, which is a
contradiction to G is critical. Hence degree of the vertices
other than u and v will be n-2. Hence G is a tri-regular
graph with degree sequence (1, n-2, n-1). In this case the

1+(n-1)*(n—2)°
2

number of edges in G is

n2-3n+a4

2
Case 2: Letdeg(u) =k, 2 <k <n-3.

From proposition 3, there be no other vertex
other than u which is of degree less than or equal to n-3.
Since G is 2-domination, there cannot be a vertex of
degree n-1. Hence all the vertices except u are of degree
n-2. Thus G is bi-regular graph with degree sequence
(k, n-2), where 2 < k < n-3. In this case

k(n=2)*T k(n~k)

2
Case 3: If deg(u) > n-2, for all u € V(G).
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Clearly as G is 2-dominating graph there cannot
be any vertex of degree n-1. Hence G is (n-2)-regular
graph.

Proposition 4:

Any 2-W.C.R.D critical graph has diameter
equal to two.
Proof:

Let u and v be any two non-adjacent vertices of
G. Then G+uv has either {u} or {v} as a W.C.R.D set.
Without loss of generality assume that {u} form a
W.C.R.D set. This implies that {u} is adjacent with the
neighbours of v, that is d(u, v) = 2 . Hence the diameter
of any 2-critical graph is equal to two.

Theorem 2:

Any 2-W.C.R.D critical graph with & > 2, is a
block.
Proof:

Let u be a cut vertex of a 2-critical graph G.
Then in G-u, at least in one component there exist a
vertex which is of distance 2 from u(otherwise G is
dominated by u itself). Then that vertex and any vertex in
some other component must be at distance at least three
in G, which is a contradiction to the proposition 4. Hence
G is a block. Clearly in this case, G is self-centered with
diameter 2.

Corollary 1:
There exists no graph G for which both G and

G are 2- W.C.R.D critical.

Proof:

Proof follows from Proposition 2 and
Theorem 2.
Theorem 3:

The diameter of a 3- W.C.R.D critical graph is at
most 3.
Proof:

Let G be a 3- W.C.R.D critical graph.
Case 1: If G has two pendant vertices u and v.

Then u and v have a common neighbour w(since
Y«(G) = 3). This implies that {u, v, w} be the only
minimum W.C.R.D set.

= all the vertices other than u and v are also

adjacent with w( to maintain the domination).

= d(x,y) =2, forany x,y € V(G)

= diameter = 2.

Case 2: Suppose G has only one pendant vertex u with a
support v.
Claim 1:
adjacent.

Any two vertices other than u and v are

If x and y are any two non-adjacent vertices of
G, then joining of x and y by an edge will not reduce the
domination number. That is, still y(G+xy) = 3 with
dominating set containing u, v and either x or y.
Therefore, any two vertices other than u and v must be
adjacent.

Claim 2: There cannot be more than one vertex,
which is not adjacent with v.

If there exist two vertices x and y, which are not
adjacent with v, then still y,(G+xv) = 3 (That is, to
dominate G+xy, we require u, v and some vertex to
dominate y). Hence the claim 2.

Thus from claim 1 and claim 2, we get for any
X,y € V(G), d(x, y) < 3.

Hence the diameter of G is at most 3.

Case 2: Suppose G has no pendant vertex.

Let x and y be any two non-adjacent vertices.
Now G+xy has a two dominating set with one vertex as x
or y. Without loss of generality let {x, z} form a two
dominating set for G+xy. If x dominates some vertex in
Ni(y), then we get d(x, y) = 2 in G. If not, then z must
dominate all of N(y) in G+xy, and hence in G also. This
implies that d(x,y) < 3.

Hence the diameter of G is less than or equal to 3.

Theorem 4:

Any cut vertex of a 3- W.C.R.D critical graph is
adjacent with a vertex of degree 1.

Proof:

Let u be a cut vertex of a 3- W.C.R.D critical
graph G. Suppose u is not adjacent with any pendant
vertex. Let C;C,,...,C, be the components of G-u with
|C,| >2.

Claim 1: There cannot be two vertices v; and v;
from two different C; and C; respectively such that
d(u, v;) and d(u, v;) > 2.

Suppose there exist two v; and v; from C; and C;
respectively with d(u, vi) and d(u, v;) greater than or
equal to 2 in G. Then d(vi, vj) = 4 in G. This is a
contradiction to the fact that diameter of G is less than or
equal to 3 fora 3- W.C.R.D critical graph.

Hence we have, if there exists a vertex v in a component,
say C; which is at distance 2 from u in G, then all the
vertices of the other components C,,Cs,...,C, must be
adjacent to u.

Claim 2: Each of the
forms a clique individually.

Suppose any of the component C;(i=2 to n) has
two non-adjacent vertices, then the join of those vertices
will not reduce the W.C.R.D number (since they are not
pendant vertices of G) and hence the claim 2.

Claim 3: n=2.

Suppose n > 3, then joining of any two vertices
of C, and C; will not affect the domination number of G
as they do not have any pendant vertex of G. Hence,

components C,,...,C,
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n < 3 and u is a cut vertex implies n = 2. Thus G-u has

two components such that diam(C;) = 2 and
diam(C,) = 1.
Claim 4: ICyl = 1.

Suppose |C,| = 2. Let v and w be two vertices in
C,. Joinany xin C;and v in C,.

Subclaim: {x, y / y#u} cannot be a 2-dominating set of
G+xv.

Clearly, for any y in C4, Xy is not a dominating
edge of G+xv, since the edge xy cannot dominate w in
C,. If yis in C, so that xy dominates G+xv, then the edge
xu will become a dominating set for G, which is a
contradiction to y,(G) = 3.

Therefore, sub claim implies that xu is the only
dominating edge of G+xv. This also not admissible as
early we discussed. Hence |C,| = 1. Thus, we have proved
that G-u has two components in which one is trivial.
Hence u is adjacent to a pendant vertex.

Theorem 5:

Any 3- W.C.R.D critical graphs has at most one
cut vertex.
Proof:

This is trivial (since if it has two cut vertices
then the contradiction follows directly from the previous
Theorem 4 and the logic that W.C.R.D set contains all the
pendant vertices).

Corollary 2:
If G is a 3- W.C.R.D critical graph with & > 2,
then G is a block.

Theorem 6:

Let u be a cut vertex of a 3- W.C.R.D critical
graph G, then |N,(u)| < 1.
Proof: Let u be a cut point of a 3- W.C.R.D critical
graph G. Let us suppose u is adjacent to exactly one
pendant vertex v. If [N,(u)| > 2 and X, y € N,(u), then it is
clear that any W.C.R.D set of G must contain {u, v, w},
where w is a vertex from Ny(u). If we join u and x then
clearly {u, v} can be the only dominating edge for G+ux.
But it cannot dominate y. Which is a contradiction to G is
3- W.C.R.D critical. Hence |N,(u)| < 1.

Theorem 7:

Let G be a 3- W.C.R.D critical graph with
exactly one pendant vertex v, then  |N3(v)| = 1.
Proof:

From the previous Theorem 6, we have
IN3(v)|< 1. Clearly Ns(v) is non-empty. If not, that is if
Ny(u) is empty, where u is the support of v. This implies
that uv will dominate the entire graph G. This is a
contradiction to the assumption that G is 3- W.C.R.D
critical. Hence |N3(v)|=1.
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Theorem 8:

Let G be a 3- W.C.R.D critical graph with two
pendant vertices x and y then Na(x) U Ns(y) = ¢.
Proof:

Let G be a 3- W.C.R.D critical graph with two
pendant vertices, say x and y. Let u be the support of both
x and y. Then {u, x, y} will be the only W.C.R.
dominating set of G. This implies that u is adjacent to all
the remaining vertices. Thus, N,(u) = ¢. Hence

N3(X) w Na(y) = ¢.

Theorem 9:
Let G be a 3- W.C.R.D critical graph with
p~1
1
exactly one pendant vertex, then q= 2 .

Proof:

Let u be a support of a pendant vertex v in G.
Therefore, from Theorem 7, |N3(v)| =1.

Claim : <Nj(u) w Ny(u) — {v}>isaclique.

Let x and y be any two non-adjacent vertices of
<Ng(u) w Ny(u) — {v} >. If we join x and y, then G+xy is
dominated only by a 3-dominating set. This is a
contradiction to the critical property of G. Therefore, x
and y must be adjacent. Hence <Ni(u) w Ny(u) — {v}>
is a clique. Hence the claim.

Also u is adjacent to (p-2) number of vertices.

Hence from the claim we have

-2
q:[p J*(p‘2)+1
2

-2 -3
(p )2<p )

—2)+1

(p-2)p~3%2), .,
2
(p~1)Xp~2),,

Theorem 10:
Let G be a 3- W.C.R.D critical graph with two

p‘2]+2.

pendant vertices, then q = { 5
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Proof:
Let u be a support of the two pendant vertices x
and y.

Claim : G-{x, y} will form a clique.

Let v, w be any two non-adjacent vertices of
G-{x, y}. If we join v and w, then still G+vw will have
the minimum W.C.R.D set {u, x, y} only, which is a
contradiction to the criticality of G. Therefore, v and w
are adjacent. As v and w are arbitrary, G-{x, y} will form

p~ 2
. + 2
a clique and hence q = 2 .
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Abstract— Mizar is a type of system known as a "proof are represented by the number sequence of their preceding
checker," which automatically inspects the validity of formalbranches

mathematical proofs. Mizar, designed for computational de- <*HOF> <*1F> <F1L0%> <*, 1> (2)
scriptions of mathematics, was developed by Professor A. . -
Trybulec et al. at the University of Bialystok, in Poland In general, a tre_e IS a se_t_X of finite sequences of natural
[1]. Various theorems can be formulated using the Ivnzarnumbers that satisfy conditions (1) and (2) mentioned below.

programming .Ianguage, and their vaIidiFy is automaticallylll Conditions of a tree

checked by Mizar’s proof checker. The Mizar system contains . - .

a library known as the Mizar Mathematical Library, a Consider a finite sequence of natural numbers belonging
. : " o set X, of arbitrary length m,

repository of many formally described theorems and def-

initions whose va!idit)_/ has been already inspected, from Q=< %0, 0y, - -, * > ()

which various applications can be sourced. In this report, we . _ ,

examine the future direction of formal definitions of sourceCondition 1: For an arbitrary natural number n, where:n

coding using Mizar, and as a specific example, we report off?: the subsequence

the formal description of Huffman coding [2]. P =< *0, 0y, - G * > 4)

Keywords: Formal Verification, Mizar, Huffman trees including the elements from the leading element of g to the
nth element also belongs to set X. Condition 2: If a finite

1. Formalization of tree structures sequence of length m + 1, obtained by adding 1 to the end
of q,

The so-called tree_* series in the Mizar Mathematical
library (code abridged), known as a tree structure in Mizar,
is expressed as a set of finite sequences of natural numbebglongs to set X, the finite sequence of length m + 1 obtained
For example the set of finite sequences by adding an arbitrary natural number k (whereckl),

QN <kl >=<*0;,0, -0, % > (5)

{{}, < #0% >, < x1x >, < #1,0% >, < x1,1x >} (1) gt < xkx >=<%0;,0y, -0, kx > (6)

represents the tree shown in Figure 1. The top (or root) oflso belongs to set X. The above-mentioned conditions
(1) and (2) can be formalized as follows. The predicate
specifying whether p is the leading element to the nth
element (n< m) extracted from the finite sequence q is

notation

let p,g be FinSequence;

synonym p is_a_prefix_of q for p c= q;
end;

definition

let p,g be FinSequence;

redefine pred p is_a prefix_of g means
:» TREES 1:def 1

ex n st p = q|Seg n;
end;

Here, Seg n is the set of natural numberstNO and N<

Fig. 1: Tree n.

definition
the tree is represented by "," and a number is assigned to let n be Nat;
each branch. The terminating leaves and intermediate nodes func Seg n -> set equals
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FINSEQ 1:def 1
{ k where k is Nat: 1 <= k & k <= n }
end;

A proper subsequence is defined by

notation
let p,g be FinSequence;
synonym p is_a_proper_prefix_of
q for p ¢ < q;
end;

The set of this proper subsequence is defined by

definition

let p be FinSequence;

func ProperPrefixes p -> set means
;> TREES 1l:def 2

for x being element holds

X in it iff ex g being FinSequence

st Xx = g & q is_a_proper_prefix_of p;
end;
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Furthermore, an empty set of finite sequences also satisfies
the conditions of a tree.

theorem :: TREES 1:23
{{} } is Tree;

2.1 Sum and intersection of two trees

Because the sets of two trees comprise finite sequences
of natural numbers, their intersection and sum also comprise
finite sequences of natural numbers; thus, both operations
generate trees. A formalized description of this statement is

reserve T,T1 for Tree;
registration

let T,T1;

Cluster T V T1

-> Tree-like;

cluster T A T1

-> Tree-like non empty;
end;
theorem :: TREES_1:24

TV Tl is Tree,

In terms of the above definitions, conditions (1) and (2) ar@heorem :: TREES_1:25
expressed as attributes (attr) of set X and also as a variable T A T1 is Tree;

type definition as follows:

definition
let X;
attr X is Tree-like means
> TREES 1:def 3
X ¢c= NAT+ & (for p st p in
X holds ProperPrefixes p c= X) &
for p,k,n st p~< * kx>
in X & n <= k holds
pr<*nx> in X;
end;
definition
mode Tree is Tree-like non empty set;
end;

2.2 Finite trees

If tree T comprises a finite set of sequences, then it is said
to be finite. The sum and intersection of two finite trees are
also finite.

reserve fT,fT1 for finite Tree;
theorem :: TREES_1:26

fT V fT1 is finite Tree;
theorem :: TREES 1:27

fT A T is finite Tree;

2.3 Elementary trees

For an arbitrary natural number n, the setk* >, which
consists of natural numbers k, where<kn, is called the
elementary tree of n.

In the tree shown in Figure 1, ™ corresponds to the top of
the tree. The nodes descending left and right from the togéfinition

are denoted as £ *1* > "and " < *0* > ," respectively.

let n;

Continuing this pattern, the nodes descending left and right func elementary_tree n -> Tree equals
from the preceding right node on the right are denoted as TREES_l:def 4

"< *1, 0* >" and "< *1, 1* >," respectively.

2. Root nodes and empty sequences

An empty finite sequence expressed as " or'zs" NAT

{<*xk*>:k<n}V{{}
end;

The elementary tree is a finite tree.

registration

represents the root node at the top of the tree structure. By let n;
definition, this node constitutes an element of the tree and cluster elementary tree n -> finite;

is formalized in the following proposition.

reserve T,T1 for Tree;
theorem :: TREES 1:22
{}in T &< *> NAT in T;

end;

Also, given that< *k* >, where k< n, is an element
of elementary tree n, the following proposition can be
established:
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theorem :: TREES 1:28 For the tree shown in Figure 1,
k < n implies < *kx>

. T= , < 0k >, <kl >, < x1,0%x >, < x1,1x >} (9
in elementary_tree n; {{} J )]

theorem :: TREES_1:29 if p= < *1* >, then,
elementary tree 0 = { {} }; Pl = < xlx>
theorem :: TREES 1:30

pr < #0x > = < x1,0% >

p in elementary _tree n implies p =
forexkstk<n&p=< kx> pr < *lx > = < *1,1x> (10)

2.4 Leaf nodes SO,

_ Tlp= {{}, < #0% >, < %1% >}. (11)
Because the leaf nodes lie at the bottom level of the tree ) o
structure, they possess no child nodes. If the finite sequendé'€refore, Tlp is a subtree of T as shown in Figure 2.
p is a leaf node of tree T, then the finite sequence q_aﬁrom the above analysis, a subtree can be defined using
element of T-can never contain p as a proper subsequence
The formal definition is

definition
let T;
func Leaves T -> Subset of T means
.» TREES 1:def 5
pinitiff pin T & not ex q st g in
T & p is_a_proper_prefix_of q;
end;

For the tree shown in Figure 1,

{{}, < #0% >, < x1x >, < #1,0%x >, < x1,1x >} (7)
the leaves are

{< #1,0% >, < 1, 1% >} () T | p
[0}

The set of all leaf nodes is defined as a variable, as shown

below.
definition O
let T;
assume
Leaves T <> {};
mode Leaf of T -> Element of T means Fig. 2: Subtrees
» TREES 1:def 7
it in Leaves T; the following variable type:
end; definition
2.5 Subtrees let T;

mode Subtree of T -> Tree means
TREES 1:.def 8
ex p being Element of T st it = T|p;

If T is a tree and a finite sequence p is an element of T,
then a finite sequence g may be connected to the end of p
to create the finite sequenc§.f@Note that  (expressed as

T|p) is also an element of T, and q is also a tree. end;
definition 3. Huffman trees
let T; Huffman coding is a type of entropy encoding from which
let p such that an optimum code may always be constructed. A binary
pin T, Huffman tree is based on the frequency of information
func T|p -> Tree means symbols. The leaves of this tree correspond to information
> TREES 1:def 6 :: symbols, and the binary sequences denoting the paths from
g in it iff pAq in T; root to leaves are the code language. Here we outline a

end; Huffman tree construction method.
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3.1 Construction method for a Huffman tree encoding should be derivable from the binary tree definition.
&irst, we define the predicate that must be satisfied by the

Step 1: Every information symbol corresponds to a tre X
Huffman tree construction method.

with a single node; the value of the node is the

appearance frequency of the symbol. This step

generates a set of trees in which all informationdefinition

symbols are either a root or leaf. let SOURCE be non empty finite set;
Step 2: From the set of trees, select two nodes nl ani@t p be Probability of

n2 with roots of least value. If multiple roots have (Trivial-SigmaField SOURCE);

the second lowest value, an arbitrary selection idet Tseq be FinSequence

made. f BoolBinFinTrees ExtSOURCE ;
Step 3: A new node hwith its value equal to the sum let g being FinSequence of NAT;

of the values of nodes n1 and n2 is created. Thered Tseq,q,SOURCE,

resulting binary tree n" comprises a parent node np is_constructingHuffman

and child nodes nl1 and n2. means
Step 4: Add n" to the set of trees. : HUFFMAN:def 12
Step 5: If more than one tree exists, return to Step 2. Tseq.l = Initial-Trees(SOURCE,p)
Step 6: From each node of the constructed Huffman & len Tseq = card (SOURCE)

tree, the left and right branch is assigned 0 or & ( for i be Nat st 1<= i

1 (hence, the path from root to leaf is described & i < len Tseq

symbolically); whether the left or right branch is  holds

assigned 0 or 1 is arbitrary. ex X,Y be non empty finite

The arbitrariness of selection in Steps 2 and 6 means that, E SOSE?:SEet of BinFinTrees
given the same information source, the Huffman tree is not xt

uniquely constructed. L )
auel ex s,t,v be finite binary

3.2 Formalization description of the Huffman DecoratedTree of EXtSOURCE

tree structure Tseqi = X

Source encoding is a mapping from the information source & s is_MinValueTree _of X
to the code space. In Mizar, mapping can be defined intwo & Y = X \ {s}
ways; using either a functor (func) or function (Function). & t is_MinValueTree of Y
The former is reserved in Mizar as a definition of a "term." & v in
Because Mizar is based on set theory, all terms are treated {MakeTree (t,s,MaxVI(X) + 1),
as "sets" and are referred to as functors. On the other hand, MakeTree (s,t,MaxVI(X) + 1) }
functions can also be treated as a set, with a family of & Tseq.(i+1) = (X \ {t,;s}) V {v}
functions constituting a new data type, "mode." As stated & ( ex T be finite binary
in Section 3.1 , the construction method for Huffman trees DecoratedTree of ExtSOURCE
is not uniquely determined. Thus, in this report, a family st { T } = Tseq.(len Tseq) )
of Huffman trees is defined as a "mode" of functions. The & dom q = Seg card (SOURCE)
encoder is similarly defined in terms of functions or families & (for k be Nat st k
of functions. Furthermore (although this is outside the scope in Seg card (SOURCE)
of the present report), we consider that larger classes of holds g.k = card(Tseq.k)
code, such as entropy encoding and compact code, can be & gk <> 0)
formalized in a manner similar to the Huffman code in & (for k be Nat holds
Mizar. (k < card (SOURCE) implies
In this section, a formal description of the construction g.(k+1) = gq.1 - k)
method outlined in Section 2.1 is presented. We consider a & (for k be Nat
binary tree with values (binary DecoratedTree) described in st 1<=k & k < card (SOURCE)
Section 1. A Huffman tree is defined as a binary tree i.e., a holds 2 <= q.k );
finite set of binary sequences, with the binary tree functiorend;
as its domain and the direct products of sources and thedtefinition
occurrence probabilities as its range. Because a binary trédet SOURCE be non empty finite set;
is a code space, the function is a decoder, and a one-to-ofet p be Probability of
mapping exists between them. Therefore, the definition for (Trivial-SigmaField SOURCE);
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let

T be finite binary
DecoratedTree of ExtSOURCE ;

pred T,p,SOURCE is_HuffmanCode-Like
means
:» HUFFMAN:def 13

ex

Tseq be

FinSequence
of BoolBinFinTrees ExtSOURCE,
g being FinSequence of NAT

st Tseq,q,SOURCE,
p is_constructingHuffman

end;

& {T} = Tseq.( (len Tseq) ) ;

The following is an explanatory outline. In HUFFMAN:def
12 from above,

1)

2)

3)

Step 1 is the processing step. In the initial set of trees,
all information symbols correspond to trees with a
single node, and the node values are the frequencies
of the information symbols. Steps 2 to 4 are iterative
steps. Two trees are selected from the set of trees
in an intermediate process and combined into a new
tree. The selected trees are then removed, and the
new tree is added to the tree set. This serial process
is represented formally by introducing the finite se-
guence of the set of binary trees (Tseq) with values in
ExtSOURCE.
For the set of given information sources SOURCE and
its appearance probability distribution p, the following
proposition guarantees that Tseq (the finite sequence
of the set of binary trees) exists.
theorem :: HUFFMAN:3
for SOURCE be non empty finite set,
p be Probability of
(Trivial-SigmaField SOURCE)
st 2 <= card (SOURCE)
holds
ex Tseq be FinSequence
of BoolBinFinTrees ExtSOURCE,
g being FinSequence of NAT
st
Tseq,q,SOURCE,
p is_constructingHuffman;
ExtSOURCE is the set of all pairings between the
numbers (natural numbers) attached to the nodes of the
sequentially generated Huffman trees and their appear-
ance probabilities (real numbers) given by probability
p.
definition
func ExtSOURCE
equals
:» HUFFMAN:def 2
[:NAT,REAL] ;
end;
By formalizing a Huffman tree as a binary tree with a

-> non empty set

4)

5)
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value in ExtSOURCE, a unique pairing of number and
appearance probability can be mapped to each node.
The initial tree set is the initial value of Tseq, (Tseq.1),
defined as Initial-Trees(SOURCE,p). The iterations
proceed through Tseq.i to process the ith set of
trees. The final iteration of Tseq is expressed as
Tseq.(lenTseq) (determined by the length lenTseq of
Tseq). Tseq.(lenTseq) comprises a single Huffman tree
expressed as

{T} = Tseq.( (len Tseq) ) ;
The set of initial trees Initial-Trees(SOURCE,p) is a
set of trees each with a single node, in which appear-
ance probability p.x, given by the information number
x and its probability, is mapped to an elementary tree
elementarytree0 = (as described in Section 1),

elementary treeO - > [(canFSSOURCE)."x,p.x] and
is defined as follows:

definition
let SOURCE be non empty finite set;
let p be Probability

of (Trivial-SigmaField SOURCE);
func Initial-Trees(SOURCE,p)
-> non empty finite Subset of

BinFinTrees ExtSOURCE
equals
:» HUFFMAN:def 5
{T where T is Element of
FinTrees ExtSOURCE :
T is finite binary
DecoratedTree of ExtSOURCE
& ex x be Element of SOURCE st

T elementary tree 0 -->

[(canFS SOURCE)".x , p.{x}]} ;
end;
Here,(canFS SOURCE)" is a mapping that uniquely
corresponds natural numbers to elements x from the

set of information sources SOURCE.

Among the set of trees in the ith iteration of Tseq.i,
the two trees rooted by the lowest appearance
probability (the second coordinate of their attached
value) are selected (according to the predicate "is
MinValueTree of"). The formal procedure by which s
and t are removed from Tseq.1 and the synthesized
tree is added to construct Tseq.(i + 1) is shown
below. This formulation includes Step 3.

Tseq.i = X
& s is_MinValueTree_of X
& Y = X\ {s}

& t is_MinValueTree_of Y
& v in {MakeTree (t,s,MaxVI(X) + 1),
MakeTree (s,t,MaxVI(X) + 1) }
& Tseq.(i+1l) = (X \ {t,;s} ) V {v}
The action of fetching the first and second
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coordinateof the value corresponding to the binary

tree, which has a value in ExtSOURCE, is described
below.

definition

let p be DecoratedTree of ExtSOURCE;

func Vrootr p -> Real

equals

:: HUFFMAN:def 6

- 2

end;

definition
let p be DecoratedTree of ExtSOURCE;
func  Vrootl p -> Nat
equals
:» HUFFMAN:def 7
() 1
end;
The predicate "is MinValueTree of" is hence
formalized as
definition
let X be non empty finite Subset of
BinFinTrees ExtSOURCE;
let p be finite binary
DecoratedTree of ExtSOURCE ;
pred p is_MinValueTree_ of X
means
:: HUFFMAN:def 10
p in X & for q be finite binary
DecoratedTree of ExtSOURCE
st
g in X holds (Vrootr p) <= Vrootr Q;
end;
and MakeTree is defined as follows.
definition
let p,q be finite binary
DecoratedTree of ExtSOURCE;
let k be Nat;
func MakeTree (p,q,k)
-> finite binary
DecoratedTree of ExtSOURCE
equals
:: HUFFMAN:def 9
[k,(Vrootr p) +(Vrootr q)]
-tree (p,q);
end;

MakeTree (t, s, MaxVI(X) + 1) generates a new tree
from s and t, as described in Section 1. The
maximum value MaxVI(X) of all numbers attached
to the roots of the trees belonging to X = Tseq.i is
increased by 1 and paired with the sum of appearance

probabilities of the roots of s and t. This pairing then
corresponds to the root of the newly synthesized tree.
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Maximum value MaxVl is formalized as shown
below. The second coordinate of the value
corresponding to the root of tree p, belonging to the
set T of binary trees with values in ExtSOURCE, is
defined as

definition
let T be finite binary
DecoratedTree of ExtSOURCE;
let p be Element of (dom T) ;
func Vtree (T,p) -> Real
equals
:: HUFFMAN:def 8
(T.p) 2 ;
end;
by which the number assigned to the root of the tree
in X = Tseq.i is fetched.
Next, we describe how the largest of these numbers
is fetched.
definition
let X be non empty finite Subset of
BinFinTrees ExtSOURCE;
func MaxVI(X) -> Nat
means
:: HUFFMAN:def 11
ex L be non empty
finite Subset of NAT
st L = {Vrootl p where p
is Element of
BinFinTrees ExtSOURCE: p in X }
& it = max L ;
end;

The processing of Step 6 can be encompassed in a
definition that clearly expresses (including the
existence of the mapping itself) the mapping that

corresponds each node of the processed Huffman tree
to a finite sequence of 0,1.
definition
let SOURCE be non empty finite set;
let p be Probability of
(Trivial-SigmaField SOURCE);
mode entropyCode-encoder of SOURCE,p
-> Function of SOURCE, BOOLEAN *
means
:» HUFFMAN:def 19
it is one-to-one
& ex T be finite binary
DecoratedTree of ExtSOURCE
st
sT,p,SOURCE is_HuffmanCode-Like
& rng it = Leaves (dom T)
& for x be Element of SOURCE
holds
T.(it.x)
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= [(canFS(SOURCE))".x ,p.{x}];
end;
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definition of Huffman coding. First, we defined a method of
constructing a Huffman tree. From this definition, we defined

The appearance probability of each node that is not e encoder connecting the information source to the code

leaf of the final Huffman tree is the sum of the
appearance probabilities of each of its child nodes.
This is expressed in the following proposition:

theorem :: HUFFMAN:19

for SOURCE be non empty finite set,
p be Probability of

(Trivial-SigmaField SOURCE),

finite binary

DecoratedTree of ExtSOURCE

st T,p,SOURCE is_HuffmanCode-Like

holds
for
st
tin ( dom T \ (Leaves (dom T)) )
& s = ("< * 0 *>)

T be

t,s,r be Element of dom T

& r = ("< * 1 x>)
holds
Vtree (T,t) =

Vtree (T,s) + Vtree (T,r);

To prove this proposition, we must show that a
similar proposition holds for the trees in Tseq.i, the
set of trees in the ith iteration. This is achieved by

mathematical induction involving i, as follows.

theorem :: HUFFMAN:18
for SOURCE be non empty finite set,
p be Probability of
(Trivial-SigmaField SOURCE),
Tseq be FinSequence
of BoolBinFinTrees ExtSOURCE,
g being FinSequence of NAT
Tseq,q,SOURCE,
p is_constructingHuffman
holds
for i be Nat st 1 <=i
& i <=len Tseq
holds
for

st

T be finite binary
DecoratedTree of ExtSOURCE
for t,s,r be Element of dom T

st T in Tseq.i & t in
( dom T \ (Leaves (dom T)) )

& s = ("< = 0 *>)
&r=(ths » 1 *>)
holds

Viree (T,t)

= Vtree (T,s) + Vitree (T,n);

4. Closing remarks

space and the coding scheme. Proofs of definitions and theo-
rems relating to the Huffman code were formulated in Mizar
and verified using Mizar’s checker. Future work will address
proofs on the characteristics of Huffman encoding, such as
length of code, the sibling property [3], and optimality.
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Abstract—In this paper, we continue to investigate timed
alternating finite automata (TAFA), in particular we generalize
the existing theory to the case of extended timed alternating
finite automata (ETAFA). We define a framework extension of
TAFA, study their power and properties. We develop an algebraic
treatment of such ETAFA, along the lines of the algebraic treat-
ment of systems of equations based on timed alternating finite
automata. We present an equational language representation for
ETAFA which parallels that of languages equations for TAFA.
The power of these machines is discussed, as well as some of
their fundamental properties. Moreover, we consider timed e-
transitions and clock precisions, and discuss their interpretations
in ETAFA.

I. INTRODUCTION

The power of timed alternating finite automata (TAFA)
lies in its natural alternation between existential and universal
transitions during the course of a computation. Their power
lies not only exclusively in automata theory, but they become
an efficient framework in many applications, ranging from
proving properties of real time systems and specifying their
behaviors to verifying and model checking software systems.
Moreover, they provide a succinct representation for regular
languages, but are double-exponentially more succinct than
deterministic finite automata. Time alternating finite automata
have been independently introduced in [8], [10] and thoroughly
investigated in literature. Since their introduction, these models
have been largely investigated under several theoretical and
practical aspects. TAFA have been extended with clock vari-
ables, in almost the same way that time finite automata (TFA)

[4].

Classical automata are traditionally untimed or asyn-
chronous models of computation in which only the ordering of
events, not the time at which events occurs, would affect the
result of a computation. Timed automata received their first
seminal treatment in [4], since then they have become a pow-
erful canonical model for describing time to model and verify
embedded systems with real-time constraint computations. In
timed automata the value of a clock depends on the path
taken by the automaton are determined by transition relations.
Clocks were also extended to alternating finite automata to
justify timed transitions and sequences in these models. A
comprehensive analysis of the theory of timed alternating
finite automata (TAFA) based upon a hybrid combination
of alternating finite automata and timed automata models
were proposed in [8], [10], [11]. In addition, deterministic
timed alternating finite automata (DTAFA) were introduced in

[12] as the first determinizable subclass of alternating timed
automata by restricting the use of clocks. Moreover, they have
been shown to be more expressive and powerful than timed
automata and TAFA. Unlike timed automata model, the key
for the determinization of TAFA is the property that each
computation step, all clock values are determined only by
the input timed word. DTAFA are characterized by a fixed,
predefined association between the clocks and the symbols of
the input alphabet.

The aim of this paper is to propose a formalism which
is sufficiently general for modeling all variants of timed
alternating finite automata for which the Boolean operations
can be effectively defined. In this paper, we introduce extended
timed alternating finite automata (ETAFA), a general class of
automata that includes all restricted versions of timed AFA.
Moreover, we present a general equational language represen-
tation for ETAFA which parallels that of timed languages for
TAFA. We also give some fundamental properties of ETAFA.

This paper is organized as follows. Section II is devoted
to notations and preliminaries. Section III introduces extended
timed alternating finite automata (ETAFA) — a general frame-
work for several types of timed alternating finite automata. In
addition in Section IV, we develop an algebraic treatment of
such ETAFA, along the lines of the algebraic treatment of sys-
tems of equations based on timed alternating finite automata.
The solutions for such equations over time languages parallel
that of language equations for TAFA. Section V describes the
transformation between an equational language representation
and ETAFA. Closure properties and some results of ETAFA
are stated in Sections VI, VII, and VIII. In Section IX, we
consider the clock precision and discuss timed e-transitions.
Finally, in Section X we draw some concluding remarks.

II. PRELIMINARIES

We denote by R the set of all non-negative reels including
0. The cardinality of a finite set A is |A|. An alphabet A
is a finite, nonempty set whose elements are called symbols
or letters. A timed word, w; over A is a finite sequence
wy = (a1,t1)(az,t,) - - (ai,t;) where the als are symbols of
A and the t}s are in R such that for all ¢ > 1, ¢; < t;41.
The first element, as, of each pair are the input symbols,
and the second element, t}s, are the time elapsed with respect
to the a}s since the previous symbol reading. We assume
that ¢y = 0. Thus, ¢;---t; is a finite monotonically non-
decreasing time sequence of R. The time language (A x R)*
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is the set of all timed words over A where A denotes the
empty timed word. Recall that classical words over A form
the free monoid (A*,-,\) generated be A, where “” is the
classical concatenation operator (we write either ab or a - b for
the concatenation). For any timed language £; C (A x R)",
L; = A\ Ly, is the complement of £; with respect to A*. For
languages L:; and L;, over A, the union and intersection are
denoted by L;; U Ly, and Ly N L4, respectively.

Given a finite set X of clock variables, a clock constraint
1 over X’ on a given input symbol a € A can be generated
by the following grammar.

Ypi=x<clz<clce<z|c<x|P1 V| A

where x is any clock in X and ¢ € R such that ¢ > 0. The
operators V and A stands for the logical-or and logical-and,
respectively. A clock interpretation (valuation) v for X is a

mapping from X to R. That is, v assigns to each clock z € X
the value v(z). A clock interpretation represents the values of
all clocks in X at a given snapshot in time. The length of a
timed word w, denoted by |w;|, is the total number of symbols
in wy.

III. EXTENDED TIMED ALTERNATING FINITE AUTOMATA

Let B denote the two-element Boolean algebra B =
({0,1},Vv,A,—,0,1). B is a vector with |(Q)| elements re-
ferring to all the Boolean functions from ) to B where V,
A, — (interchangeably ~) denote the “or”, “and” and “not”,
respectively. Let R* is a vector over R with |X| elements
referring to all real functions from X to R. For notation

convenience, let X denote a value vector over R¥.

Definition 3.1: An extended timed alternating finite au-
tomaton (ETAFA) is a sept-tuple A = (Q,A,s,X,g,h, F),
where (a) @ is a finite set, the set of states, (b) A is the
alphabet, the input alphabet, (c) s € @ is the starting state, (d)
X is a finite set, the set of clocks, (e) A is the time transition
function, h : (R* x R) — R¥; (f) g is the letter transition
function from (Q x R¥) into the set of all functions (IB%Q)RX
into B. (g) F' C @ is the set of final states.

The function h is specifically defined as:
h((x1, @2, ..., x1x),t) = (1 +t,xa +t, ..., 212 + 1))

where x; € X for 1 <4 < |X| and ¢ € R such that ¢t > 0.
For convenience, the definition of the function A can be
rewritten as h(X,t) = X', where for all z € X, X' =X +1¢
where ¢ is the time associated with the word that has been
read.

For each state ¢ € ) and with each vector X € R*, ¢g(¢,X) is

a function from (]B%Q)RX x (A x R) into B, which we denote
as gq(X). For each ¢ € @ with each X € R”¥ and for each
a € (A xR), we define g,(X)(a) to be the Boolean function

(IB%Q)RX — B such that:
94(X)(a)(u) = g4(X)(a,u)

where u € (IB%Q)RX. Thus, for any u € (]B%Q)RX, the value of
9¢(X)(a)(u), also g4(X)(a,u) is either 1 or O.
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We define the function Goxzd, © (IB%Q)RX x (A x R) — B by

putting together the |Q x R¥| functions ¢,(X) : (]B%Q)RX X (A X
R) +— B for each ¢ € @ and with each X € R* as follows:

For a € (A X R) and u,v € (IB%Q)RX, Goxx (u,a) = v if and
only if ¢,(X)(u,a) = v,.x, for each ¢ € @ and with each
X € R¥, where v, x, indexes the ¢ element of the X vector in

RY . . .
(B<¢)" . For convenience, we write g(u,q) instead of g, .~
when there is no confusion.

Now, we extend g to a function of Q x R™ into the set of all
functions (B2)®" x (A x R)* — B as follows:

if w=c¢€
if w; = aw,’

wwy) = U(g,X)
a (%) (1, 02) {gq<X><<uvw/>,a>

where a € (A X R),w;, w,” € (A xR)* and u € (]B%Q)RX.
Note that € € (A xR) is the timed null word where € = (A, 0)
such that w; - € = wie = wy.

For all ¢ € @ and with eacil X € R¥, we define the
characteristic vector f € (IB%Q)R of F' as follows:

f(q,X) =1 <~
f(q,X) =0 S

q€eF
q€Q\F

Definition 3.2: A word w, € (A x R)* is accepted by a
ETAFA M if and only if gs(h(0,t))(f,w:) = 1, where s is
the starting state, f is the characteristic vector of F), ¢ is the
time associated with the word that has been read, and 0 € R*
is the zero-valued vector (i.e., 0 =0 for all x € X).

The language accepted by a ETAFA A = (Q, A, s, X,g,h, F)
is defined as follows:

Li(A) = {wi € (AXR)™ | g5(h(0,))(f,wy) =1}
Note that w; = (a,t)w;’ for some a € A, t € R, and w;’ €
(A x R)*.

Example 3.1: Consider the following ETAFA A =
(Q)A7QOaX7gahaF) where Q = {qO;qlan}a A= {a}7 h is
given as in the ETAFA’s definition. X = {z}, and F» = {¢2}.
Thus, the characteristic vector f and the function g are as
follows:

f = (0,0,1),(0,0,1),...,(0,0,1) = (0,0, l)Rx =(0,0,1)

g a

q | g0V (q1]x := 0]
a | (D Aq@)V((z=1)Ag)
q2 | 42

Analyzing the definition of the function g in the ETAFA A,
we can see how to trace one of the | x R¥| functions for
every g,(X) transition that is made while tracing the word. In
addition the notation [z := 0] denotes a “reset” of the clock z
and (z = 1) indicates a comparison.
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For example, tracing the timed word

wy =< a,1/2 >< a,0 >< a,1 > assuming € =< \,0 > is:

9q0 (R(0,1/2))((0,0,1),<a,1/2><a,0><a,1>)
940(1/2)((0,0,1),<a,1/2><a,0><a,1>)
9q0(R(1/2,0))((0,0,1), <a,0><a,1>)

Vg, (1(0,0))((0,0,1),<a,0><a,1>)
= 94(1/2)((0,0,1),<a,0><a,1>)

g Vg (0)((0,0,1),<a,0><a,1>)
= 94 (h(1/2,1))((0,0,1),<a,1>)

Vgq, (h(0,1))((0,0,1), <a,1>)

Vgq, (R(0,1))((0,0,1), <a,1>)
= g4 (h(11/2,1))((0,0,1),<a,1>)

vgq1( )(( 707 )’<a71>)\/gq1(1)((0’071)7<a71>)

1
= gg(h(11/2,0))((0,0,1),<A,0>)
(0,0,1), <A, 0>)

(

(

,0)
\/gth( (070))(
gvaqz(h(1,0))((0,0,1), <\, 0>)
Vgq, (R(1,0))((0,0,1), <A, 0>)
= 94 (11/2)((0,0,1), <A, 0>)
Vg (0)((0,0,1), <A, 0>) V gq,(1)((0,0,1), <A,0>)
Vg, (1)((0,0,1), <X, 0>)
Oovovivi
1.

Therefore the timed word w; < a,1/2 ><a,0 ><a,1> is

accepted.

Because ETAFA only considers passage of time between two
input symbols (with the h function) by adding the elapsed time
to the current clock values, a change in either the ETAFA,
or the format of an input word is required. This can be
accomplished in one of the following two methods: (1) Adding
a universal clock to the ETAFA. This is a clock that never
resets and contains the value of the total elapsed time since
the start of a word. (2) Choosing the representation of a timed
(A x R) would
be the time since the last symbol was read as opposed to the
time since the start of the word. We have chosen the second
method in the previous tracing example. Either method will
work fine as there would be no change to the current ETAFA

word so that each time value of the (a,t) €

definition.

IV. EQUATIONAL LANGUAGE REPRESENTATION OF
ETAFA

The theory of classical language equations received its
formal treatment in the seminal paper of [6]. Most of the
subsequent research focused on restricted various types of
language equations and their different solution techniques. (See
for example, [10], [12], [13]). However, language equation
solutions still suffer from a lack of generality. In this section,
we define a general framework class of language equations
and relate them to extended alternating timed finite automata.

Let A= (Q,A,s,X,g,h,F) be a ETAFA. For all ¢ € Q, A

can be represented by the following system of equations.
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o= { Do 0,00 0

acA qu,XGRx
(M

for all X € RY* and where ”.” is the concate-

nation operation. X is a vector of [Q x R¥|
variables X@.x) indexedm/cmr5.pfby j/usr/share/texmf-
texlive/fonts/typel/public/amsfonts/c m/cmr7.pfb;; by the
states ¢ € @ and vectors X € R* and

A if geF
6 =
(@.%) 0 otherwise

for each ¢ € @ with each X € R¥.
Note all terms of the form a.0, a € A can be omitted as can
the term €(, x) if ¢ € Q\F.

The following theorems are the most important results relating
timed alternating finite automata and their equational represen-
tations. The second theorem gives a sufficient condition for the
uniqueness of the solution of the system of equations (1).

Theorem 4.1: [11] Let A = (Q,A,s,X,g,h, F) be a
ETAFA represented by the system of language equations
X(g,x) of the form (1) whose solution is {X,},cq. Let s be
the starting state of A. Then £;(A) = X;.

Theorem 4.2: [11], [12] Any system of language equations
of the form of (1) has a unique solution for each {X,}4cq.
Furthermore, the solution for each {Xq} is regular.

The following system of equations represents the ETAFA A
given in Example 3.1.

(Xq V ( Xy [z:=0])

)?QO = G-
)/{Lh = G- (A /\ XQ1) ((.’L‘ = 1) A qu))
Xg, = a-Xg + )‘

Note that )A((qu) for all X € R* can be written as 55610 for
convenience.

Lemma 4.1: Let X (¢,x) be an equational representation of
a given ETAFA A = (Q,A,s, X, g,h, F), then X, x) and A
are equivalent in terms of language acceptance.

Proposition 1: The family of languages accepted by
ETAFA is the class of timed regular languages.

V. FROM THE EQUATIONAL REPRESENTATION TO ETAFA

Given the equational representation of ETAFA, we should
be able to construct the corresponding ETAFA. For example,
given the following system of equations:

)EQO = a-Xg+b- (*}\(th A= (X/q\ ly := 0])
Xy = a-(@<2)NXgy)+b-Xg +A
Ky = ath =1/

We will assume that g is the starting state, but this may not
always be the case. We also assume that h is defined the
usual way unless explicitly told so. X Thus, the ETAFA A =

(Q,A>QO797h7XaF) Where Q = {QO7Q1,C]2}, A = {CL,b}',
X ={x,y}, F={q1}, and g is given as:



Int'l Conf. Foundations of Computer Science | FCS'13 |

g a b

qo | 4o @1 N —(qzly :=0])
| @<2)Aq | ¢

g |1 (y=1/2)

VI. BOOLEAN OPERATIONS ON ETAFA

Given the equational representation of a ETAFA A =
(Q’A5S7 X’g’ h7F)

X(va) = { Z a-gs (X) (557 a) + €(s,x) }
a€A sc Q,X c R¥*

We construct the complement A = (Q', A, s', X, g’ h', F') as
follows:

X(E’X) = {Z a-gs (X)()?v CL) + 6(S,X)}
a€lh sUse @

where X € R¥s and 3 are the starting states of A and A such

that
0 if €(5,X) = A
A if e(sx) =0

Theorem 6.1: Let A* = (Q*,A',s', X', ¢*, h', F*) and
A? = (Q* A% s*, X% g%, h* F?) two ETAFA represented
by their equations )/(:(zl,xl) and X 22’X2) and accepting the
languages £;(A") and £;(A?), respectively. Then, there exists
a ETAFA represented by its language equation X, x) = such
that ﬁt(A) = Lt(Al) U £t(A2), ,Ct(A) = Lt(Al) N £t(A2),
and Et(A) = ﬁt(Al) . ﬁt(Az)

Proof: The proof is constructive and follows the same steps

as in the complement operation. Moreover and due to space
constraint, we summarize the results as follows: O

€sx) =

Theorem 6.2: Extended timed alternating finite automata
are closed under all Boolean operations, including the inter-
section and composition.

In the following section we show that timed finite automaton
(TFA) can be converted into an extended timed finite automata
(ETAFA).

VII. TFA - ETAFA TRANSFORMATION

Timed finite automata (TFA) are are finite state automata
extended with a set of clocks. Whenever the automaton is in
state ¢, it can change to state ¢’ by reading a symbol while
the time constraints are satisfied. A state of a timed finite
automaton can be considered as a tuple containing the current
state of the automaton and the current values of the clocks.
Clocks are used to justify timed transitions and sequences
in TFA. These clocks can either progress synchronously and
uniformly, or they can be reset to zero. There are two types
of clock constraints — invariants labeling states, and guards
labeling transitions.

Definition 7.1: A timed finite automaton (TFA) is a six-
tuple A" = (Q’, A/, s, X', §', F'), where (a) Q' is a finite
set, the set of srates; (b) A’ is an alphabet, the input alphabet;
(¢c) s € Q' is the starting state; (d) X' is a finite set, the set
of clocks; (¢) F' C Q' is a finite set, the set final states; (f) ¢’
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is a time transition function of the form (q, ¢, p,a,q’) where
¢, € Q,ae AU {e}, pe X', ¢ is the transition guard, it
is a boolean combination of the form X € [ for some clock
X' and some bound interval I. q is the current state, ¢’ is the
next state, a is the letter read, p is the set of clocks to be reset.

Corollary 7.1: Let A’ = (Q', A’, s', X', §', F') be a
TFA, we can construct a ETAFA A = (Q,A,s,X,g,h, F)
where Q = Q', A = A/, s = ', h is defined the usual way,
X =2&', F=F' and g is given by the equational language
representation X as follows: For each (q,¢,p,a,q') € ¢
where a # e.

X=XV (0N (Xg[p:=0]))
for all p € P(X).

The proof is straightforward. Simply perform an “or” operator
with the current boolean expression terms and (0 A (Xq/[p :=

0)))-

Example 7.1: Consider A’ = (Q',A’, s, X',§', F') be a
TFA where Q/ = {quqlqu}aA/ = {a‘7b}78/ = {90}7
X' = {z,y}(zy) € R F' = {g}, and & =
{(qO»(fan)a{$}7G7CI1)7(Q17($,y)>®7b7ql)7
(QIMI € [2a2} Vy S Ra05b7QI)a(qlax S R\/y €
[0,2),@,(1,(]2),(qg,(:v,y),{x},a,qz),(qg,(x,y), ®7b5QO)}

The ETAFA equivalent is A = (Q,A,s,X,g,h, F) where

Q = {(JO7q17q2}9 X = {a:,y}, A= {avb}’ s = {QO}’ h is
defined as h((z,y),t) = (v +t,y +1), FF = {g2} , and g is

given by the equation X as follows.

)/{‘IO = a (X(h [Z = ]) .
X’h = a (y € [0’ 2)) A q2)+ R
R b ()S:QI V(z € [2,2]) A Xg,)
X‘Z2 = a (Xth [iE = 0]) + b qu + €
VIII. UNTIMED e-TRANSITIONS AND ¢-TRANSITIONS

WITH NO GUARDS

So far, we have not considered TFA with e-transitions
for changing to ETAFA. The discussion of e-transitions can
break down into two categories, ones with no time constraint
of guard, and ones that have constraints or guards. The
type of e-transitions are actually fairly easy to simulate in
ETAFA. Consider the transition (¢,z € R,{X},¢q’), for
every transition (¢',z € I, X°, a, q) for some interval I, some
a € 3, some ¢ € @, and X° C X, add the transition
(¢,x € I,X° U {2}, ¢). After all transitions have been
added, delete the edge (q,2 € R, {z},¢,q").

The TFA can be transformed to a ETAFA. Formally, we have
the following theorem:

Theorem 8.1: For every e-transitions TFA M’ there exists
a ETAFA M such that £,(M') = L;(M).

Proof: Due to space constraint we present a constructive
proof. Consider each transition (¢,z € R,X",¢,¢') € M’
for some ¢,¢' € @', and X° C X. Now for each transition
(¢, 6, X% a,q) for some ¢ € Q,X° C X,a € A/, add
the edge (q,¢, X° U X', a,q¢'). Finally, delete the edge
(d,z € R, X e,¢'), If ¢ =s for some (¢,x € R, X ¢,q'),
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then we ngtice that we cannot reduce this yet, but the ETAFA
equation X, for the starting state ¢ is as follows:

K =3 a- 9,0 (X,0) V g (X)(X,0)
a€EA

qgeq
O

IX. DISCRETE CLOCK AND CLOCK PRECISION

In the previous section we discuss timed e-transitions, in
this section we consider another clock metric, clock precision.
Let X be the finite set of clocks and z € X. We may ask
the following question what is the smallest possible values of
r € X that satisfies z > 2? If x € R, then we can only say
that = approaches 2 from the positive side, but this is a poorly
defined way of describing the clock value. Instead, we will
define the precision as some positive number in R such that
a clock value may only be multiples of this value., i.e., if the
precision is 1073, then the smallest value of x for = > 2 is
2.001.

To simulate an e-transition, we must redefine g,(X)(a, )
for a € A as defined in Section III to g,(X)(a,u) for a € AU
{\} and its extension over (A xR)* becomes (A U {\} x R)".
There is a potential problem because our current definition for

g is

wowy) = U(g,X)
a (%) (e, w2) {gq<X><<u,wt’>,a>

if w=e€e=(\0)

if w; = aw,’

However, since we are now considering A, a readable letter,
we don’t want to collapse the g, function to u(, x) because
we might not be at the end of the word. Therefore, we define
€ = (A, 0) to denote the word terminator that is read at the end
of each word and collapse g to u(,x) if a = € is read. Now,
the equation becomes how to interpret these new e-transition
in ETAFA. This is best illustrated by the following example:

Xom =a- Kol :=0) + A (X Aly>2) +A

Note that X indicates that g is a final state. Now if we consider
the expression g,(h((0,1),3)(u,a) for clock X = (z,y) =
(0,1), we notice that the time expression function 2((0, 1), 3)
will result in y > 2 being satisfied. In this case we chose the
minimum value in the range [0,3] =x that will satisfy 14+p > 2
since u € R, then there is no adequate way to properly write
what p is. However, if we consider the precision (i.e., 1079),
then 1,001 will work, therefore 1 + |1,001| > 2 is the least
value that we can choose for this example.

X. CONCLUSION

We investigated extension of timed alternating finite au-
tomata with e-transitions and presented is presented a general
framework for this class of automata. We further extended
the equational representation of TAFA to represent ETAFA
and explore solutions and properties for such equations over
time languages. Timed e-transitions and clock precisions need
further investigation. There are several future directions worth
mentioning, including the relationship between extended timed
regular expressions and extended timed alternating finite au-
tomata which are being investigated.
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Formalization of Binary Fields and N-dimensional Binary Vector
Spaces Using the Mizar Proof Checker
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Abstract— Binary fields and n-dimensional binary vector
spaces play important roles in practical computer science,
for example, coding theory and cryptology. In this paper,
we introduce our formalization of binary fields and n-
dimensional binary vector spaces. We then prove some the-
orems about subspaces and bases of n-dimensional binary
vector spaces. We prove the correctness of our formalization
using the Mizar proof checking system as a formal verifi-
cation tool. Mizar is a project that formalizes mathematics
with a computer-aided proving technique and is a universally
accepted proof checking system. The main objective of this
study is to prove the security of cryptographic systems using
the Mizar proof checker.

Keywords: Formal Verification, Proof Checker, Mizar, Binary
Field, N-dimensional Binary Vector Space

1. Introduction

Mizar[1] is a project that formalizes mathematics with
a computer-aided proving technique. The objective of this
study is to prove the security of cryptographic systems
using the Mizar proof checker. To this end, we intend to
formalize several topics concerning cryptology. As a part of
this effort, we have previously introduced our formalization
of the Advanced Encryption Standard (AES) at FCS’12[2].

The binary set {0,1} together with modulo-2 addition
and multiplication is called a binary field, which is de-
noted by Fy. A vector space over Fy is called a binary
vector space. The set of all binary vectors of length n
forms an n-dimensional vector space V,, over F5. Binary
fields and n-dimensional binary vector spaces play important
roles in practical computer science, for example, coding
theory[3] and cryptology. In cryptology, binary fields and
n-dimensional binary vector spaces are very important in
proving the security of cryptographic systems[4].

In this paper, we introduce our formalization of binary
fields, n-dimensional binary vector spaces, and their alge-
braic structures using the Mizar proof checker. We then
prove some theorems about subspaces and bases of n-
dimensional binary vector spaces.

The remainder of this paper is organized as follows. In
Section 2, we briefly introduce the Mizar project. In Section
3, we briefly introduce binary fields and n-dimensional bi-
nary vector spaces. In Section 4, we introduce our formaliza-

tion of binary fields and their algebraic structures. In Section
5, we introduce our formalization of n-dimensional binary
vector spaces and their algebraic structures. We then prove
some theorems about subspaces and bases of n-dimensional
binary vector spaces. We conclude our discussion in Section
6. The definitions and theorems in this paper have been
verified for correctness using the Mizar proof checker.

2. Mizar

Mizar[1] is an advanced project of the Mizar Society
led by A.Trybulec, which formalizes mathematics with a
computer-aided proving technique. The Mizar project de-
scribes mathematical proofs in the Mizar language, which
was created to formally describe mathematics. The Mizar
proof checker operates in both Windows and UNIX envi-
ronments, and registers the proven definitions and theorems
in the Mizar Mathematical Library (MML). Mizar is one
of the proof assistants that can mechanically check proofs
written in the Mizar language.

The text that formalizes and describes the proof of math-
ematics by Mizar is called an “article”. When an article is
newly described, it is possible to advance it by referring
to articles registered in the MML that have already been
inspected as proof. Likewise, other articles can refer to an
article after it has been registered in the MML. Although the
Mizar language is based on a descriptive method for general
mathematical proofs, a reader should consult the references
for its grammatical details because Mizar uses a specific,
unique notation[5], [6], [7], [8].

3. Outline of Binary Fields and N-
dimensional Binary Vector Spaces

In this section, we review binary fields, n-dimensional
binary vector spaces, and vector subspaces[3].

3.1 Binary Fields

The binary field 'y (a so-called Galois field and written
GF(2)) is a finite field with two elements: 0 and 1. The opera-
tions defined over the binary field [F» are binary addition and
multiplication. Binary addition “4” and multiplication “e”
are defined by the rules of modulo-2 arithmetic, as shown

in Figure 1.
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0|1 |0
0101 01]0]0
0 110
Binary Binary
Addition Multiplication

Figure 1: Binary Addition and Binary Multiplication

Here, 0 is the additive identity and 1 is the multiplicative
identity. Binary addition and multiplication correspond to
the XOR (exclusive OR) and AND operations, respectively.
Because Fy is a field, many of the familiar properties of
number systems such as rational numbers and real numbers
are retained; these include associativity, commutativity, and
distributivity.

3.2 N-dimensional Binary Vector Spaces

The vector space V' consists of a set of elements over
which the binary addition operation, denoted by the XOR
operation “®,” is defined. If F is a field, the binary multi-
plication operation, denoted by the AND operation “e,” is
defined between an element of the field F and the vectors
of the space V. Thus, V is called a vector space over the
field F if it satisfies the following conditions:

(i) V is a commutative group for the binary addition
operation.

Foranyz e Fandanyu €V, zeu c V.

For any u,v € V and any x € F, x o (u +v) =
rTeu-+ xev.

For any w € V and any z,y € F, (z +y) e u =
rTeu-+yeu.

Forany w € V and any z,y € F, (zey)eu = xe(yeu).
If 1 is the unit element in I, then 1 ¢ u = w for any
uelVlV.

(i)
(iii)

(iv)

)
(vi)

Here, the elements of V and F are called vectors and
scalars, respectively.

Consider an ordered sequence of n components
(z1,x2,...,2,) where each component z; is an element of
the binary field F5. This sequence is called an n-component
vector. There are a total of 2™ vectors. The corresponding
vector space for this set of vectors is denoted as V,,, a vector
space of dimension n.

The binary addition operation & for this vector space

is defined as follows: if u = (uj,ug,...,u,) and v =
(v1,v2,...,v,) are vectors in V,,, then
U@ v=(u; vy, usDva,..., U, BUp).

Since the sum vector is also an n-component vector, this
vector also belongs to the vector space V,,, and so the vector
space is said to be closed under the addition operation .
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The addition of any two vectors of a given vector space is
also another vector of the same vector space.

Furthermore, V,, is a commutative group under the ad-
dition operation. The all-zero vector 0 = (0,0,...,0) is
also in the vector space and is the identity for the addition
operation:

u®0=(u ®0,u2 ®0,...,u, ®0) =mu,

u@u=(uy ®uy,us ®ug,...,u, ®uy)=0.

Each vector of a vector space defined over the binary
field is its own additive inverse. It can be shown that the
vector space defined over [Fo is a commutative group, so
that associative and commutative laws are satisfied. The
multiplication between a vector of the vectorial space uw € V
and a scalar of the binary field z € Fy can be defined as

zoeu=(TouU,TOU, ..., TO®Uy).

It can be shown that addition and scalar multiplication obey
the associative, commutative, and distributive laws, so the set
of vectors V), is a vector space defined over the binary field
F,. In addition, a vector space over [y is a binary vector
space; therefore, it is called an n-dimensional binary vector
space V/,.

3.3 Vector Subspaces

A subset S of the vector space V is called a subspace
of the vector space V. A non-empty subset S of V is a
subspace if it satisfies the following conditions:

o For any two vectors in S, u,v € S, the sum vector
(u+wv)es.

e For any element of the field z € F and any vector
u € S, the scalar multiplication z e u € S.

If {vq,va,...,vg} is a set of vectors of the vector space
V defined over F and x1, 2o, ..., x) are scalar numbers of
the field FF, the sum z; e v1 ® x2 @V D --- D T ® VL IS
called a linear combination of the vectors {v1,va,..., vk}

A set of k vectors {vy,vs,..., vk} is said to be linearly
dependent if and only if there exist k scalars of [, not all
equal to zero, such that a linear combination is equal to the
all-zero vector:

T80V Dro0v2 D - DxpevE =0.

If the set of vectors is not linearly dependent, then this
set is said to be linearly independent.

A set of vectors is said to generate (span) a vector space
V' if each vector in that vector space is a linear combination
of the vectors of the set. In any vector space or subspace,
there exists a set of at least linearly independent vectors that
generate such a vectorial space or subspace.

For a given n-dimensional binary
Vi, the set of vectors {ej,eq,..

vector  space
i en} =
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{(1,0,...,0),(0,1,...,0),...,(0,0,...,1)} is the set
of vectors e; that has a non-zero component only at
position ¢. This set of vectors is linearly independent.

This set of linearly independent vectors {eq, ez, ..., en}
generates the n-dimensional binary vector space V,,, whose
dimension is n and is called a basis of the n-dimensional
binary vector space V. If £k < n, the set of linearly
independent vectors {vy,v2,..., v} generates S of the n-
dimensional binary vector space V,, through all their possible
linear combinations:

C=Y1 0V DY@V D - DY ® V.

The subspace formed is of dimension k and consists of
2% vectors. The number of combinations is 2* because the
coefficients y; € [F, adopt only one of the following two
possible values: 0 or 1.

4. Binary Fields and their Algebraic
Structures

In this section, we formalize the binary field Fy as
an algebraic structure. First, we define “BinaryField” as
a structure that has BOOLEAN as its carrier and that
includes the following two binary operations on BOOLEAN:
“XORB1” and “MLB1.” Next, we prove that BinaryField has
the attributes of a field.

We define binary addition and multiplication as follows:

~

definition
func XORB1 -> BinOp of BOOLEAN
means
for x,y be Element of BOOLEAN
holds it. (x,y) = x ’'xor’ vy;
end;

N

ZANE

definition
func MLB1 -> BinOp of BOOLEAN
means
for x,y be Element of BOOLEAN
holds it. (x,y) = x & vy;
end;

- J

“BOOLEAN” denotes the binary set {0, 1} in the Mizar
language. Here, each of the operations, XORB1 and MLBI,
is defined as a “BinOp of BOOLEAN,” which is a function
from (BOOLEAN, BOOLEAN) into BOOLEAN[9], [10].
Thus, the definitions of both XORB1 and MLB1 ensure that
their outputs are elements of BOOLEAN.

We can now define an algebraic structure that has
BOOLEAN as its carrier, two binary operations, and two
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identity elements ':

definition
func BinaryField ->
strict non empty doubleloopStr
equals
doubleLoopStr (# BOOLEAN, XORB1,MLB1,
TRUE, FALSE #) ;
end;

o /

Here, BinaryField has TRUE (1) and FALSE (0) as the
identities of MLB1 and XORBI, respectively.

In the Mizar language, “Field” denotes a field as
follows[11]:

~

definition
mode Field is add-associative

right_zeroed right_complementable
Abelian commutative associative
well-unital distributive
almost_left_invertible
non degenerated doubleLoopStr;

end;

o /

Data types are constructed as “modes” in the Mizar lan-
guage. We can construct new modes in the Mizar language
using existing modes and attributes, which are characteristics
of modes and other objects.

Now, we explain attributes of “doubleLoopStr”
(F,f,9.eq,€e5), where F is BOOLEAN, f is XORBI,
g is MLBI1, e, is TRUE, and ey is FALSE. Here, “add-
associative right_zeroed almost_left_invertible non
degenerated” are attributes. The attribute “add-associative”
means that (F, f) holds the associative law:

Ya,b,c € F, f(f(a,b),c) = f(a, f(b,c)).

The attribute “right_zeroed” means that e; is an additive
identity in F, that is, Va € F, f(a,es) = a. The attribute
“right_complementable” means that for any a € F, there
exists an additive inverse b of a in F, that is, f(a,b) = ey.
The attribute “Abelian” means that (F, f) holds the com-
mutative law: VYa,b € F, f(a,b) = f(b,a). The attribute
“commutative” means that (F,g) holds the commutative
law: Ya,b € F, g(a,b) = g(b, a). The attribute “associative”
means that (F, g) holds the associative law:

Ya,b,c € F, g(g9(a,b),c) = g(a,g(b,c)).

The attribute “well-unital” means that e, is a multiplicative
identity in F, that is, Va € F, g(a,ey) = g(eg,a) = a.

'An algebraic structure “doubleLoopStr” is a set for which two binary
operations and two elements are defined.
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The attribute “distributive” means that (F, f, g) holds the
distributive law:

Va,b,c € F, g(a, f(b,c)) = f(g(a,b), g(a,c)),

Va,b,c € F, g(f(a,b),¢) = fg(a,c), g(b,c)).
The attribute “almost_left_invertible” means that for any
a € F \ {0}, there exists a multiplicative inverse b of
a in F\ {0}, that is, g(b,a) = e,. The attribute “non
degenerated” means that there exists non-zero divisor a(#
0) € F, where g(a,b) = 0 for some element b(s 0) € F.
Then, if “doubleLoopStr” (F, f, g, eq4, e¢) has all the above
attributes, the algebraic structure is a field.

Next, we introduce the following “cluster” for Binary-
Field:

~

registration
cluster BinaryField ->

add-associative right_zeroed
right_complementable Abelian
commutative associative
well-unital distributive
almost_left_invertible
non degenerated;

end;

N

This cluster is equivalent to the following theorem:

~

theorem
BinaryField is add-associative
right_zeroed right_complementable
Abelian commutative associative
well-unital distributive
almost_left_invertible
non degenerated doubleloopStr;

N

In the Mizar system, a cluster captures some properties
of an expression, for example, its attributes. Once a cluster
has been registered, these properties can be derived automat-
ically from the expression, although it is always necessary
to refer to theorems.

Finally, we prove the following theorem:

theorem
BinaryField is Field;

5. N-dimensional Binary Vector Spaces
and their Algebraic Structures

In this section, we formalize the n-dimensional binary
vector space V,, as an algebraic structure. We then prove
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some theorems about subspaces and bases of n-dimensional
binary vector spaces.

5.1 Formalization of /N-dimensional Binary
Vector Spaces

In this section, we explain the definition of a vector space
V' as an algebraic structure that has already been formalized
in Mizar. Then, we define “n-BinaryVectSp” as the structure
that has n-tuples on BOOLEAN as its carrier and that
includes addition and scalar multiplication on n-tuples on
BOOLEAN, “XORB n” and “MLTB n.”

In Mizar, the vector space algebraic structure, “VectSpStr
over F,” has already been formalized as follows[11]:

~

definition
let F be l-sorted;
struct (addLoopStr) VectSpStr over F
(# carrier -> set,
addF -> BinOp of the carrier,
ZeroF —-> Element of the carrier,
Imult ->
Function of
[:the carrier of F,
the carrier:], the carrier #);
end;

\ J

Mizar supports multiple inheritance of structures, making
a whole hierarchy of interrelated structures available in the
MML. In that hierarchy, the “l-sorted” structure is the
common ancestor of almost all other structures[12].

The definition of a vector space, “VectSp of F,” has already
been formalized as follows[11]:

~

definition

let F be add-associative
right_zeroed right_complementable
Abelian associative well-unital
distributive non empty
doubleLoopStr;

mode VectSp of F is
vector-distributive
scalar—-distributive
scalar—-associative
scalar-unital
add-associative right_zeroed
right_complementable Abelian
non empty VectSpStr over F;

end;

- /

9 9

Here, “vector-distributive,” “scalar-distributive,” “scalar-
associative,” and “scalar-unital” are attributes and correspond
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to (iii), (iv), (v), and (vi) of Section 3.2, respectively. This
definition also satisfies (i) from VectSpStr over F. See the
Appendix for details of this definition. If VectSpStr over F
has all the above attributes, the algebraic structure is a vector
space V. Thus, we will use VectSpStr over F and VectSp of
F to formalize the n-dimensional binary vector space V,,
“n-Binary VectSp.”

We define addition and scalar multiplication on n-tuples
on BOOLEAN, “XORB n” and “MLTB n,” as follows:

~

definition
let n be non zero Element of NAT;
func XORB n —>
BinOp of n-tuples_on BOOLEAN
means
for x,y being
Element of n-tuples_on BOOLEAN
holds it. (x,y) = Op—-XOR(x%,V);
end;

N

N\

definition
let n be non zero Element of NAT;
func MLTB n —->
Function of
[:the carrier of BinaryField,
n—tuples_on BOOLEAN:],
n-tuples_on BOOLEAN
means
for a be Element of BOOLEAN,
x be Element of n-tuples_on BOOLEAN,
i be set st 1 in Seg n
holds (it. (a,x))
end;

- J

1= a &' x.i;

“NAT” denotes the set of natural numbers with 0 in the
Mizar language. Here, Op-XOR is a bitwise XOR function
and Seg n = [1, n].

The additive identity, the all-zero vector, for n-tuples on
BOOLEAN is defined as follows:

~

definition
let n be non zero Element of NAT;
func ZeroB n —>
Element of n-tuples_on BOOLEAN

equals
n |-> 0;
end;

N /

Here, n |-> 0 is the all-zero n-tuples (0,0,...,0).
The following theorem can then be proved:
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theorem
VectSpStr (# n-tuples_on BOOLEAN,
XORB n, ZeroB n,MLTB n #) is
VectSp of BinaryField;

We now define an algebraic structure that has n-tuples on
BOOLEAN as its carrier, addition, scalar multiplication, and
the additive identity, as follows:

~

definition
let n be non zero Element of NAT;
func n-BinaryVectSp —>
VectSp of BinaryField
equals
VectSpStr (# n-tuples_on BOOLEAN,
XORB n, ZeroB n,MLTB n #);
end;

o /

Finally, we prove the following theorem:

theorem
n-BinaryVectSp is
VectSp of BinaryField;

5.2 Theorems about Subspaces and Bases of
N-dimensional Binary Vector Spaces

In this section, we prove some theorems about subspaces
and bases of n-dimensional binary vector spaces. Definitions
of linear independence, bases, dimension, and subspace have
already been formalized in Mizar[13], [14], [15]. Therefore,
we use those definitions to prove some theorems.

First, we formalize the theorem about linear independence
as follows:

e 2

theorem
for n,m be non zero Element of NAT,
A be FinSequence of
n-tuples_on BOOLEAN,
B be finite Subset of n-BinaryVectSp
st rng A =B &m<=n & len A =m &
A is one-to-one &
(for 1,3 be Nat st i in Seg n &
j in Seg m holds
(1 = j implies (A.1i).j = TRUE) &
(1 <> j implies (A.i).j = FALSE))
holds B is linearly-independent;
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Here, rng A of A that holds “(for i,j be Nat st i in Seg n
& --- & (1 <> j implies (A.i).j = FALSE))” is a basis of
n-BinaryVectSp. Because this rng A is linearly independent,
any subset B of rng A is also linearly independent.

Second, we formalize the following theorem that relates
to the above theorem:

~

theorem
for n be non zero Element of NAT,
A be FinSequence of
n—tuples_on BOOLEAN,
B be finite Subset of n-BinaryVectSp
st rng A = B & len A = n &
A is one-to-one &
(for i, Jj be Nat st i1 in Seg n &
j in Seg n holds

(1 = j implies (A.1i).j = TRUE) &
(i <> j implies (A.i) .3 = FALSE))
holds Lin B = VectSpStr

(# the carrier of n-BinaryVectSp,
the addF of n-BinaryVectSp,

the ZeroF of n-BinaryVectSp,

the Imult of n-BinaryVectSp #);

J

Here, Lin B means the space generated (spanned) by B.
The space generated by B has an algebraic structure equal
to n-BinaryVectSp.

We can then formalize the following theorem about the
basis:

~

theorem
for n be non zero Element of NAT
holds
ex B be finite Subset of
n-BinaryVectSp st B is Basis of
n-BinaryVectSp &
card B = n &
ex A be FinSequence of
n—tuples_on BOOLEAN st len A = n &

A is one-to-one & card (rng A) = n &
rng A =B &
(for i1,J be Nat st i in Seg n &
jJ in Seg n holds
(i = j implies (A.i).j = TRUE) &
(i <> j implies (A.i).Jj = FALSE));

-

If B is a basis of n-BinaryVectSp, this theorem means that
B, which is a finite subset of n-BinaryVectSp, exists.

Next, we formalize a theorem about dimension as follows:
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theorem
for n be non zero Element of NAT
holds
n-BinaryVectSp is finite-dimensional

& dim (n-BinaryVectSp) = n;

Here, dim (n-BinaryVectSp) means the dimension of n-
BinaryVectSp.

Finally, we formalize a theorem about the subspace as
follows:

4 N

theorem
for n be non zero Element of NAT,
A be FinSequence of
n-tuples_on BOOLEAN,
C be Subset of n-BinaryVectSp
st len A = n & A is one-to-one &
card (rng A) = n &
(for i, Jj be Nat st i1 in Seg n &
J in Seg n holds
(i = j implies (A.i).3j =
(1 <> j implies (A.i).3j =
& C c= rng A
holds
Lin C is Subspace of n-BinaryVectSp
& C is Basis of Lin C &
dim (Lin C) = card C;

o /

TRUE) &
FALSE) )

Here, c= means C. This theorem means that the space
generated by C, which is a subset of rng A, is a subspace
of n-BinaryVectSp. In that case, C is a basis of the space
generated by C and the dimension of Lin C is equal to the
cardinal number of C.

6. Conclusion

In this paper, we introduced our formalization of binary
fields, n-dimensional binary vector spaces, and their alge-
braic structures in Mizar. We also proved some theorems
about subspaces and bases of the n-dimensional binary
vector spaces using the Mizar proof checking system as
a formal verification tool. Currently, we are analyzing the
cryptographic systems using our formalization in order to
achieve the security proof of cryptographic systems.
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Appendix

(ii) is formalized as follows:

definition
let F be
V be non
let x be
let v be
func
equals

end;

non empty l-sorted,
empty VectSpStr over F;
Element of F;

Element of V;

-> Element of V

(the Imult of V). (x,v);

X*xV

-

J

(iii) is formalized as follows:

definition
let F be non empty doublelLoopStr;

attr IT is vector-distributive

means

for x being Element of F

for v,w being Element of IT

holds xx (v+w) =
end;

X*V+X*W;

-

\

let IT be non empty VectSpStr over F;

77

@iv), (v), and (vi) are formalized as follows:

-

-

~

definition

let F be non empty doublelLoopStr;

let IT be non empty VectSpStr over F;

attr IT is scalar-distributive

means

for x,y being Element of F

for v being Element of IT

holds (x+y)*V = x*V+y*v;
attr IT is scalar—-associative
means
for x,y being Element of F
for v being Element of IT
holds (x*xy)*v = x*x(y*Vv);

attr IT is scalar-unital

means

for v being Element of IT

holds (1.F)xv =
end;

vy

J

Moreover, the elements of V' and [ are called vectors and

scalars, respectively; they are formalized as follows:

-

definition
let F be l-sorted;
let VS be VectSpStr over F;
mode Vector of VS is Element of VS;
mode Scalar of F is Element of Fj;
end;
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Abstract—In this paper, we propose a monadic higher
order safe ambient calculus. The expressiveness of this
calculus is studied. We showed that polyadic higher order
safe ambient calculus, first order safe ambient calculus with
capability-passing, first order safe ambient calculus with
name-passing, and polyadic m-calculus can all be encoded
in monadic higher order ambient calculus. At last, we show
that synchronous monadic higher order ambient calculus can
be encoded in asynchronous monadic higher order ambient
calculus.

Keywords: Process Calculus; Higher Order Safe Ambient Calcu-
lus; Expressiveness.

1. Introduction

Mobile Ambients was proposed and studied intensively
in [3]. The calculus of Mobile Ambients (MA) is proposed
both as a core programming language for the Web and as
a model for reasoning about properties of mobile processes,
including security. In contrast with previous formalisms for
mobile processes such as the w-calculus, whose compu-
tational model is based on the notion of communication,
the MA computational model is based on the notion of
movement. An ambient, which may be thought of as a named
location, is the unit of movement. Processes within the same
ambient may exchange messages; ambients may be nested,
so to form a hierarchical structure. The three primitives
for movement allow: an ambient to enter another ambient;
an ambient to exit another ambient; a process to dissolve
an ambient boundary thus obtaining access to its content.
Elegant type systems for MA have been given; they control
the type of values exchanged within an ambient and the
mobility of ambients. A few variants of MA were proposed
in literatures [1], [5], [8]. In the Safe Ambients calculus
(SA) [8], for example, CCS-style co-actions are introduced
into the calculus to control potential interferences from other
ambients. Recently, there are several works about MA with
higher order communication. In [2], authors proposed an

extension of the ambient calculus in which processes can
be passed as values. A filter model for this calculus was
presented. This model was proved to be fully abstract with
respect to the notion of contextual equivalence where the
observables are ambients at top level. In [4], we present
a higher order ambient calculus, which is a higher order
extension of Safe Ambients calculus with passwords [10].
Furthermore, we present late bisimulation, quasi late bisim-
ulation, concise quasi late bisimulation and quasi normal
bisimulation for the higher order ambient calculus and study
the relation between these bisimulations. In this paper, we
propose a higher order extension of Safe Ambients calculus,
named MHSA, and study its expressive power.

This paper is organized as follows: Section 2 gives a
brief view of syntax and operational semantics of higher
order ambient calculus. Then we also give the reduction
barbed congruence. Section 3 we show that polyadic higher
order ambient calculus can be encoded in monadic higher
order ambient calculus. In Section 4 we show that first order
ambient calculus with capability-passing can be encoded in
monadic higher order ambient calculus. In Section 5 we
show that first order ambient calculus with name-passing
can be encoded in monadic higher order ambient calculus. In
Section 6, we show that polyadic m-calculus can be encoded
in monadic higher order ambient calculus. In Section 7, we
show that the synchronous monadic higher order ambient
calculus can be encoded in the asynchronous monadic higher
order ambient calculus, which means that all process calculi
in this paper can be encoded in the asynchronous monadic
higher order ambient calculus. The paper is concluded in
Section 8.

2. Monadic Higher Order Safe Ambient
Calculus

In this section, we present a monadic higher order safe
ambients calculus (named as MHSA), which is an exten-
sion of safe ambients by adding capability of higher order
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communication. Mobile capabilities (in, out, open and their
co-capabilities) make ambient calculi in born with the higher
order property. But these mobile capabilities are linear, i.e.,
only one copy of a process can move, whereas higher order
communication ((X) and (P)) are non-linear higher order
operators since more than one copy of a process can be
communicated. Therefore MHSA extends SA with non-
linear higher order communication capabilities.

2.1 Syntax and Labelled Transition System of
MHSA

The formal definition of process is given as follows:

P = 0| X | (X).P | @>.P2 | in{n).P |
out{n).P | open(n).P | in(n).P | out(n).P | open(n).P
| Pi|P; | (vn)P | n[P] | recX.P, where n € set N of
names, X € set Var of process variables.

Informally, 0 denotes inaction. X is a process variable.
¢.P can perform action ¢, where c is in the form of in(n),
out(n), open(n), in(n), out(n), open(n), (X), (Q), then
continues as P. Pi|P, is a parallel composition of two
processes P; and P,. In each process of the form (vn)P the
occurrence of n is bound within the scope of P. n[P] denotes
process P in an ambients n. recX.P is a recursive definition
of process. An occurrence of n in P is said to be free iff it
does not lie within the scope of a bound occurrence of n.
The set of names occurring free in P is denoted fn(P). An
occurrence of a name in P is said to be bound if it is not free,
we write the set of bound names as bn(P). n(P) denotes
the set of names of P, i.e., n(P) = fn(P)Ubn(P). We use
n(P,Q) to denote n(P) U n(Q). A process is closed if it
has no free variable; it is open if it may have free variables.
Processes P and @ are a-convertible, P =, @, if Q) can
be obtained from P by a finite number of changes of bound
names and bound variables. The class of the processes is
denoted as Pr. The class of the closed processes is denoted
as Pre.

The formal definition of indexed context is given below:

Clla=[]]10]X|(X).C| <P>£| (C).P | in{n).C
| out(n).C' | open(n).C' | in(n).C' | out(n).C' | open(n).C
| PIC | C|P | (vn)C | n[C] | recX.C

Structural congruence of MHSA is a congruence relation
including the following rules:

P=Qif P=.Q PIQ=QIP; (PQIR = P|(Q|
R); Pl0 = P; (vn)0 = 0; (vm)(vn)P = (vn)(vm)
P; (vn)(P|Q) = Pl(vm)Q if n ¢ fn(P); (vn)(m|P]) =
m[(vn)P] if n # m.

The operational semantics of MHSA is given in Table
1. We have omitted the symmetric of the parallelism and
interaction.

Table 1: Labelled transition system of MHSA
P P’
STRUC: —— 2 p=Q,P' =q

COM : (X).P|{Q).R — P{Q/X}R
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IN : nlin{m).Py|Ps]|m[in(m).Q1|Q2] —
m[n[Py|Po]|Q1|Q2]
OUT : m[nfout(m).P;|Ps]|Ps]lout(m).Q —
n[Py| Pp]im[Ps]|Q
OPEN : open{n).P|n[open(n).Q1|Q2] — P|Q1|Q2
P— P P— P

PAR: ——M ES :
Bpo—pig P
P— P

AMB TP
_P{recX.P/X} — P’

' recX.P — P’

2.2 Reduction Barbed Congruence of MHSA

Now we can give the concept of reduction barbed con-
gruence for higher order ambients. Reduction barbed con-
gruence is a behavioural equivalence defined as the largest
equivalence that is preserved by all the constructs of the
language, is preserved by the reduction semantics of the
language, and preserves barbs, which are simple observables
of terms.

Now we review the concept of reduction barbed congru-
ence for SA. In the remainder of this paper, we abbreviate
P{R/U} as P(R). In the following, we use P = P’ to
abbreviate P — ... — P’.

Definition 1. For each name n, the observability predicate
|, is defined by _

P |, if 3P', P = P’ = (vk)(nlc.P1|P2]| Ps), where
¢ € {in(n),open(n)} and n ¢ {k};

Definition 2. A symmetric relation R C Pr¢ x Pr¢is a
weak reduction barbed congruence if P R () implies:

(1) C[P] R C[Q)] for any CT ;

(2) whenever P = P’ then there exists ()’ such that
Q= Q@ and P' R Q'

(3) P {,, implies Q |-

We write P ~p, Q if P and @) are weakly reduction
barbed congruent.

gl/n)P — (vn)P’

REC

3. Encoding of Polyadic Higher Order
Safe Ambient Calculus

Now we introduce a polyadic higher order safe ambi-
ent calculus, then give an encoding which transforms this
polyadic higher order safe ambient calculus into the monadic
calculus. At last, we prove the full abstraction property of
this encoding.

3.1 Syntax and Labelled Transition System

Intuitively, polyadic higher order safe ambients are am-
bients which can send or receive many processes contem-
poraneously. The formal definition of processes of polyadic
higher order safe ambients is given as follows:

Pu=0]X|(Xy,..,Xg).P | (P1,...,; Pg).P | in{n).P
| out(n).P | open(n).P | in(n).P | out{(n).P | open(n).P
| Pi|P2 | (vn)P | n[P] | recX.P, where n € set N of
names, X € set Var of process variables.
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The operational semantics of processes is similar as Table
1 except that COM is replaced by the following rule:

COM : (Xl, ...,Xk).P|<Q1, ,Qk>R —
P{Q1/X1,...,Qr/Xi}|R

3.2 Encoding Polyadic Higher Order Safe Am-
bient Calculus in MHSA

Now we show that polyadic higher order safe ambients
can be simulated by monadic higher order safe ambients.

Definition 3. We give a mapping Trpg{}* with respect
to name a which transforms every polyadic higher order
safe ambient P into the monadic higher order safe ambient
Trps{P}*. The mapping is defined inductively on the
structure of P.

(1) Trps{0}* =0

) Trps{X}*=X

3) Trps{(X1,..., Xg).P}* = (X).a

(Xk).Trps{P}"; B

4) Trps{(P1,..., Br).P}* = (vp)((in(p).0).p[in(p).
open{a) (Trps{P1}*)...(Trps{P}*).open({p).Trps{P}"]
lopen(p).0);

(5) Trpg{in(n).P}* = in{n).Trps{P}%

(6) Trps{out(n).P}* = out(n).Trps{P}%

(7) Trps{open(n).P}* = open(n).Trps{P}*

8) Trps{in(n).P}* = in{n).Trps{P}%

(9) TTps{%<n>.P}a = m<n>.TTps{P}a;

(10) T’l"ps{W<ﬂ>.P}a = m<n>.T7‘ps{P}a;

(1) Trps{Pi|P2}* = Trps{P1}*|Trps{P2}%

(12) Trps{(vn)P}* = (vn)Trps{P}%

(13) Trpg{n[P]}* = n[Trps{P}");

(14) Trpg{recX.P}* = recX.Trps{P}".

Now we can give the full abstraction property of encoding
TTPS{}G.

Lemma 1. For any polyadic higher order ambi-
ents P and Q1,...,Qr, Trps{P}*{Trps{Q1}*/X1,...,
Trps{Qr}*/Xr} ~Ba Trps{P{Qi/X1,...,Qu/Xi}}*,
where a ¢ fn(P,Q1,...,Qk).

Lemma 2. For any polyadic higher order ambients P and
Q, P = Q < (va)Trps{P}* ==~p, (va)Trps{Q}*,
where a ¢ fn(P)U fn(Q).

Lemma 3. For any polyadic higher order ambient P, P |}
n < (va)Trps{P}* | n, where a ¢ fn(P).

The definition of (weak) reduction barbed congruence
/2, for polyadic higher order ambients calculus is the same
as Definition 2.

Proposition 1. For any polyadic higher order ambients P
and Q, P ~p, Q & (va)Trps{P}* ~pa (va)Trps{Q}*,
where a ¢ fn(P)U fn(Q).

Proof : By Lemmas 1, 2 and 3.

The above results show that the polyadic higher order
ambients calculus can be encoded in the monadic higher
order ambients calculus.

[X [openi{a).(X1)...

4. Encoding of First Order Ambient Cal-
culus with Capability-Passing

For first order ambient calculus with communication, there
are two kinds of communication, one is capability-passing,
i.e., processes can send or receive capabilities; another is
name-passing, i.e., processes can send or receive names.
We will prove that both these calculus can be encoded in
monadic higher order safe ambient calculus.

In this section, we prove that ambient calculus with
capability-passing can be encoded in monadic higher order
safe ambient calculus.

4.1 Syntax and Labelled Transition System of
Polyadic Calculus and Monadic Calculus

The formal definition of processes of polyadic first order
ambient calculus with capability-passing is given as follows:

P:=0| X | (x1,...,28).P | (701,...7ck>.P7| x.P |
in(n).P | out(n).P | open{n).P | in{n).P | out(n).P |
openi(n).P | P1|Pz | (vn)P | n[P] | recX.P, where n € set
N of names, x; is a variable, c; is a capability.

The operational semantics of processes is similar as Table
1 except that COM is replaced by the following rule:

COM : (x1,...,xx).Pl{c1y ...y c).Q —
P{ci/x1, ez H@Q

Monadic calculus is a subcalculus of polyadic calculus
where only one parameter can be communicated. The syntax
and labelled transition system of monadic calculus is similar
to polyadic calculus except that the number of parameters
in communications is one.

4.2 Encoding Polyadic Ambient Calculus in
Monadic Ambient Calculus

To prove that polyadic first order ambient calculus can
be encoded by polyadic higher order ambient calculus, we
approach this aim by two steps: firstly, we show that polyadic
first order ambient calculus can be encoded by monadic first
order ambient calculus; secondly, we show that monadic first
order ambient calculus can be encoded by monadic higher
order ambient calculus.

Now we first prove that polyadic first order ambient
calculus can be simulated by monadic first order ambient
calculus.

Definition 4. We give an encoding of the polyadic ambient
calculus in the monadic ambient calculus. The mapping is
defined inductively on the structure of P, where a ia a fresh
name.

(1) T?“ppc{()}a =0

() Trprc{X}* = X;

3) Trprci{(x1,....,z).P}* = (x).a[z.0open(a).(x1)...
(k) Trprc{P}"];

@) Trepofler,a).Py* = (vp)((in(p)).plin(p).
open{a).{c1)...{ck).open(p).Trprc{P}*]|open(p).0);
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(5) Trprc{a.P}* = a.Trprc{P}*, where « is not in
the form of (z1,...,xx) and {cy, ..., cx);

6) Trppc{Pi|P2}* = Trprc{P1}*|Trprc{P2}";

(7) Trprc{(vn)P}* = (vn)Trprc{P}%

(8) TTPF(,‘{TZ[P]}H’ = ’I’L[T?“ppc{P}a};

) Trppc{recX.P}* = recX.Trppc{P}".

In the following, we give the full abstraction property of
Trprc{}®.

Lemma 4. For any polyadic ambient P, Trppc{P}*
{Cl/.’L'l7 vy Ck/l'k} X Ba Trppc{P{Cl/l‘l, ceny Ck/l‘k}}a,
where a ¢ fn(P,c1.0, ..., cx.0).

Lemma 5. For any polyadic ambients P and @), P —
Q 4 (l/a)T’I’pF(j{P}a —~Ba (I/CL)TT’PFc{Q}a, where
a ¢ fn(P)U fn(Q).

Lemma 6. For any polyadic ambient P, P || n &
(va)Trprc{P}* || n, where a ¢ fn(P).

The definition of (weak) reduction barbed congruence
~p, for polyadic/monadic ambients with capability-passing
is the same as Definition 2.

Proposition 2. For any polyadic ambients P and @,
P =, Q & (va)Trprc{P}* ~pa (va)Trprc{Q}°,
where a ¢ fn(P)U fn(Q).

Proof : By Lemmas 4, 5 and 6.

4.3 Encoding Monadic Ambient Calculus in
MHSA

Now we show that every monadic ambient can be encoded
in a monadic higher order safe ambient.

Definition 5. We give a mapping Trpc{}* with respect
to name a which transforms every monadic ambient P
into monadic higher order safe ambient Trpc{P}*. The
mapping is defined inductively on the structure of P.

(1) Trec{0}® = 0;

) Trec{X}® = X;

(3) TTFc{(CL').P}a = (X).TTpc{P}a;

@) Trpc{(in(n)).P}* = (in(n).open{a).0).Trpc
{P}

(5) Trrc{{out(n)).P}* = (out(n).open{a).0).Trprc
{Pe
(6) Trrc{{open{n)).P}* = (open(n).open{a).0).Trpc

(in(n).open{a).0).Trpc
{Pr o

8) Trrc{{out(n)).P}* =
{P}

9) Trrc{(open{n)).P}* = (open(n).open{a).0).Trpc
{Pr;

(10) Trpc{z.P}* = X|a[open{a). Trrc{P}"];

(11) Trpe{in{n).P}* = in{n).Trrc{P}%;

(12) Trpc{out{n).P}* = out(n).Trrc{P}%

(13) Trpc{open(n).P}* = open(n).Trrc{P}%;

14) TTFC{%M.P}“ = inﬂ).Tch{P}a;

(15) Trpc{out{n).P}* = out(n).Trrc{P}%

(16) Trpc{open(n).P}* = open(n).Trrc{P}%;

(out{ny.open{a).0).Trrc
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(A7) Trrc{P1|Pe}* = Trre{ P} [Trrc{ P2}

(18) Trrc{(vn)P}* = (wn)Trrc{P}%

(19) Trrc{n[P|}* = n[Trrc{P}");

(20) Trpc{recX.P}* = recX.Trrc{P}°.

The following lemmas and propositions state the full
abstraction property of Trprc{}®.

Lemma 7. For any monadic ambient P, Trrpc{P}*{c.
open{a).0/ X} ~p, Trrc{P{c/x}}?, where a ¢ fn(P,
c.0).

Lemma 8. For any monadic ambients P and @, P =
Q< (va)Trpc{P}* ==p, (va)Trrc{Q}?, where a ¢
Fn(P) U fn(Q).

Lemma 9. For any monadic ambient P, P || n &
(va)Trpc{P}* | n, where a ¢ fn(P).

Proposition 3. For any monadic ambients with capability-
passing P and Q, P ~p, Q < (va)Trrc{P}* ~p,
(va)Trpc{Q}?, where a ¢ fn(P)U fn(Q).

Proof : By Lemmas 7, 8 and 9.

We can indirectly encode polyadic first order ambient
calculus with capability-passing in monadic higher order
ambient calculus since polyadic first order ambient calculus
with capability-passing can be encoded in monadic first
order ambient calculus with capability-passing and monadic
first order ambient calculus with capability-passing can be
encoded in monadic higher order safe ambient calculus.

5. Encoding of First Order Ambient Cal-
culus with Name-Passing

In this section, we will give an encoding of ambient
calculus with name-passing, then we will prove the full
abstraction of this encoding.

5.1 Syntax and Labelled Transition System of
Polyadic Calculus and Monadic Calculus

The formal definition of processes of polyadic first order
ambient calculus with name-passing is given as follows:

Pu=0|X | (21,..,2%).P | (n1,...ng).P | in(n).P |
out(n).P | open(n).P | in(n).P | out(n).P | open{(n).P |
Py|Py | (vn)P | n[P] | recX.P | z[P] | in{x).P | out(z).P |
open{zx).P | in{(z).P | out{x).P | open(x).P, where n € set
N of names, x; is a variable.

The operational semantics of processes is similar as Table
1 except that COM is replaced by the following rule:

COM : (z1,...,xz).P|(n1,....,n5).R —
P{nl/xla "'ank/mkHR

Similarly, monadic calculus is a subcalculus of polyadic
calculus where only one parameter can be exchanged in one
communication. The syntax and labelled transition system
of monadic calculus is similar to polyadic calculus except
that the number of parameters in communications is one.
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5.2 Encoding Polyadic Ambient Calculus with
Name-Passing in Monadic Calculus

At first we show that the polyadic ambient calculus with
name-passing can be simulated by the monadic ambient
calculus with name-passing.

Definition 6. We give an encoding of the polyadic ambient
calculus with name-passing in the monadic ambient calculus
with name-passing. The mapping is defined inductively on
the structure of P, where a is a fresh name.

() Trprn{0}* = 0;

@) Trprn{X}* = X;

(3) TTPFN{(I‘l, ...,.rk.).P}a =
(Il)...(mk).TTPFN{P}a]; -

@) Trprn{(n1,....,ng).P}* = vp({p).plin{p).open{a).
(n1)...(n1) 55T (p). Trp oy { P}l open(p).0):

(5) Trprn{a.P}* = a.Trprpn{P}% where « is not in
the form of (x1,...,zx) and (nq,...,ng);

6) Trppn{P1|P2}* = Trprn{P1}* | Trprn{ P2}

(7) TT’PFN{(VH)P}G = (V’n)T’I"pFN{P}a;

®) Trprn{n[P]}* = n[TrprN{P}];

(9) TT‘pFN{{,C[P]}U’ = $[TTPFN{P}a];

(10) Trppn{recX.P}* = recX.Trppn{P}*.

The full abstraction property of this encoding can be given
similar to Proposition 2.

(x).alin{z).open(a).

5.3 Encoding Monadic Ambient Calculus with
Name-Passing in Polyadic Higher Order Safe
Ambient Calculus

Now we show that every monadic ambient with name-
passing can be encoded in a polyadic higher order safe
ambient.

Definition 7. We give a mapping Trpy{}® with respect
to name a which transforms every monadic ambient P
into polyadic higher order safe ambient Trpy{P}®. The
mapping is defined inductively on the structure of P.

(1) Tren{0}* = 0;

Q) Trpn{X}* = X;

3) Trpn{in(n).P}* = in(n).Trrpn{P}%

4) Trpy{out(n).P}* = out(n).Trrn{P}%

(5) Trpn{open(n).P}* = open(n).TrrN{P}%

6) Trpn{in(n).P}* = in(n).Trrpn{P}%

(7) Trpn{out(n).P}* = out(n).Trpn{P}%

(8) TT‘FN{W<TL>.P}Q = W(n).TTFN{P}“;

) Trpn{Pi|P2}* = Tren{Pi}*|Tren{ P2 }%

(10) Trpn{(vn)P}* = (vn)Trpn{P}%;

(11) T’)"FN{TL[P]}a = TL[TT'FN{P}U’];

(12) Trpn{recX.P}* = recX.Trrpn{P}%

(13) TTFN{(CU)-P}LL (21,235,235, 25, 25, Z§ . 27,
Zg)jW‘FN{P}a7 -

(14) Tren{(n).P}* = (n[in{n).open{a).0],in(n).0,
in(n).open(a).0, out{n).open{a).0, open(n).open{a).0,
in{n).open{a).0, out(n).open{a).0, open(n).open{a).0).
TTFN{P}G;

(15) Trpn{z[P]}* = Z¥|a|Z5|open{a). Trrn{P}*];
(16) Trpn{in(z).P}* = Z§|a[open{a).Trrn{P}];
(17) Tren{out(z).P}* = Z7|a[open(a). Trrn{P}*];
(18) Trrn{open(z).P}* = Z5 |a[open(a). TrrN{P}];
(19) Trpn{in(z).P}* = Z§|alopen(a). Trrn{P}];
(20) Trpn{out(x).P}* = Z¥|a[open{a). Trrn{P}"];
Q1) Trpn{open{z).P}* = Z¥|alopen{a).Trrn{P}*].
The full abstraction of Trpyn{}“ is stated in the following
lemmas and propositions.
Lemma 10. For any monadic ambient P, Trpy{P}*

{n[in(n).open(a).0]/Z7,in(n).0/Z5, in(n).open(a).0/Z3,

out{ny.open{a).0/Z3, open(n).open{a).0/Z% ,in{n).open{a

0/2%, out(n).open{a).0/Z% open{n).open(a).0/ZE} ~pg,
Tren{P{n/z}}?, where a ¢ fn(P} U {n}.

Lemma 11. For any monadic ambients P and @, P =
Q< (va)Trpn{P}* =~rp, (va)Trrn{Q}", where a ¢
Fn(P) U fn(Q).

Lemma 12. For any monadic ambient P, P || n &
(va)Trpn{P}* | n, where a ¢ fn(P).

The definition of (weak) reduction barbed congruence
~p, for monadic ambients with name-passing is the same
as Definition 2.

Proposition 4. For any monadic ambients with name-
passing P and @, P ~p, Q & (va)Trpn{P}* =B,
(va)Trpn{Q}%, where a ¢ fn(P)U fn(Q).

Proof : By Lemmas 10, 11 and 12.

We can indirectly encode polyadic first order ambient
calculus with name-passing in monadic higher order ambient
calculus since polyadic first order ambient calculus with
name-passing can be encoded in monadic first order ambient
calculus with name-passing, monadic first order ambient
calculus with name-passing can be encoded in polyadic
higher order safe ambient calculus, and polyadic higher order
safe ambient calculus can be encoded in monadic higher
order safe ambient calculus.

6. Encoding of Polyadic m-Calculus

In this section, we will show that polyadic m-calculus can
be encoded in monadic higher order ambient calculus.

6.1 Syntax and Labelled Transition System of
Polyadic m-Calculus

Now we briefly recall the syntax and labelled transition
system of the polyadic 7-calculus.

We use a,b,c,..., T,y,2,... to range over the class of
names. The class Pr of the polyadic 7-calculus processes is
built up using the operators of prefixing, sum, parallel com-
position, restriction and replication in the grammar below:

P:=0]|z(y1,...,y%)-P | T{y1, .., yi). P | P1|Pa| (va)P |
P

In each process of the form (vy)P or z(y).P the occur-
rence of y is bound within the scope of P. An occurrence
of y in a process is said to be free iff it does not lie within
the scope of a bound occurrence of y. The set of names
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occurring free in P is denoted fn(P). An occurrence of a
name in a process is said to be bound if it is not free, we
write the set of bound names as bn(P). Process P and @
are a-convertible, P =, @, if Q can be obtained from P
by a finite number of changes of bound names. The set of
all processes is denoted as Pr¢.

Structural congruence of polyadic m-calculus is a congru-
ence relation including the following rules:

P=Qif P =, Q PIQ=QIP; (PIQIR = P|(Q|
R); P|0 = P; (vn)0 = 0; (vm)(vn)P = (vn)(vm)
P; (vn)(PIQ) = Pl(vn)Q if n ¢ fn(P).

The operational semantics of processes is given in Table
2. We have omitted the symmetric of the parallelism and
communication.

Table 2: Labelled transition system of polyadic w-calculus
COM :Z{yy, ..., y).Plz(z1, ..., 2£).Q —
P|Pc;2{y1/zlla (23} yk/zk}
—
i —P = P/ = /
Qg ter=a
pAR: L
PlQ — P'|Q
P— P
(ve)P — (va)P’
PI!P — P’
REP: ———
P — P/

6.2 Encoding Polyadic 7-Calculus in First Or-
der Ambient Calculus with Name-Passing

ALP

RES :

Now we show that polyadic w-calculus [12] can be
encoded in first order ambient calculus with name-passing.

Definition 8. We give a mapping T'r{} which transforms
every polyadic m-calculus process P into the first order
ambient calculus with name-passing process Tr.{P}. The
mapping is defined inductively on the structure of P.

(1) Trr{0} =0;

) Tre{a(ys, -, yx)-P} = a[in(z).open(T).(y1, ..., y)-
open{x).Tr{P}]|lopen{x).0;

(3) Trﬂ{f<y17 crey yk>P} = f[zn(m)(yl, [RE) yk>TTﬂ'{P}|
open(z).0};

(4) TT‘TF{Pl‘PQ} = T’I"TF{P]_}‘TTW{PQ};

) Tr{(vz)P} = (va)Tr.{P};

6) Tr{IP}" =\Tr . {P}".

By the above Proposition 4, we can also get a full
abstract encoding from polyadic 7-calculus in the monadic
higher order ambient calculus. Therefore, m-calculus can be
expressed in the monadic higher order ambient calculus.

Reduction barbed congruence for polyadic m-calculus is
defined as follows:

Definition 9. A symmetric relation R C Prg x Prg is a
weakly reduction barbed congruence if P R () implies:

(1) P|C R Q|C for any C,

(2) Whenever P =—> P’ then Q =— Q' and P’ R Q’;

(3) For any name n, if P | n, then also @ |} n. Here
P | n means 3P, P = P’ = (vk)(a.P1|P2) where

P, Tr {P}Hz1/y1,s 21y}
2k /Yk}}-
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n=uif a =2(y1,....,yx), n =T if @ =T(y1, ..., yx)} and
{n,n} Nk =0.

We write P ~p, @ if P and @) are weakly reduction

barbed congruent.

Now we can give the full abstraction of Tr,{}.
Lemma 13. For any polyadic m-calculus process

~pa Tr-{P{z1/y1,-.,

Lemma 14. For any polyadic m-calculus processes PP and

Q,P= Q& Tr.{P} =rp, Tr:{Q}.

Lemma 15. For any polyadic 7-calculus process P, P |

n< Tr.{P} | n.

Proposition 5. For any polyadic 7-calculus processes P

and Q, P ~p, Q & Tro{P} ~p, Tre{Q}.

Proof : By Lemmas 13, 14 and 15.

7. Asynchronous vs. Synchronous Com-
munication

In the above sections, we study the expressiveness of

synchronous calculi. But many ambients calculi are asyn-
chronous calculi [3], [9]. So in this section, we will exploit
the expressiveness of asynchronous calculus.

For asynchronous calculus, message emission is non-

blocking. Asynchronous communications are interesting
from the point of view of concurrent and distributed pro-
gramming languages, because they are closer to the commu-
nication primitives offered by available distributed systems.
Asynchronous calculi are usually achieved, syntactically, by
disallowing output prefix (that is, continuations underneath
output messages) and choice. In [7], authors showed that
synchronous higher order 7-calculus can be encoded in
asynchronous higher order m-calculus.

In this section, we show that the similar result also holds

for ambient calculus: synchronous monadic higher order safe
ambient calculus can be encoded in asynchronous monadic
higher order safe ambient calculus, named asynchronous
MHSA. This result implies that all process calculi in this
paper can be encoded in asynchronous monadic higher order
ambient calculus.

7.1 Syntax and Labelled Transition System of
Asynchronous MHSA

The formal definition of processes of asynchronous

monadic higher order safe ambients is given as follows:

P = 0] X | (X)P|(P) ]| in(n).P | out(n).P

open(n).P | in{n).P | out(n).P | open(n).P |

Py|Py, | (wvn)P | n[P] | recX.P, where n € set N of
names, X € set Var of process variables.

The operational semantics of processes is similar as Table

1 except that COM is replaced by the following rule:

COM : (X).P|(Q) — P{Q/X}
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7.2 Encoding MHSA in Asynchronous MHSA

In this section we present an encoding from syn-
chronous monadic higher order safe ambients to asyn-
chronous monadic higher order safe ambients, then prove
the full abstraction property of this encoding.

Definition 10. We give a mapping Trg{}**¢ with re-
spect to names a, b, c which transforms every synchronous
monadic higher order safe ambient P into the asynchronous
monadic higher order safe ambient Trg{P}*%¢. The map-
ping is defined inductively on the structure of P.

(1) Trs{0}** =0;

() Trs{X}obe = X;

(3) Trs{(X).P}**¢ = a[in{a).open(b).(X).open(c).
open{a).Trs{P}*"¢]|open{a).0;

4) Trs{(P,).Py}*%¢ = blin{a).open(b).(Trs{ P, }*>
Ylefopen(c). Trs{Py}]];

(5) Trs{in(n).P}*"¢ = in(n).Trg{P}*>¢;

(6) Trs{out(n).P}*"¢ = out(n).Trs{P}*>c;

(7) Trs{open(n).P}*¥¢ = open(n).Trs{P}*"<;

(8) Trs{in(n).P}*"¢ = in(n).Trg{P}*>¢;

9) Trs{out(n).P}*"¢ = out(n).Trs{P}*vc;

(10) Trg{open(n).P}**¢ = open(n).Trg{P}**¢;

(11) Trg{P|Py}*b¢ = Trg{ P, }**¢|Trg{ Py }*b;

(12) Trs{(vn)P}*b¢ = (vn)Trs{P}>b;

(13) Trg{n[P]}*%¢ = n[Trs{P}*"<];

(14) Trs{recX.P}*%¢ = recX.Trg{P}*%c.

In the following, we aim to prove the full abstraction
property of encoding T'rg{}®<.

Lemma 16. For any synchronous monadic higher order
ambients P and Q, Trs{P}*"¢{Trs{Q}**¢/X} ~p,
Trs{P{Q/X }}**<, where a,b,c ¢ fn(P,Q).

Lemma 17. For any synchronous monadic higher or-
der ambients P and Q, P = @ <& (va,b,c)
Trs{P}»"¢ —==~p, (va,b,c)Trs{Q}*"¢, where a,b,c
¢ fn(P)U fn(Q).

Lemma 18. For any synchronous monadic higher order
ambient P, P | n & (va,b,c)Trg{P}*"¢ || n, where
a,b,c & fn(P).

The definition of (weak) reduction barbed congruence
~p, for asynchronous monadic higher order ambient cal-
culus is the same as Definition 2.

Proposition 6. For any synchronous monadic higher order
ambients P and Q, P ~p, Q < (va,b,c)Trs{P}*"¢ ~p,
(va,b,c)Trs{Q}»¢, where a,b,c ¢ fn(P)U fn(Q).

Proof : By Lemmas 16, 17 and 18.

The above results show that the synchronous monadic
higher order ambient calculus can be encoded in asyn-
chronous monadic higher order ambient calculus.

8. Conclusions

In this paper, we studied the expressive power of monadic
higher order safe ambient calculus. We showed that polyadic
higher order safe ambient calculus, first order safe ambient

calculus with capability-passing, first order safe ambient
calculus with name-passing, and polyadic 7-calculus can all
be encoded in monadic higher order ambient calculus. At
last, we also showed that synchronous monadic higher order
ambient calculus can be encoded in asynchronous monadic
higher order ambient calculus. Therefore, all process calculi
in this paper can be encoded in asynchronous monadic
higher order ambient calculus. In [6], authors showed that a
higher order m-calculus with n-adic communication cannot
be encoded in a calculus with n — 1-adic communication.
We have showed that polyadic m-calculus can be encoded
in monadic higher order ambient calculus in this paper.
Since it was proved that higher order w-calculus can be
encoded in m-calculus in [11], we can conclude that the
monadic higher order ambient calculus cannot be encoded in
higher order m-calculus with n-adic communication for any
n. Therefore, this result means that the expressive power of
monadic higher order ambient calculus is strictly stronger
than higher order m-calculus.
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Abstract - In this paper, we present a novel testing approach
using deterministic replay. Deterministic replay is a
technology that records nondeterministic events during a
normal computer execution and deterministically replays the
computer system’s execution along with the recorded events.
We apply this deterministic replay technology to event-driven
embedded system testing. The proposed approach works in
three steps. First, we run an initial test using a sequence of
“essential’’ events and obtain an event history that contains
enough information needed for deterministic replay. Second,
we create a number of variants of event history, i.e., test cases,
by mutating the event history and/or adding more event
records into the event history. Third, we execute the variants
of event history emulating all recorded 1/O events. This
approach has two important advantages. It allows us to easily
and efficiently generate a lot of effective test cases that can
exhibit subtle bugs like races. It also provides an efficient
means for automated test case execution since we do not need
any arrangement of external entities like users and other
systems.

Keywords: Embedded system testing, Record-Replay,
Automated test execution, Event-driven test

1 Introduction

Event-driven embedded software places significant
challenges on test case creation and execution. Event-driven
embedded software involves many sources of events including
users and a variety of physical devices such as NICs(network
interface cards) and storage devices. These sources may
generate a lot of events that lead us to consider numerous
combinations of events for testing, and thus make the creation
of test cases very difficult. Furthermore, such events may
occur in a complicated fashion; sequentially or concurrently,
with or without interdependencies among them. Therefore, to
detect some hard bugs such as races and time-sensitive bugs,
we should be able to control the precise timing of event
occurrences during the test process. Unfortunately, the
operating environment for event-driven software involves a
lot of entities such as users, physical devices and other

external embedded systems, which are hard to arrange for
precise event simulation during the testing process.

In this paper, we present a novel testing approach using
deterministic replay. Deterministic replay is a technology that
records nondeterministic events during a normal computer
execution and deterministically replays the computer system’s
execution along with the recorded events. Since deterministic
replay can re-produce identical behavior during re-execution,
it has shown very effective in many areas including debugging
[1, 2, 3], fault tolerance [4, 5], security [6] and post-mortem
analysis [7]. In this work, we use RT-Replayer, a software-
based replayer that can capture and replay 1/0 events with
instruction level accuracy, to support test case creation and
execution for event-driven embedded software. RT-Replayer
is a software component that is installed inside an operating
system Kkernel. It has two execution modes, record and replay.
In record mode, it monitors 1/O interrupts and records them in
an event history. In replay mode, it disables all interrupts and
emulates the recorded events at the same time points and
locations as those in record mode.

The proposed testing approach using RT-Replayer
works in three steps. First, we run an initial test using a
sequence of “essential’’ events with RT-Replayer enabled in
record mode, and obtain an event history that contains enough
information needed for deterministic replay. Specifically, each
event record in the event history contains the type and source
of event, the program counter value where the event occurred,
the instruction count when it occurred, and the data content
that accompanied the event. Second, we create a number of
variants of event history, i.e., test cases, by varying program
counter values, instruction counts and data content that satisfy
certain testing criteria. In doing so, we may change the order
of events or even their timings so that subtle program bugs
like races can be detected. We may also add some other
events into the event history. This manipulation of event
history allows us to efficiently generate a series of effective
test cases. Third, we execute the variants of event history with
RT-Replayer enabled in replay mode. Since RT-Replay is
able to emulate events with all 1/O interrupt disabled, we do
not need any arrangement of external entities like users and
other systems since RT-Replayer emulates all 1/O events.
Therefore, the use of RT-Replayer can be used as an efficient
vehicle for automated test case execution.
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2 Overview of RT-Replayer

RT-Replayer consists of three major components, event
recorder, event history and event replayer, as shown in Figure
1. During the record phase, the event recorder logs interrupts
and 1/O data into a special data structure, called event log.
When the kernel terminates, the event recorder stores the
event history in safe non-volatile storage. During the replay
phase, the event replayer emulates the interrupts stored in the
event history.

In order to efficiently record interrupts and 1/O data, the
event recorder is implemented within OS interrupt handlers
and 1/0 device drivers. By using hardware performance
counters, it records the following important information for
deterministic replay.

- Event type and source (who)

- Data (what)

- Program counter value or 1/O address (where)
- Instruction count (when)

The first element represents the type and source of event. It is
used to distinguish between interrupts and 1/O data access. It
is also used to identify the source of interrupt or 1/0O address.
The second element represents the data obtained by interrupt
handling or 1/0O data access. The third element may represent
the program counter (PC) address where an interrupt occurred
or the 1/0O address from which an 1/O operation read the data.
The last element represents an instruction count. We use
instruction counts to determine when interrupts occurred.

Harware Software test cases
Events Instructions
A
\ /record execute
Event Event
Recorder Replayer
save l load T
Event Historv
< Type 1ID PC IC Flag Address Saved Ins >
[1] Timer 1 0x1234 0x23456 T 0x5678 LDRr1[2]
[2] Timer 2 0x3456 0x23480 T 0x6789 SWI0x00

Figure 1. Overview of RT-Replayer

The event replayer performs full-system replay by
appropriately handling the recorded events and data guided by
the event log. In order to avoid any external disturbance

during the replay phase, the event replay mechanism keeps all
hardware interrupts disabled and prohibits 1/O drivers from
accessing real hardware. Instead, the event replay mechanism
emulates hardware interrupts and supplies requested 1/O data
consulting the event history.

3 Replay Testing
3.1 Difficulties of testing embedded systems

Concurrency is one of important features in modern
event-driven embedded systems for providing improved
performance. However, concurrent behavior often causes
delicate bugs such as race conditions and deadlocks. For
example, a shared variable may exhibit non-deterministic
behavior without proper synchronization using primitives like
semaphores or mutexes. In general, race conditions and
deadlocks are hard to track down and fix since they are not
reproducible in most cases.

Time-sensitive operations are another source of bugs
that make testing significantly difficult. For instance, most 1/0
controllers require a certain amount of time delay for
subsequent 1/0 operations: HD44780 character LCD
controller specifies that writing data into DDRAM takes 37 us
to complete, which means a device driver must wait at least
37 us before it performs a subsequent I/O operation. If not,
the character LCD device may not work correctly. Most
practitioners implement such a time delay using idle loops
with an appropriate safety margin, since the actual time delay
is affected by many factors like processor’s pipeline and
cache behavior and/or some other events that may be
interleaved between 1/O operations. As a result, it is very hard
to verify whether a device driver properly implements such a
specified time delay or not.

Hardware failures are even harder to test than concurrent
and time-sensitive software failures. There can be a lot of
hardware failures due to factors such as bus conflict. One
example is 1°C bus. The I°C bus arbitration protocol specifies
that only a single slave can send or receive through the bus.
For some reasons, i.e., buggy device driver implementation or
faulty hardware implementation, more than one slaves can use
the bus simultaneously corrupting bus signals. In this case, the
slave devices may not function well or crash. This type of
hardware failures would be extremely hard to test and
reproduce.

3.2 Replay testing process

As described earlier, the proposed testing approach using
RT-Replayer works in three steps; (1) running an initial test to
obtain an event history with RT-Replayer enabled in record
mode; (2) create a number of variants of event history by
mutating the event history and/or adding more event records
into the event history, and (3) executing the variants of event
history with RT-Replayer enabled in replay mode. In this
subsection, we describe each step in detail.
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Seq# Type PC IcC Data
1 Timer 0x123 0x456 0x211
2 serialOx234 0x464 0x10
3 NIC O0x345 0Ox472 0x887
Change order change timing Add or delete
Seq# Type PC IC Data Seq# Type PC IC Data Seq# Type PC IC Data i
1 Timer 0x123 0x456 0x211 1 Timer 0x123 0x442 0x211 1 Timer 0x123 0x456 0x211 | .
2 NIC 0x345 0x472 0x887 2 SerialOx234 0x491 0x10 2 NIC 0x345 0x472 Ox887 |
3 serialOx234 0x464 0x10 3 NIC O0x345 0x388 0x887 : 3
Seq# Type PC IC Data i
Seq# Type PC IC Data Seq# Type PC IC Data 1 Timer Ox123 0x456 Ox211 |
1 serialOx234 0x464 0x10 1 Timer 0x123 0x210 0x211 2 SerialOx234 0x464 0x10 |
2 NIC 0x345 Ox472 0x887 2 SerialOx234 0x300 0x10 3 Mouse 0x442 0x521 0x08 |
3  Timer 0x123 0x456 0x211 3 NIC O0x345 0x732 0x887 4 NIC O0x345 0x472 0x887 | .
*************************************** Event HWistory variants
Figure 2. Creation of event history variants
understand complex device specifications or 1/0 protocol
3.2.1 Initial test case generation with RT-Replayer specifications. In such cases, we may run record-mode tests

We run an initial test using a sequence of “essential’’
events with RT-Replayer enabled in record mode. It is
important to choose likely events that can exhibit certain bugs
satisfying our testing criteria. For example, if we want to find
time sensitive bugs for some 1/0 devices, we need to choose
appropriate 1/0 events from those 1/0 devices and run a test
generating and interleaving the 1/0 events. During the test
execution, the 1/0 events are recoreded in the event history of
RT-Replayer. RT-Replayer logs in the event history
information needed for deterministic replay. Specifically, each
event record in the event history contains the type and source
of event, the program counter value where the event occurred,
the instruction count when it occurred, and the data content
that accompanied the event.

3.2.2  Creation of event history variants

Once we obtained an initial event history, we then create
event history variants. We can create event history variants in
three ways. First, we can modify some fields of event records.
For example, we can modify intruction count values of event
records so that events are generated at different time points
during replay. Second, we can modify the order of events.
Third, we can add or delete some events. Figure 2 shows an
example of creating event history variants.

Note that we must use a valid event record when adding
new one into the original event history. Every field of an event
record must be consistent and follow the specification of the
source 1/O device. For example, when we create a new event
record for an interrupt from NIC, we must use a legal network
packet data that satisfies the network protocol format. For
some 1/O devices, this may not be easy since we should

multiple times so that we can obtain a valid event record for
each type of 1/0 event.

Deleting some events from the event history also needs
a special care. Some events can be correlated and must occur
in a specific order. For example, DMA can use multiple
interrupts for a single 1/O data operation to send
acknowledgement of DMA request and to notify the
completion of DMA operation. In this case, we cannot remove
any of the correlated events. Fortunately, many 1/O events are
one-shot events. Timer interrupts are one of them, thus
allowing us to easily remove them.

3.2.3 Execution of event history variants

We execute the event history variants with RT-Replayer
enabled in replay mode. Since RT-Replay is able to emulate
events with all 1/O interrupt disabled, we do not need any
arrangement of external entities like users and other systems
since RT-Replayer emulates all 1/0 events. Therefore, the use
of RT-Replayer can be used as an efficient vehicle for
automated test case execution. At the moment of this writing,
we have not implemented a complete testing framework. By
simply using RT-Replayer, we are just able to run each event
history variant separately in a semi-automatic manner.

4 Conclusion

We proposed a testing method based on record-replay
technology for event-driven embedded system. We believe
that our method has two important advantages. It allows us to
easily and efficiently generate a lot of effective test cases that
can exhibit subtle bugs like races. It also provides an efficient



Int'l Conf. Foundations of Computer Science | FCS'13 |

means for automated test case execution since we do not need
any arrangement of external entities like users and other
systems.
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Abstract— In this paper, we present late context bisimula-
tion and normal bisimulation for higher order w-calculus
with passivation and prove the coincidence between nor-
mal bisimulation, late context bisimulation, early context
bisimulation and contextual barbed bisimulation for higher
order m-calculus with passivation. Furthermore, we give a
variant of normal bisimulation, called limited normal bisim-
ulation, and prove the equivalence between limited normal
bisimulation and other bisimulations. At last, we extend the
definitions and propositions for weak bisimulations of HOmP
to the case of strong bisimulations.

Keywords: Process Calculus; Higher Order m-Calculus with
Passivation; Bisimulation.

1. Introduction

Higher order m-calculus was proposed and studied inten-
sively in Sangiorgi’s dissertation [13]. It is an extension
of the w-calculus [11] to allow communication of pro-
cesses rather than names alone. In [13], some interesting
bisimulations for higher order m-calculus were presented,
such as barbed equivalence, context bisimulation and normal
bisimulation. Barbed equivalence can be regarded as a uni-
form definition of bisimulation for a variety of concurrency
calculi. Context bisimulation is a very intuitive definition of
bisimulation for higher order w-calculus, but it is heavy to
handle, due to the appearance of universal quantifications
in its definition. In the definition of normal bisimulation,
all universal quantifications disappeared, therefore normal
bisimulation is a very economic characterisation of bisimu-
lation for higher order 7-calculus.

The definitions of context bisimulation and barbed equiv-
alence involve quantification over contexts. So they are
often awkward to work with directly. It is therefore im-
portant to look for more tractable characterisations of the
bisimulations. In [13], [14], the equivalence between weak
normal bisimulation, weak context bisimulation and weak

barbed equivalence was proved for early and late semantics
respectively.

In [8], higher order 7-calculus was extended to a calculus
with passivation (HO7P) and normal bisimulation for HO7P
was studied. In [8], it was showed that a large class of test
processes, i.e., abstraction-free process (which is a process
built with the regular HO7P syntax but without message
input a(X).P), cannot be used to derive a normal bisimi-
larity in HO7P. But it was showed that a form of normal
bisimilarity can be defined for HO7P without restriction.

The main aim of this paper is to present a normal
bisimulation for HO7P and give a proof for the equivalence
between normal bisimulation and early context bisimulation
for HO7P. To achieve this aim, we firstly introduce a late
context bisimulation, then we study the relation between nor-
mal bisimulation, late context bisimulation and early context
bisimulation for HO7P. As a corollary of this proposition,
we get the equivalence between normal bisimulation and
early context bisimulation for HO7wP. Moreover, we present a
variant of normal bisimulation, named limited normal bisim-
ulation, and prove the equivalence between limited normal
bisimulation and other bisimulations. Finally, we extend the
definitions and propositions for weak bisimulations of HO7P
to the case of strong bisimulations.

This paper is organized as follows: Section 2 gives a brief
review of syntax and operational semantics of HO7P. Section
3 recalls the definitions of contextual barbed bisimulation
and early context bisimulation. Then we present a late
context bisimulation and a normal bisimulation for HO7P.
In Section 4, the equivalence between contextual barbed
bisimulation and early context bisimulation was given. Then
we give a proof for the equivalence between normal bisim-
ulation, late context bisimulation, early context bisimulation
and contextual barbed bisimulation for HO#P. In Section 5,
we give the definition of limited normal bisimulation, and
prove the equivalence between limited normal bisimulation
and other bisimulations. In Section 6, we give the definitions
and propositions for strong bisimulations. The paper is



Int'l Conf. Foundations of Computer Science | FCS'13 |

concluded in Section 7.

2. Syntax and Labelled Transition Sys-
tem of Higher Order m-Calculus with

Passivation

In this section we briefly recall the syntax and labelled
transition system of the higher order 7-calculus with passi-

vation [8].

We assume a set NV of names, ranged over by a, b, ¢, ... and
a set Var of process variables, ranged over by X, Y, Z, U, ....
We use E, F, P, @, ... to stand for processes. Pr denotes the

set of all processes.

We first give the grammar for the higher order 7-calculus

processes as follows:
P:=0|U|nP| PP | (va)P | P | a[P]

7 is called a prefix and can have one of the following

forms:

7 =17 | a(U) | a(P), where 7 is a tau prefix; [ is a first
order input prefix; [ is a first order output prefix; a(U) is a
higher order input prefix and @(P) is a higher order output

prefix.

In each process of the form (va)P the occurrence of a
is bound within P. An occurrence of a in a process is said
to be free iff it does not lie within the scope of a bound
occurrence of a. The set of names occurring free in P is
denoted fn(P). An occurrence of a name in a process is
said to be bound if it is not free, we write the set of bound
names as bn(P). n(P) denotes the set of names of P, i.e.,

n(P) = fn(P)Ubn(P).

The set of all closed processes, i.e., the processes which

have no free variable, is denoted as Pr°.

The structural congruence relation is the smallest congru-

ence generated by the following laws:

P|O = P, P1|P2 = P2|P1, P1|(P2|P3) = (P1|P2)|P3,
(va)0 = 0, (va)(wb)P = (vb)(va)P, P|(va)Q = (va)

(PlQ) if a & fn(P)
A context is a term with a hole {} in it:

C(y:={} | n.C | C|P | P|C | (va)C | \C | a[C]

The operational semantics of higher order processes is
given in Table 1. We have omitted the symmetric of the

parallelism and communication rules.

Table 1: Labelled transition system of higher order
m-calculus with passivation

@ /
ap- P2 p_qgp=¢ TAU:rP P
Q—Q
ouT:aE).P™ P IN:aU).P"H PlE/U}
P-% P
SUM: "~
P+Q -2 P
PP

PAR n(a) N fr(Q) =10

i —— b
PlQ = P'|Q

P QMg
PIQ T () (PQ)
/
RES : P 7} P a
(va)P — (va)P’
| « /
REP - W%P
PP
p U pr
(wbyp VIXE) pr
P-% P
roc. PP
a[P] — alP’]

PASSIV - a[P] "B 0

COM

OPEN :

a#b, be fn(E)—¢

3. Bisimulations of Higher Order -
Calculus with Passivation

In [13], barbed equivalence was presented as a uniform
definition of bisimulation for first order m-calculus and
higher order w-calculus. In [6], a variant of barbed equiva-
lence, called contextual barbed bisimulation, was presented.

Definition 1. For each name or co-name pu, the observ-

ability predicate |, is defined by

(1) P |, if there exist E, P’ such that P “33 pP'.

(2) P | if there exist b, E, P’ such that P “2%) pr.

Definition 2. A symmetric relation R C Pr® x Pr€ is a
weak contextual barbed bisimulation if P R () implies:

(1) C{P} R C{Q} for any context C;

(2) whenever P == P’ there exists Q’ such that Q =
Q and P R Q';

(3) P |, implies @ },,, where P |}, means 3P’, P =
P,

We write P ~p, @ if P and @) are weakly contextual
barbed bisimilar.

Context and normal bisimulations were presented in [13],
[14] to describe the behavioral equivalences for higher
order m-calculus. In [8], Context and normal bisimulations
for HOnP were studied. In the following, we abbreviate
P{E/U} as P(E).

The grammar of HO7P evaluation contexts, which was
introduced in [8], is:

S:={} | (va)S | S|P | P|S | a[S]

For HO#P evaluation contexts, the notations of free name
and bound name are similar to the case of HOmP processes.

In the following, we use == to abbreviate the reflexive
and transitive closure of —, and use ==> to abbreviate
= %3==> . By neglecting the tau action, we can get the
following formal definitions of weak bisimulations:

Definition 3. ([8])Weak early context bisimilarity ~&, is
the largest symmetric relation on closed processes R such
that P R @ implies:

(1) whenever P == P’ there exists @)’ such that Q =
Q' and P' R Q';

93



94

(2) whenever P —> uB)

Q' and P’ R Q';

(3) whenever P
fn(CU)) N bn(P, Q) =
F, ¢ such that Q C A{F)
(Vo) (S{Q'YIC(F)).

We write P ~E, Q if P and Q are weakly early context
bisimilar.

In the following, we give the “late” variant of ~Z,, where
the universal quantification is after the existential one.

Definition 4. Weak late context bisimilarity ~%, is the
largest symmetric relation on closed processes R such that
P R Q implies:

(1) whenever P == P’, there exists Q' such that Q =
Q and P R Q';

(2) whenever P «4) pr , there exists @’ such that Q o)
Q' and for all £, P'{E/U} R Q{E/U};

(3) whenever P (Vb)aw) P’ there exist Q', F, ¢ such that
Q "2 Q' and for all C(U) with fn(C(U))N{b, &} = 0,
for all S{}, ()(S{P'}|C(E)) R (v3)(S{Q'}|C(F)).

We write P ~%, Q if P and Q are weakly late context
bisimilar.

For some process calculi, late bisimulation was proved
to be equivalent to early bisimulation [14]. The similar
proposition also holds for HO#P. In the following, we will
prove that ~%, is equivalent to ~&, .

Distinguished from context bisimulation, normal bisimu-
lation does not have universal quantifications in the clauses
of its definition. In the following, a name is called fresh in
a statement if it is different from any other name occurring
in the processes of the statement. In [8], it was showed that
a large class of test processes, i.e., abstraction-free process
(which is a process built with the regular HO7P syntax but
without message input a(X).P), cannot be used to derive a
normal bisimilarity in HO7P.

In the following we give a normal bisimulation for HO#P.

Definition 5. Weak normal bisimilarity ~y,. is the largest
symmetric relation on closed processes R such that P R Q)
implies:

(1) whenever P == P, there exists Q' such that Q =
Q and P’ R Q'

(2) whenever P a<n(:U;'U> P’, there exists Q' such that

P’, there exists Q' such that Q

WUUE) prfor all C(U) with

0, for all S{}, there exist @',
Q" and (v)(S{P'}|C(E)) R

Q n(Gy.U) Q" and P R @', where n is a fresh name;

(3) whenever P (V%m P’, there exist ', F, ¢
such that Q@ “2Z%7 ' and (ub)(m(P').0'R(E).0) R
(ve)(m{(Q"). |'n< ).0), where m, n are fresh names.

We write P
bisimilar.

In the above definition of normal bisimulation, we use the
process in the form of n(U).U, which is not abstraction-free
process mentioned in [8]. Therefore the equivalence between
xgt and ~py, does not conflict with the result in [8].

~yr @ if P and @) are weakly normal
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4. The Equivalence between Bisimula-
tions

In [13], [14], the equivalence between weak context
bisimulation and weak normal bisimulation was proved. In
the proof, the factorisation theorem was firstly given. It
allows us to factorise out certain subprocesses of a given
process. Thus, a complex process can be decomposed into
the parallel composition of simpler processes. Then the
concept of triggered processes was introduced, which is
the key step in the proof. Triggered processes represent
a sort of normal form for the processes of the calculus.
Most importantly, there is a very simple characterisation of
context bisimulation on triggered processes, called triggered
bisimulation. By the factorisation theorem, a process can be
transformed to a triggered process. The transform allows us
to use the simpler theory of triggered processes to reason
about the set of all processes. In [13], [14], weak context
bisimulation was firstly proved to be equivalent to weak
triggered bisimulation on triggered processes, then by the
transformation from processes to triggered processes, the
equivalence between weak context bisimulation and weak
normal bisimulation was proved.

To study the relation between bisimulations in the case of
calculus with with passivation, we firstly give factorisation
theorems for HO#P, furthermore we show that ~%,C~E,,
~nrCrL, and ~E,C~y, . At last we get the proposition:
P=E Qe PxL Qe P~y Q.

At first, we give the congurence of weak early context
bisimulation.

Proposition 1. (Congurence of ~Z,) For all P, Q, S €
Pre, P ~E, Q implies:

1. m.P=~E, 7.0;

. PIS ~¢, QIS ;
. (Va)P ~E, (va)Q;

NCt'Q7
( ).S ~E, a(Q).S;

. a[P] ~E, a]Q).

Proof : Let R = {(C{P},C{Q}) | P =&, Q}. It s
enough to prove that R C~E£, . Similar to the argument of
the analogous result for context bisimulation in [13, Theorem
4.2.7]. ]

Now we give the equivalence of ~p, and ~Z, .

Proposition 2. For any P, Q € Pr¢, P ~p, Q & P =E,
Q.

Proof : (<) Let R = {(P,Q) | P ~£, Q}. Itis enough
to prove that R C~p, . It is trivial by the congurence of

c\.mg;ww

~E
~Ct -

(=) Let R={(P,Q) | P ~p, Q}. It is enough to prove
that R C~¢,

We discuss the following cases.

(1) Suppose P == P’. Since P ~p, Q, we have Q =
Q' and P’ ~p, Q. Therefore Q = @’ and (P',Q’) € R.
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(2) Suppose P a<:E>> P’. Since P ~p, @, we have

Pim(X).a(E).n(Y).0m(0).7(0).0 ~p, Qm(X).a(E).
n(Y).0|m(0).7(0).0, where m,n,X,Y are fresh names
and variables. Furthermore, we have P|m(X).a(E).n(Y)
0[m(0).72(0).0 Lpm¥— Pla(E).n(Y).0[@(0).0 Vmln
L P'|n(Y).0[7(0).0 |, P’ ¥, and Q|m(X).a(E).
n(Y).0[m(0).7(0).0 L= Q"|a(E).n(Y).0[7(0).0 Vo
= Q" |n(Y).0[7(0).0 |,== Q" ), and P’ ~p, Q'.
Therefore Q uUB Q’ and (P’,Q’) € R.

(3) Suppose p )a<E> P’. Since P ~p, Q, for any
C(U) with fn(C(U ))ﬂbn(P, Q) = 0, for any S{}, we have
S{P}m(X).a(U).n(Y).C(U)[m(0).7(0).0 ~p, S{Q}
|m(X).a(U).n(Y).C(U)|m(0).7(0).0, where m,n,X,Y
are fresh names and variables. Furthermore, we have

S{P}m(X).a(U).n(Y).C(U)F(0)7(0)-0_tmbn—> S{
PaU)n(V) CW)lm0).0 Yorbn—"s (0)(S{P'}In(Y)

CLE)(0)-0) bn— (WB)(S{PHC(E)) o, and S{Q}]
m(X).a(U)n(Y) CU) 07010 Lnfu=z S{Q)
a(U).n(Y) CU0)L0 Jonbn—>  (v0)(S{Q" Hn(Y):
C(F)a(0).0) ln=> (/)(S{Q}C(F)) Ju and (vb)
(S{f;}|C<E>) ~p, (VO)(S{Q'}C(F)). Therefore Q
%ﬁ ' Q' and ((WB)(S{P}IC(E)). (vd)(S{Q'}IC(F))
c It. | ]

Proposition 3 states the easy part of the relation between
~L ~E
¢, and =g,

Proposition 3. For any P, Q € Pr°
Q.

Proof : 1t is trivial by the definition. ]

Now we give the factorisation theorem for process substi-
tution, which states that, by means of triggers, a subprocess
of a given process can be factorised out.

Proposition 4. For any processes P and E with
m ¢ fn(P)U fn(E), it holds that P{r.E/X} ~L,
(vm)(P{m(U).U/X }|!m(E).0).

Proof : Similar to the proof of P{r.R/U} ~cy
(vm)(P{m.0/U}|!m.R) in [13], by induction on the struc-
ture of P. [ ]

Proposition 5. (Factorisation theorem) For any processes
P and E with m ¢ fn(P) U fn(E), it holds that
P{E/X} =L, (vm)(P{m(U).U/X}|'m(E).0).

Proof : By Proposition 4. ]

Now we give the factorisation theorem for evaluation
contexts.

Proposition 6. For any evaluation context S{} and pro-
cess E with m ¢ fn(S)U fn(E), it holds that S{r.E} ~&,
(vm)(S{m(U).U}|m(E).0).

Proof : Similar to the proof of P{T.R/U} ~¢t (vm)
(P{m.0/U}|'m.R) in [13], by induction on the structure of
S{}. [ |

Proposition 7. (Factorisation theorem) For any evalu-
ation context S{} and process E with m ¢ fn(S) U
fn(E), it holds that S{E} ~%, (vm)(S{m(U).U}|m(E).
0).

, P=g, Q= P =g,

Proof : By Proposition 6. [ ]

The following proposition states that ~, is preserved by
parallel composition and restriction.

Proposition 8. (Congruence of ~y,.) For all P, Q, S €
Pr¢, P =y, Q implies:

1. P|S =~pn, Q|S;

2. (va)P =y, (va)Q.

Proof : Let R = {(C{P},C{Q}) | P =~n, Q}. It is
enough to prove that R Cap, . Similar to the argument
of the analogous result for triggered bisimulation in [13,
Lemma 4.6.3]. |

To prove Proposition 9, we need the following Definition
6 and Lemma 1.

Definition 6. A relation R C Pr¢ x Pr¢ is a weak late
context bisimulation up to ~%,, if there is a symmetric
relation R:

(1) whenever P == P’, there exists Q' such that Q ==
Q' and P' =&, R=E, Qs

(2) whenever P UE) P/, there exists @’ such that Q UB)

Q' and P’ =&, R~ Ct Q’;

(3) whenever P ) {E) P’ there exist @', F, ¢ such
that @ (va(F) Q' and for all C(U) with fn(C(U)) N
(b2} — 0. for all S{). WB(S(PYCIE) =k, R b,
(o) (S{QHC(F)).

Lemma 1. If R is a weak late context bisimulation up to
~L,, then R C~L, .

Proof : The same argument of the analogous result
for CC'S bisimilarity in [10]: Use a diagram-chasing ar-
gument to show that ~%, R ~L,is a weak late context
bisimulation. [ ]

The following proposition states that ~p,. is included in

Proposition 9. For any P, () € Pr°¢
Q.

Proof : Let R = {(P,Q) | P =y, Q}. It is enough to
prove that R C~%, .

We discuss the case of higher order input and output, other
cases are trivial.

PNNT‘Qipwct

(1) Suppose P ~Nr Q and P U8 pr— P'"{E/X}.
We have P ‘"YU progw )U/X} then there
exists Q" such that Q H«l U Q"{n(U).U/X} and

P'"{n(U).U/X} RQ"{n(U).U/X}. By the congurence of
~nr, we have (vn)(P"{n(U).U/X}|7(E).0) =N, (vn)
(Q"{n(U).U/X}|'m(E).0). By factorisation theorem,
P{E/X} =L, (vn)(P"{n(U).U/X}m(E).0) R (vn)
(Q"{n(U).U/X}|'m(E).0) =~L, Q"{E/X}. Therefore,
we have Q 22 Q"{E/X} and P"{E/X} ~L, R =L,
Q"{E/X}. By Lemma 1, R is a weak late context
bisimulation up to %ét, So we have R Czét .

(2) Suppose P ~n, @ and P (Vb)a< >
@', F, ¢ such that (va(F) Q' and (vb)(m

P’ then there exist
(P").0|'m(E).0)
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R (ve)(m(Q').0['n(F).0), where m,n are fresh names.
By the congurence of ~p,, we have (vm,n)((vd)
(S{m(U).U}|C(n(U).U))|m(P").0|'7(E).0) =N, (vm,n)
((ve)(S{m(U).U}|C(n(U).U))[m(Q").0'n(F).0).

Furthermore by Propositions 5 and 7, (vb)(S{P'}
|C(E)) =&, (vm, n)((wb)(S{m(U).U}C(n(U).U))[m(F")
0|7 (E). ) R (vm,n)((ve)(S{m(U).U}|C(n(U).U))
m(Q").0'n(F).0) ~&, (vo)(S{Q'}|C(F)). By Lemma 1,
R is a weak late context bisimulation up to ~%,, So we
have R C~%, . [ |

The following lemma is used in the proof of Proposition
10.

Lemma 2. For any P, Q, E, IF € Pre
(vb)(m[P|E) ~E, (ve)(mlQ)IF) = (vb)(m(P).0[E) ~&,
(ve)(m(Q).0|F), where m,n are fresh names.

Proof : Since (v1)(m[PI|E) ~E, (v2)(m[Q]F). by the
congurence of ~Z,, (vb)(m[P]|E)|m( U).k(U).0 =&, (ve)

(m[QI|F)[m(U).k(U).0. Therefore (z/b)(ln[P]|E)|m(U;).
k(U).0 = (vb)(k <P’> 0|E) ~¢, (VN)( (@ >0\F) =
(ve)(m[Q]|F)Im(U) <U>0 WhereP~Ct PLQ~E Q.

Furthermore since P ~& P, Q =, Q', by the congurence
of ~£,, we have (v5)(K(P).0[E) ~E, (vb)(K(P').0E)
and (v¢)(k(Q )O|F) ~&; (v8)(k(Q').0|F). Hence we get
(D) (F(P) 0[E) =&, (vE)(k(Q).0|F) "

Now we show that =~ NCt is included in ~p, .

Proposition 10. For any P, Q € Pre¢,
P XNr Q

Proof : Let R = {(P,Q) | P =~E, Q}. It is enough to
prove that R C~ . .

We discuss the case of higher order output, other cases
are trivial.

The only nontrivial case is to show how higher order
output actions of P are matched by Q.

Suppose P (Vb):a<>E> P'. By the definition of ~&,,
for all C(U) with fn(C(U)) N bn(P,Q) = (Z) for all
S{}. there exist @, F ¢ such that @ (vaa(F Q’
(wb)(S{P'}C(E)) ¢, (vO)(S{QHC(F)).

=G Q =

Let S{} = m[{}], C(U) ='n(U).0, we have (vb)(m[P’|
m(E).0) =& (vé)(mlQ ’]|'ﬁ< ».0). By Lemma 2, we
have (vb)(m(P').0\'m(E).0) ~&, (ve)(m(Q").0|'m(F).0).
Therefore R Cxy, - [ |

The following proposition is the main result of this paper,
which states the equivalence of bisimulations for HOmP.

Proposition 11. For any P, Q € Pr¢, P ~p, @ &
P=E Qe P Qe Py Q.

Proof : By Propositions 2, 3, 9 and 10. ]

5. A Variant of Normal Bisimulation

Let us see the language of HO7mP without replication
operator defined by the following grammar:

P:=0|U| PPy | (va)P | a|P]

m w=1 | a(U) | a(P)

Q a(n(:U;.U) Q/ an

such that @

(ve)(m(Q
where m, n are fresh names. Here we write Il P to denote
the parallel of k& copies of P, for example, II3 P represents

P|P|P.

S{} = m[{}], C(U)

(v) Q[T (F).0)...
[T, T (Eyn).0)
Tom (Fm).0) for any Fkq, ...,
N1y ey M. b It is enough to prove that R Crepy,. .

" (F).0]...
(Ep).0)
(Q'1(Fy).0]...

71 (F).0)...
(Em).0)
71 (F)).0)...
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We write the set of processes of this higher order -

calculus as Prp,.

In [12], Parrow has shown that in higher order m-calculus,

replication can be defined by inaction, prefix, sum, parallel
and restriction under the sense of weak bisimulations. For
example, !P can be simulated by Rp = (va)(D|a(P|D)),
where D = a(
of this HOmP without replication operator is equivalent
to whole HO7P. In the definition of normal bisimulation,
replication appears. Although we can translate replication
into other operators, the form is somewhat complicated. In
[2], we gave a variant of normal bisimulation, where parallel
of any finitary copies is used as a limit form of replication.
We proved it coincides with normal bisimulation for higher
order m-calculus in [2].

X).(X|a(X)). Hence the expressive power

In the following, we extend the variant of normal bisim-

ulation in [2] to HO#P, and then prove the equivalence of
the variant of normal bisimulation and other bisimulations.

Definition 7. A symmetric relation R C Pr¢ x Pr¢is a

weak limit normal bisimulation if P R @) implies:

(1) whenever P == P’, there exists Q' such that Q =

Q and P R Q';

a<n(:U;'U> P’, there exists Q' such that
d P' R @', where n is a fresh name;

(3) whenever P (Vb):agE) P’, there exist Q', F, ¢
WVILF) y and (vb)(m(P").0[IL(E).0) R
).0|Hkn< ».0) for all kK € N = {0,1,2,...},

(2) whenever P

We write P =2, @ if P and () are weakly limit normal

bisimilar.

Proposition 12. For any P, Q € Pr¢, P zgt Q=

P %TLOT‘ Q'

Proof : Similar to the proof of Proposition 10, just let
= II,;n(U).0. ]

Proposition 13. For any P, Q € Pr¢, P =, Q =
P%NT Q _
Proof : Let R = {((vb)(P|'m1(E1).0]...|'ftn (Em).0),

i (F).0)) ¢ (vb)(P|Iy,n1(EL).0
(v€)(Qg, n1 (F1).0[... I,
k., € N with fresh names

~
~nor

We want to prove that

(1) 1 WB)(P| (B O] | T(En) 0) R (2)(Q)
"M (F).0)  and  (vb)(P|m1(E1).0|...|'70m
== S, then there exists 7" such that (vC)
" (F).0) => T and S R T.

(vB) (P (E). 0] T (E)-0) R (0)(Q)
M (Fin).0)  and  (vb)(P|mr(E1).0|...|'70m
Iy S, there exists T' such that (vc)(Q)|
17 (F).0) ““LY T and S R T, where n

@) if
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is a fresh name.

@) it (W) (Pr(Er).0].. | (Em).0) R (v8)(Q)
T (F1).0|... Tl (Fn).0)  and  (vb)(P|i(Ex).0|... T
<Em>.0) ueaE

S, there exist T, F, f such that (v¢)(Q|
'n1<F1> 0.

N (F)-0) “2E T and (v2)(S|1m(E).0)
R (vf)(T|'m(F).0), where n is a fresh name.

Case (1): We have (b) (P (E1).0|...| " (B )
.0) :E> (ub)(P|'n1<E1> 0)..)'mm(Em).0) = S, hence
P = P Since (vb)(P|'m(E1).0]..]m(Ep).0) R
(V) QT (FL).0]. 2 (Fr).0), (vB)(PILg, o7 (E2).0)...|
M Toon(Bn)-0) or (v0) QT3 (F1).0] |, 7 (Fr)
.0) for any ki,...,k, € N, hence (vb)(P|lg,n1(E1).0
|| g, i (Em).0) == (vb)(P'|y, 77 (E1).0|...| g, T
(Em).0) = ', (ve)(QIg, A (F1).0]... U, g (Fin) .0) =
(v0)(Q' [Ty, ni(F1).0)..
T".

Ay, Tom (Fr).0) = T" and S’ ~,0r

'. Therefore (v¢)(Q|'Tr(F1).0|...'m (F)n).0) = (vc)
(Q'|MT(F1).0|..| M (F).0) =T and S R T.

Case (2): We have (vb)(P|r(E1).0|...|" T (En).

LD OB (PAT(ED O (E)-0) = 8,

am(:U;'w P’. Since
(v2)(QITT(F,).0)..)

where n is a fresh name, hence P
(vb)(P"7(E1) 0. Wi (Bwn)-0) R
Tom (Fin)-0), (vb) (P, i1 (E1).0|... Nk, i (Em).0) ~por
(uA’)(Q|Hk1nT<F1) 0l...[Hg,, W (Frn).0) for any ki, ...,

m € N, hence (vb)(P|Ig, 1 (En).0|... I, Timy (B ) .0)
aln U

QLU ) (P!, (L) O] [y, T Er).0) = S,

a{n(U).U
<v~><@|nk1m<F1> O |y, e (Fn).0) " ()@
Lo, 717 (F1).0|... [Tk, i (Fin).0) = T and S’ ~por
T'. Therefore (v&)(Q|IT(F}).0|...|!7mm (F. I
(V&) (Q' "1 (F1).0|...] o (F).0) = T and S R T.

Case (3) We have (vb)(P|'m(E1).0l...| '\ (Er).
0) “LZ (B (P 1T (EL).0). | (Epn).0) = S, hence
P (”WE P'. Since (vb)(P|!7(E).0]... ! () 0) R
(VU(QI'n1<F1> Of-.. " (Fin).0), (v0) (P [k, o1 (E1).0]...|
g, W (Em)-0) Rpor (v€)(Q, 71 (F1).0|... Iy, T (Fi)
.0) for any ki, ...,k € N, hence (vb)(P|Il;, 77 (E1).0]...

ve)a(FE ~,
(Mg, o (E)-0) Y257 (W) (P, (). 0] |, 7
(Em).0) = &', there exist 7", F, f such that (I/N)(Q|
vf)a(F
L, 77 (F)) 0] [y, T (F).0) 22 02y (|, 7ir
(F1).0]...| Ty, T (Fn)-0) = T and (v2)(S'|'(E).0) Ry
(wf)(T'|'m(F).0), where n is a fresh name. Therefore
— _ IlfiF
(v0) QT (F). 0] 17 Fn)-0) "B () (@ Iy
Ol...|mm(Fr).0) = T and (vé)(S|m(E).0) R (v f)
(T"'m(F).0).

Proposition 14. For any P, Q € Pr¢, P ~p, @ &

PzthépzétQéP%NrQépznorQ'

Proof : By Propositions 11, 12 and 13, we have the
proposition holds. [ |

6. Strong Bisimulations

We give the definitions and prove the propositions only for
the case of weak bisimulations. The definitions and propo-
sitions for weak bisimulations of HO7P can be extended to
the case of strong bisimulations.

Roughly speaking, to get the definition of strong bisim-
ulations, we just need to replace == by —, replace ==
by %, and replace I, by |, in the definition of weak
bisimulations. In the following, we give the definitions of
strong bisimulations.

Definition 8. A symmetric relation R C Pr¢ x Pr¢is a
strong contextual barbed bisimulation if P R () implies:

(1) C{P} R C{Q} for any context C;

(2) whenever P — P’ there exists )’ such that Q —
Q and P’ R Q'

(3) P |, implies Q |,.

We write P ~p, Q if P and ) are strongly contextual
barbed bisimilar.

Definition 9. Strong early context bisimilarity ~Z, is the
largest symmetric relation on closed processes R such that
P R @ implies:

(1) whenever P —— P’, there exists )’ such that Q —
Q and P’ R Q'

(2) whenever P M—EQ P’, there exists @)’ such that Q a<—E>>
Q" and P' R Q';

3) whenever P "2 prfor all C(U) with
fn(CU)) Nbn(P,Q) = 0, for all S{}, there exist @',
F, @ such that Q Y2 @' and (vB)(S{P'}|C(E)) R
(vo)(S{Q}C(F)).

We write P ~Z, Q if P and Q are strongly early context
bisimilar.

Definition 10. Strong late context bisimilarity ~%, is the
largest symmetric relation on closed processes R such that
P R @ implies:

(1) whenever P — P, there exists @’ such that Q —
Q' and P' R Q';

(2) whenever P “9 pr , there exists )" such that Q LN
Q' and for all E, P'{E/U} R Q'{E/U};

(3) whenever P (V%m P’ there exist ', F, ¢ such that
Q 22X 7 and for all C(U) with fn(C(U))N{b, e} =0,
for all S{}, (vb)(S{P'}|C(E)) R (v¢)(S{Q'}|C(F)).

We write P ~%, Q if P and  are strongly late context
bisimilar.

Definition 11. Strong normal bisimilarity ~p, is the
largest symmetric relation on closed processes R such that
P R @ implies:

(1) whenever P —— P’, there exists )’ such that Q —
Q and P’ R Q';

(2) whenever P P’, there exists Q' such that
a<n@> ) Q' and P’ R @', where n is a fresh name;

a(n(U).U)
Q
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(3) whenever P (vB)a(E) P’, there exist Q', F, ¢
such that Q@ 2% ' and (ub)(m(P').0R(E).0) R
(ve)(m(Q").0|!m(F).0), where m,n are fresh names.

We write P ~p, @ if P and @ are strongly normal
bisimilar.

Definition 12. A symmetric relation R C Pr¢ x Pr€is a
strong limit normal bisimulation if P R () implies:

(1) whenever P —— P’, there exists Q' such that Q —
Q and P’ R Q'

(2) whenever P a<n@>'U> P’, there exists @’ such that
a<n@>'U> Q' and P’ R @', where n is a fresh name;

(3) whenever P (DMD P’, there exist Q', F, ¢
such that @ (veJaiF) Q' and (vb)(m(P").0[II7(E).0) R
(ve)(m(Q").0|lLyn(F).0) for all k € N = {0,1,2,...},
where m, n are fresh names.

We write P ~,, @ if P and @ are strongly limit normal
bisimilar.

By using the technique in [1], the equivalence of ~Z, ,
zét , =N and ~,,, for HO7P can be extended to the case
of strong bisimulations, i.e., the equivalence of ~E, , ~L, ,
~Nr and ~pop.

Proposition 15. For any P, Q € Pr¢, P ~p, @ &
PNth@PNétQ<:>PNNT’Q<:>PNTLOT‘Q'

Q

7. Conclusions

In [8], higher order m-calculus was extended to a calculus
with passivation (HO7P) and bisimulations for HO7P were
presented and studied. In [8], it was showed that abstraction-
free process cannot be used to derive a normal bisimilarity in
HO~P. But it was showed that a form of normal bisimilarity
can be defined for HO7P without restriction.

The aim of this paper is to study the relation between
bisimulations for HO7P. We proposed the concepts of nor-
mal bisimulation and late context bisimulation for HOxP.
Then we prove the equivalence between normal bisimula-
tion, late context bisimulation, early context bisimulation
and contextual barbed bisimulation for HO7P. Furthermore,
we give a variant of normal bisimulation, called limited
normal bisimulation, and prove the equivalence between
limited normal bisimulation and other bisimulations. At
last, we extend the definitions and propositions for weak
bisimulations of HO7P to the case of strong bisimulations.
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Abstract: In the present paper the authors have
introduced a new symmetric key cryptographic method
called Bit Level Encryption Standard (BLES) Version-111
which is based on bit level columnar transposition
method, bit-wise generalized vernam cipher method with
feedback and bit-wise XOR operation. Recently Nath et al
has developed BLES Version-1 where they have used bit
exchange method but with some fixed block size which
were multiple of 2. Due to even power of two sometimes
there were some repeats of characters in the encrypted
file if the input plain text has also duplicate characters.
To eliminate that problem Nath et al developed BLES
Version—II where the authors have taken block size of
square of odd numbers starting from three onwards. For
scanning from right to left the authors used square of
even numbers starting from four onwards. After finishing
bit exchange the authors have performed bit-wise XOR to
make the cryptosystem almost unbreakable. In the present
work the authors changed the bit level encryption method
by using bit level columnar transposition method in
random order followed by bit level generalized vernam
cipher method and bit level XOR operation. To make the
encryption process strong the authors have reverse the
entire content of the file and applied the he same
encryption method. BLES version IIl is done pure bit
level also the authors have used the feedback which gives
extra strength to this method. The present method will be
most suitable for encrypting short message, password,
confidential key etc. The spectral analysis in the result
sections shows that the BLES version-1II method is free
from known plain text attack, differential attack or any
type brute force attack.

Keywords: BLES, modified generalized vernam cipher
method, bit level XOR operation, differential attack

1. Introduction

Due to rapid growth in data communication and network
in last few years now it is a real challenge to everyone to
send any confidential or important information from one
computer to another computer. Due to open internet
network it is now not at all difficult task to intercept any
confidential data from internet. If the confidential data is
not properly encrypted then any intruder can intercept
data and can manipulate it. The confidentiality and
genuineness of data has now become a very important
issue in computer network. To send any important
information from one user to another user normally the
people are using e-mail as their transmission media. But
the message of the e-mail can be trapped by the hacker
between sender and receiver provided it is in raw form.
So sending any kind of confidential message through e-
mail is not proper solution. The confidential message

may be trapped by any hacker between sender and
receiver and then divert it to someone else. The time has
come when the administration of any academic institute
have to implement the security policies while sending any
kind of data from one machine to other. The confidential
data must be protected from any unwanted intruder to
avoid any kind of disaster. It may be a big disaster when
some senior personnel of a business company is sending
some important business strategies to the Managing
Director of his company and the entire information is
hacked by some intruder or a hacker. After getting all
information from internet the hacker can pass it to some
rival company and this may create a real disaster in a
company. This type of disaster may happen any time
when the important data is moving from one machine to
another machine in an unprotected manner. To get rid of
this problem one has to send the encrypted text or cipher
text from client to server or to another client. To protect
any kind of hacking problems nowadays network security
and cryptography is an emerging research area where the
programmers are trying to develop some strong
encryption algorithm so that no intruder can intercept the
encrypted message. The authors here proposed method is
symmetric key cryptography

The main advantage of symmetric key cryptography is
that the key management is very simple as one key is used
for both encryption as well as for decryption purpose. In
symmetric key algorithm the key is called secret key and
it should be known to sender and receiver both and no one
else. In public key cryptosystem there are both merits and
demerits. The merit is that there are two keys to be
maintained. One key is called public key that is known to
anybody and which can be used only to encrypt any plain
text. There is another key called secret key or the private
key that is known to receiver who is supposed to decrypt
the encrypted message. The pair of keys are such that the
private key can not be constructed from the public key so
the hacker can not decrypt the encrypted text as they don’t
know the private key. The problem of Public key
cryptosystem is that one has to do massive computation
for encrypting any plain text. Moreover in some public
key cryptography the size of encrypted message may
increase. Due to massive computation the public key
crypto system may not be suitable in some system like
sensors network or mobile network. In the present work
the authors are proposing a symmetric key method called
BLES version-III method which can be applied in sensor
network, mobile network, ATM network.

The present method uses bit level transposition method
followed by bit level modified generalized vernam cipher
method and then bit-wise XOR operations. Firstly, the
entire file is converted into bits. After that the keygen()
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function is called to generate encryption number and the
randomization number. These two numbers are calculated
from user entered secret key. The entire bits of the file is
then placed in a 2-dimensional matrix of size nx8. The
columns are extracted randomly according to the number
found in the randomized matrix . After finishing bit-wise
columnar transposition method the entire bit streams are
taken block-wise and applied generalized cipher method
with feedback. In first column the feedback bit is taken as
‘0’ and then in subsequent column the carry bit is taken as
the feedback. Finally the bit-wise XOR is performed
where first bit is XROED with the last bit and substituted
in first bit similarly the bit-2 is XORED with last but one
bit and substituted in bit-2 and this way the entire bits
were XORED. The above three methods were performed
repeatedly according to encryption number.

The multiple encryptions make the system very secure.

2. BLES Version-III Algorithm:

Encryption Algorithm:

Step-0: Start

Step-1: Enter input file name (plaintext file) and store it
in inputFile

Step-2: Enter output file name (ciphertext file) and store
it in outputFile

Step-3: Enter the password.

Step-4: Copy the input file to a temporary file

Step-5: Use module-1 to compute the number of times to
randomize and the encryption number

Step-6: i=1

Step-7: if i<=encryption number then goto step-8 else
goto step-13

Step-8: Use module-2 to perform columnar transposition
method

Step-9: Use module-3 to perform bitwise generalized
vernam cipher method

Step-10: Use module-4 to perform bitwise XOR.
Step-11: Convert the file back to bytes and write it in the
outputFile. This is the encrypted file

Step-12: i=i+1, goto step-7.

Step-13: End

Module 1: Calculation of Encryption Number and
Randomization Number (Keygen)
Step-0: Start.
Step-1: len=length of the password
Step-2: If len<8 then, base=9-len
else base=1
Step-3:Initialize s1=0,i=0
Step-4: Calculate the following:
a)pow=base(i+1)
b)n=ascii value of i character of

password
c)sl=sl+pow*n
Step-5: if i<len goto Step-4.
Step-6: s2=sum of digits of s1
Step-7: Randomization Number: r_times=s1%s2
Step-8: if r_times==0 or r_times>64, then r_times=64
Step-9:Initialize s3=0,i=0
Step-10: Calculate the following:
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a)pow=Dbase”(i+1)
b)n=ascii value of (len-l-i)lh character
of password
¢)s3=s3+pow*n
Step-11: if i<len goto Step-4.
Step-12: s4=sum of digits of s3
Step-13: Encryption Number: en_num=s3%s4
Step-14: if en_num==0 or en_num>64, then
en_num=64
Step-15: End

Example:

Suppose the user entered a key= “ABCD”

Therefore the length of the key=4

i) To calculate randomization number we proceed as
follows:

a. Calculate a sum from the given text key as follows:
Sum=% base™"* * ASCII value of character

Here for ASCII code of A=65, B=66, C=67, D=68
Base=5

Therefore s1=5' * 65 + 5* * 66 + 5° * 67 + 5% *
68=325+1650+8375+42500=51365

b. Calculate again sum of the digits in sl as
$2=5+1+3+6+5=20

c. Find the modulo with sl to obtain randomization
number:

R_times=s1 % s2=51365 % 20=15

(i) To calculate encryption number we proceed as
follows:

a. Calculate a sum as follows:
S3=51*68+52*67+53*66+54*65=340+1675+8250+
40625=50890

b. Sum of digits in s3  is s4=5+0+8+9+0=22

c. Therefore encryption number is:
en_num=s3 % s4=50890 % 22 =4

Module 2: COLUMNAR TRANSPOSITION METHOD
ALGORITHM

Step-0: Start

Step-1: length=length of the file

Step-2: Convert the byte file to bits in reverse order.
Step-3: Extract 8 bits at a time.

Step-4: Complement the bits

Step-5: Xor bit-i with bit-(7-i) and store it in bit-(7-i),
where i= {0,1,2,3}

Step-6: Store the bits in a file.

Step-7: Generate the key using Module Keygen

Step-8: Run=0, len=length*2

Step-9: while run<en_num repeat steps 10 to 16

Step-10: Extract all the bits from the file and store it
column wise in a matrix col_matrix1 [4][len]

Step-11: Randomize the columns using MSA algorithm.
Step-12: Store randomized values in col_matrix2 [4][len]
Step-13: Divide the bits into four sections and store it in
four files.

Step-14: Repeat the steps 10 to 12 for these for files.
Step-15: Store the randomized bits in the file.

Step-16: run=run+1

Step-17: End
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Module 3:Bit-wise generalized Vernam Cipher method
using feedback

Here key should be same length as the input file. The key
is essentially a stream of bits. You have to decide how
many bits should be ‘1’ and how many bits should be ‘0’.
Then randomize the bit pattern of the key pad. Apply
vernam cipher method with the bit patterns of modulel.
This method you have to apply multiple times in both
ways from left to right and then from right to left.

Step-0: Start.

Step-1: len=8*length of the password

Step-2: Initialize size=(square root of len) + 1, f=0, ky[] of
size len, key[][] of size [size][size], arr[] with 8§ zeros.
Step-3: If f<len/8 goto step 4 else goto step 10

Step-4: Extract a character from pass and store it in val
Step-5: if number of elemens in ky[]<len goto Step-6 else
goto step 9.

Step-6: Extract 8 bits of val at a time and store them in
varf[]

Step-7: val=val/2 after extraction of each bit

Step-8: Reverse the elements of arr and store them in ky[]
Step-9: f=f+1

Step-10: Initialize x=0

Step-11: Store the elements of ky[] in the 2D array
key[1[].

Step-12: Randomize the elements of key[][] and store
them in a key file till the length of the key file becomes
equal to the number of bits in the input file.

Step 13: Initialize run=0

Step 14: if run<en_num goto step 15 else goto step 24.
Step-15: Initialize feedback=0.

Step-16:val=bit extracted from input file.

Step-17: k=bit extracted from key file

Step 18: s=binary sum of val, k and feedback.

Step 19: if s=(0), or s=(10), then cipher text bit=(0),, else
if s=(1); or s=(11), then cipher text bit=(1),,
feedback=carry of the sum in both the cases.

Step 20: Store the cipher text in a temporary file file2.
Step 21: Reverse the contents of file 2 and store it in
another temporary file filel.

Step 22: run=run+1.

Step 23: Goto step 14.

Step 24: Reverse the contents of filel.

Step 25: End.

Module 4: Bit-wise XOR

We perform bit-wise XOR with bit-1 with bit-n(last bit)
and substitute in position-n and bit-2 with bit-n-2 and
substitute in position-n-2. This way the complete file you
have to perform xor operation.

Step-0: Start.

Step-1: Store the end location (n-1) in End

Step-2: Store starting location (0) in Start

Step-3: If value at end== value at end, store O in end else
store 1 in end.

Step-4: Start=Start+1

Step-5: End = End -1

Step-6: if End >= n/2, then goto step 3.

Step-7: End.

Decryption Algorithm:
Step-0: Start

Step-1: Enter input file name (Encrypted File) and store it
in inputFile

Step-2: Enter output file name (Decrypted File) and store
it in outputFile

Step-3: Enter the password

Step-4: Copy the input file to a temporary file

Step-5: Use module-1 to compute the number of times to
randomize and the decryption number

Step-6: i=1

Step-7: if i<=decryption number then goto step-8 else
goto step-13

Step-8: Use module-4 to perform bitwise XOR operation
Step-9: Use module-3 to perform bit generalized bitwise
vernam cipher method.

Step-10: Use module-2 to
transposition method.

Step-11: Convert the file back to bytes and write it in the
outputFile. This is the encrypted file.

Step-12: i=i+1, goto step-7.

Step-13: End

The modules have been described in our encryption
algorithm. The only difference is that decryption methods
will work in reverse order of the encryption process.

perform  columnar

3. Results and Discussion

The present method i.e. BLES-III applied on various
repeated patterns such as ASCII ‘0’, ASCII ‘1’ and so on.
Normally none of the standard method will give good
results on these patterns but the present method shows the
results are quite satisfactory. We found it gives a random
set of characters for any input stream of characters. Some
of the results is shown in frequency graph and some
encrypted patterns are shown as it is. The most
interesting part is that out of ‘n’ characters if one
character is different then also the encrypted patterns are
coming different which is not possible in standard
cryptographic methods. The following are the frequency
graphs of the cipher text files obtained from files
containing a sequence of 1000 single ASCII characters.

Frequency Graph for ASCII 0
12

10

nl ’ ‘ ‘ ‘ H‘ m Frequency

< o 30 ca 0 -~
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Some pairs of similar text patterns and their
corresponding  cipher  texts are as  follows:

Pattern-1: aaaabaaaa

Password: 1234 Encryption No.:10 RandomizationNo: 8
Cipher ext

Pattern-2: aaaacaaaa

Password: 1234 Encryption No.:10 RandomizationNo: 8
Cipher text:w
Pattern-3: ababababa

Password: abcdef Encryption No.:9 RandomizationNo: 9
Cipher textzm

Pattern-4: ababababb
Password: abcdef Encryption No.: 9 RandomizationNo: 9
Cipher text:m

Pattern-5: 15ASCII ‘0’ + ASCII ‘I’
Password: qwerty Encryption No.:18 RandomizationNo:
12
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Pattern-6: 15ASCII ‘0’ + 2ASCII ‘1°

Password: gqwerty Encryption No.:18 RandomizationNo:
12

[CH i
Cipher text ;Lﬁ.]ﬁ DO LR

Pattern-7: 15ASCII ‘0’ + ASCII ‘1’ + 15ASCII ‘0’

Password: pass Encryption No.:15 RandomizationNo: 64
£aNIGh

G_CH ] a8 BY=C~w- equy

Cipher text :e=2
Pattern-8: 15ASCII ‘0’ + ASCII “2° + 15ASCII ‘O
Password: pass Encryption No.:15 RandomizationNo: 64
Cipher text:

HithdrZK:abESA" /2madd IMp 1CEEE (1

Pattern-9: babababab
Password: wxyz Encryption No.:8 RandomizationNo: 24

Cipher text: PCER]E =%y« ¢

Pattern-10: aabababab

Password: wxyz Encryption No.:8 RandomizationNo: 24
Cipher text:m
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Encryption of a piece of plain text:

Plain text:

A Christian Minority Higher Educational Institution, St.
Xavier's was founded in 1860 by a Catholic Minority
Religious body, the Society of Jesus, and was affiliated to
Calcutta University in 1862. While preference is shown to
the educational and cultural needs of the Minority
community, admission is open to all irrespective of caste,
creed and nationality!

Password : 1234
En_num: 10
R_num:8

Encrypted text:

15cin?a £fous"|Z--LissdIREDS
LE 3510 Yaald [, 68|10 aCBRynibr(-52

ﬂ;FTEh El:f‘;‘BE‘ 4+uT 23R | 23

Worzdog 01 {0 gir s

4. Conclusion and Future Scope:

The present method can not be decrypted using any brute
force method as the entire encryption process was done in
bit level. None of the operations are in byte level. The
encrypted text cannot be decrypted without knowing the
exact initial random matrix. To complete the whole
process we choose any of the random matrices to perform
bit exchange method and there is no similarity between
any two matrices and even if there is then it is very hard to
find out the similar ones. The spectral analysis shows that
our present method is free from standard cryptography
attacks namely brute force attack, known plain text attack
and differential attack. BLES-III may be most effective to
encrypt short message service (SMS) in mobile phone or
to encrypt password. BLES-III was tested on various
types of files such as audio file, video file, any database
file etc and in every case the result found was quite
satisfactory. The present bit level encryption method may
be made further complex by adding random bit-wise
permutation method, bit wise left shift and right shift
method and bit-wise complement operations in random
order. The authors are now working on that to make the
ultimate bit level standard unbreakable.

topl1
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Energy Efficient Multi Level Authentication in Sensor
Network

A. Shish Ahmad, B. Dr. Mohd. Rizwan Beg
CSE Department, Integral University, Lucknow, India

Abstract- Sensor networks are deployed for various
monitoring applications. The sensed data is
reported to base station in multi hop fashion. The
reporting should be in secure manner so that the
adversary can’t forge the data and can be
prevented from any masquerade attack. Public key
schemes are best suited for one-way authentication
as compare to symmetric one, but consume more
energy at sensor on applying them.

We has proposed three level of
authentication(MLA)  using  symmetric  and
asymmetric approaches. We have applied the
algorithm in such a way that the total energy
consumption in the process is minimized. We have
identified those calculations which are not
necessary to be performed on sensor node, shifted
to base stations to save the energy at nodes. In this
fashion, we are able to provide a complete security
service including confidentiality, authentication,
data integrity in the network and also extend the life
time of sensor network. Our proposed approach is
oriented for to those application areas where
authentication is the primary concern.

Key Words-RC4, Stream Cipher, Block Cipher,
Encryption and Decryption, Sensor network,
Security, Authentication, DSS, Deffie-Hellman.

1. Introduction

Wireless sensor networks have become a
promising future to many applications, such as
smart houses, smart farms, smart parking, smart
hospitals, habitat monitoring, building and structure
monitoring, distributed robotics, industrial and
manufacturing, and national security. In addition to
common network threats, sensor networks are more
vulnerable to security breaches because they are
physically accessible by adversaries. Imagine the
damage caused by compromised sensor network in
sensitive military and hospital applications. These
are often deployed in unattended environments, thus
leaving these networks vulnerable to passive and
active attacks by the adversary. The conversation
between sensor nodes Can be eavesdropped by the
adversary .The adversary can be aware of the
conversation between the sensors and can forge the

data. Sensor nodes should be resilient to these
attacks. Since Sensor nodes are

resource constrained and run on battery, energy
consumption should be low to make it operate for
many days.

Authentication & confidentiality is very much
concern in battle-field scenarios, where fraudulent
node impersonate as a legitimate sensor .Public key
methods consist of power hungry function, so
symmetric key approaches are preferred for
applying confidentiality on sensors as compare to
asymmetric one. But symmetric approaches do not
give complete security services like authentication
etc. Here we have applied public key approaches in
such a way that total energy consumption decreases
as compare to traditional one, as well as we are able
to gain full security services.

Due to the small battery backup of Sensor Node,
security algorithm must consume low power.
Symmetric key are efficient for providing security
services like confidentiality, but its is more
Vulnerable and does not provide all the security
services like authentication as provided by public
key methods. Public key algorithm is less efficient
than symmetric key algorithm because it consume
more energy than symmetric key due to power
function calculation to generate encoded data.

1.1 Our Contribution

In form of a security framework we make three
level energy efficient authentication in securing
sensor networks:

Energy efficient Digital signature standard
(EEDSS) in such a way to mitigate the
authentication related attacks.

Energy efficient Deffie-Hellman (EEDHA)/
Energy efficient Elleptic Curve cryptography
(EEECC) in such a way to ensure the authentication
and key distribution related issues.

Open feedback mode (OFB) using RC4 instead
of DES for providing confidentiality and
authentication both efficiently.

So here we are providing a complete security
mechanism (authentication, confidentiality & Key
distribution) with three level authentication. Here
we are also saving the energy of sensor nodes by
identifying & shifting those steps which are not
necessary to be performed on sensor node to base
station.
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1.2 Implementation assumption

e Each Sensor Node has unique id assigned
before deployement.

e Sensor nodes are homogeneous and Static.

e Constant power supply, i.e no change in
capacitance, resistance and inductance
in hardware

e It should be ensured that adversary cannot
compromise Sensor Nodes immediately
after nodes are deployed. He takes a few
minutes of time to compromise them
after they are deployed.

e Each Sensor node has a comparator also.

¢ 8051 microcontroller in sensor of
XLAT=11.0592 MHz and 12 clock per
machine cycle.

e Radio frequency module is constant.
Transmission and receiving power is
constant.

2. Energy Efficient Digital
Signature standard- First
Level Authentication

This is the first phase of authentication in sensor
network. Here we are applying DSS approach in
energy efficient way. We applied DSS in such a
way that the total energy consumption at sensor
node is decreases for producing the signature. Here
we have identified and shifted those steps of Digital
signature algorithm to the base station.

A digital signature is an authentication
mechanism that enables the creator of a message to
attach a code that acts as a signature. Typically the
signature is formed by taking the hash of the
message and encrypting the message with the
creator’s private key. The signature guarantees the
source and integrity of the message.

The National Institute of Standards and
Technology (NIST) has published Federal
Information Processing Standard FIPS 186, known
as the Digital Signature Standard (DSS). The DSS
makes use of the Secure Hash Algorithm (SHA)

2.1 The DSS Approach

The DSS uses an algorithm that is designed to
provide only the digital signature function. Unlike
RSA, it cannot be used for encryption or key
exchange. Nevertheless, it is a public-key
technique.

In the RSA approach, the message to be signed is
input to a hash function that produces a secure hash
code of fixed length. This hash code is then
encrypted using the sender’s private key to form the
signature. Both the message and the signature are
then transmitted. The recipient takes the message
and produces a hash code. The recipient also
decrypts the signature using the sender’s public key.
If the calculated hash code matches the decrypted
signature, the signature is accepted as valid.

Because only the sender knows the private key,
only the sender could have produced a valid
signature.

The DSS approach also makes use of a hash
function. The hash code is provided as input to a
signature function along with a random number
generated for this particular signature. The
signature function also depends on the sender’s
private key (PRa) and a set of parameters known to
a group of communicating principals. We can
consider this set to constitute a global public key
(PUG )The result is a signature consisting of two
components, labeled sand r.

Following figure illustrate the DSS approach

Figure 1: DSS Approach

At the receiving end, the hash code of the
incoming message is generated. This plus the
signature is input to a verification function. The
verification function also depends on the global
public key as well as the sender’s public key (PUa)
, which is paired with the sender’s private key. The
output of the verification function is a value that is
equal to the signature component if the signature is
valid. The signature function is such that only the
sender, with knowledge of the private key, could
have produced the valid signature.

2.2 Proposed method-

To provide the authentication in sensor network,
we will use DSA as follows.

This is the first level authentication. Our
method is elaborated in three phases. Following
phases summarizes the proposed method

1) Phase-1- Before deployment of the sensors

Selection of Global Public-Key Components-

We choose three parameters at base station that
are public and can be common to a group of sensor.

To choose these parameter a 160-bit prime
number is chosen. Next, a prime number p is
selected with a length between 512 and 1024 bits
such that g divides (p - 1). Finally, g is chosen to be
of the form h(p-1)/q mod p, where h is an integer
between 1 and (p-1) and with the restriction that
must be greater than 1 as follows.

p prime number where 2L _ 1 <p < 2L for
512 <= L <=1024 and L a multiple of 64; i.e., bit
length of between 512 and 1024 bits in increments
of 64 bits.

Ver = Compare
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q prime divisor of (p _ 1), where 2159 <qg<
2160; i.e., bit length of 160 bits.

g h(p _ 1)/q mod p, where h is any
nteger with 1< h< (p _ 1) such that h(p _ 1)/q od
p>1

o .Selection of private keys & generation of
public keys

Next we choose different private keys for each
sensor and calculate its corresponding public key
and deploy pair of private & public to each sensor
as follows.

e Sensor’s Private Key

X random or pseudorandom integer with 0<
X< q.

Sensor’s Public Key

y=g"mod p

The calculation of given is relatively
straightforward. However, given the public key , it
is believed to be computationally infeasible to
determine , which is the discrete logarithm of y to
the base g, modp.

e Creation of partial signature at the base
station

To create a signature, a user calculates two

quantities, r and s , that are functions of the public

key components (p,q,g) , the user’s private key (x), ,

and an additional integer k that should be generated

randomly or pseudorandomly and be unique for
each signing as follows.

Because in signing r is not depended on
message, so we pre calculate the value of r and
value of K-1land deploy it to the sensors before the
deployment of the sensors with their public key.

. r=(gk mod p) mod q

Signature= (r, s)

Where k is random or pseudorandom
integer with 0< k< q.

Deploy the signature value at the corresponding
with their public key.

2) Phase-11- Deployment of the sensors

After loading the signing function and public
key, we deploy the sensors in random fashion.

3) Phase-111- After deployment of the sensors

After deployment each sensor shares its public
key to its neighbours.

After sensing the message and calculating the
message hash H (M), the sensor calculate rest of
signature part s as follows.

s =[K-1 (H(M) _xr)] mod q

The sensor forward this message to its next hop
with its signature.

The receiving senor verify the coming message
by its signature as follows, and if its find legitimate
then it forward this message with its own signature
to next hop.

w=(s’)-1 mod q

ul=[H(M’)w] mod q

u2 =(r’)w mod q
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v = [(gul yu2) mod p] mod g

where v is the is a function of the public key
components, the sender’s public key, and the hash
code of the incoming message

if v==r, message is accepted and forward it to
next hop else reject the coming message.

2.3 Analysis and Result

Calculation
deployement

of r &K-lat base station before

Global public elements
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) 4 v \ 4
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number - r
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Figure 2 :operations at base station

r=r_function(k, p, g, g) = (gk mod p) mod q
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Figure 3:operations at sender end (sensor) S

s= s_functiom(H(M), k, x, r, q) = (k_1 (H(M) +
xr))mod g
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Figure 4:operations at receiver end (sensor/Base)
w=W(s’, q) =s’_1mod q
v=Verification(y, q, g, H(M’), w, r’)
= ((g(H(M”)w) mod q yr’'w mod q) mod p) mod g

From the above figure 2, we can see that we
save those energy of sensors by which are involved
for the calculation of r & k-1by shifting these steps
at the base station.
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e Time taken for calculation of r
=(12/11.0592) * number of machine
cycle (13)* private keys of sensor

e Time taken for -calculation of k-1=
(12/11.0592) * number of machine
cycle (16)*((k/10)+1)

e Total time saved (Tcpu)= Time taken for
calculation of r + Time taken for
calculation of k-1

e Total Energy saved (E) = K1* Trfm + K2
*Tcpu_new

where Tcpu_new = time taken by the CPU at
increased bit rate , Trfm = time taken by the
transmission of data. K1 and K2 are the constant
that depend on the current consumption of the
RFM and CPU respectively at chosen frequency
and transmission power.

Let private key is 255. Let value of k is also 255.

Total time Total time  saved (Tcpu)= 3.597
+460.0694

So E = Tcpu= 463.66614 pus/  per
sensor=0.4636661ms/sensor.

25 ~

v .
"Y?v\\j/( -

05 A

processing Time saved by processor
{ms})

a 300 1000 1500

Mumber of sensors
Figure 5: Time consumed at sensor node at different sensor

3. EEECC/EEDHA- Second
Level Authentication

This is the second phase of authentication. We
used Energy efficient ECC & Energy efficient
DHA, to distribute the private & public key
between sensor nodes. This technique is energy
efficient because, we are identifying the steps which
are not necessary to be performed at sensor node
shifted to base station used for generation of
symmetric keys between the node. We use that
private & public key and generate symmetric key.

3.1 EEDHA Phases

3.1.1 Phasel: Before deployment of the Sensor
Nodes using Deffie Hellman algorithm

e The Base Station select global elements g

and o such that q should be a prime

number not more than 1024 bits and o

should be less than g and also be the

primitive root of q or generator(base) of g.

e The base station select any private value X

that should be less than q for every node
differently and for itself also.

experimentl °
experiment2

experiment3

e The base station calculate public value for
every station (including itself as node) Y
by using following equation

Y=o mod ,
Now we deployed every node with private and
public values l,e, X and Y respectively with only
public value q.
3.1.2 Phase 2: After deployment of each Sensor
Nodes using Deffie Hellman algorithm

e Now every node of our static network
broadcast their public value Y to its
neighboring nodes with its id.

e Now every node calculate its secret key
(that will be different for each pair) by
using following equation.

K=Y” mod q

e Now every node has a secret key to
exchange the message to each other with
its id. This show confidentiality, data
integrity and authentication to each other.

e Then as first message every node sends a
HELLO packet to its neighbors containing
its id and a nonce starting with 1 and
encrypted with respective Key.

e Now the receiving node receives and

decrypts the HELLO packet and store the
Nonce with id.
For any next message between them every
packet contains the Nonce with a
increment of one with the data so that the
receiver can verify that the current data is
not a duplicate one using comparator. So it
can prevent the replay attack.

3.1.3 Phase 3: Addition of a new node in exiting
Network using Deffie Hellman algorithm

e Now if a new Sensor Node is deploys to
the exiting one with the same public values
that is X, Y & g. It exchanges the public
value Y and g to its neighbors.

e By using above method the neighbors
generate the corresponding keys by
selecting any random value X that should
be less than g.

3.2 EEECC Phases
3.2.1 Phasel Before deployment of the Sensor
Nodes using ECC

e The Base Station select a large integer q,
which is either prime number p or an
integer of the form 2m and elliptic curve
parameter a and b for following equation.

Y2 +xy=x3+ax2+b.
This defines the elliptic group of points Eq(a,b).
The base station also picks a base point G from the
above points whose order is a very large value n.

e The base station select private value
nl,n2....nN for sensor nodes 1,2....n
respectively, which is less than n for every
station and for itself also. These are the
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private keys for each of the sensor nodes
and base station.

e The base station generates public keys for
each of the sensor nodes and for itself by
following equation.

P=n*G
Where n and P are the private and public
values of the nods.
3.2.2 Phase After deployment of each Sensor
Nodes using ECC

e Now every node of our static network
broadcast their public value P to its
neighboring nodes with its id.

e Now every node calculate its secret key
(that will be different for each pair) by
using following equation, let second node
is the neighbor of the first node, so by
using following equation 1 and 2 generate
same key K( symmetric Key) at both the
end.

K=nl*p2 (at node 1) and K=n2 * p1 ( at
node 2)

e Now every node has a secret key to
exchange the message to each other with
its id. This show confidentiality, data
integrity and authentication to each other.

e Then as first message every node sends a
HELLO packet to its neighbors containing
its id and a nonce starting with 1 and
encrypted with respective Key.

e Now the receiving node receives and
decrypts the HELLO packet and store the
Nonce with id.

e For any next message between them every
packet contains the Nonce with a
increment of one with the data so that the
receiver can verify that the current data is
not a duplicate one using comparator. So it
can prevent the replay attack.

3.2.3 Phase 3: Addition of a new node in exiting
Network using ECC

e Now if a new Sensor Node is deploys to
the exiting one with the same values that is
nR, PR and G It exchanges the public
value PR and G to its neighbors.

e By using above method the neighbors
generate the corresponding keys by using
its previous value that is encrypted with its
symmetric key.

3.3 Analysis & Result

So in the above phases, we found and shifted
those steps of key/Cipher text generation to the base
station, which is not necessarily required at sensor
node, because public key method involve power
function calculation, which is more power hungry,
we minimizes this consumption by shifting it.

Following low level assembly code shows one of
the power function calculation for Deffie-Hellman
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algorithm.After  shifting one

calculation to the base station.
Total energy saved _ (clock per machine cycle/

frequency of processor) * Total mac\hine cycle to
calculate the power_function.

power function
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Figure6: Time consumed at sensor node at different sensor
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Figure7: Time consumed at sensor node at different sensor

4. RC4- A Third Level
authentication

This is the third level of authentication, here the
initialization vector act as authenticator. The key
found from the second phase used as key for
applying the confidentiality using RC4.

Its implementation is also very easy in Output
feed back mode because output feedback mode is
only supported stream cipher technique and consists
of several simple machine operations, which makes
the processing very fast. According to the journals ,
RC4 is 5 times faster than DES and 15 times faster
than Triple-DES. Key size for the algorithm is very
flexible, which ranges from 1 to 255 bytes (8 to
1024 bits). The bytes of the static memory used as
an underlying key base changes after every byte
processes. Secure Socket Layer / Transport Layer
Security (SSL/ TLS) and Wired Equivalent Privacy
(WEP) protocol use RC4. SSL/ TLS uses some
other algorithms too. This cipher is mainly used to
encrypt/ decrypt files and data in transit.

4.1 RC4 Security and Efficiency
RC4 should be considered secure if keys of
length higher than 128 bits are used. In WEP, RC4
in combination with a particular method for
generating its keys, was broken. The weakness is
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not of RC4 itself, but how it is used in WEP. RC4 is
extremely efficient in software implementations,
since only byte operations are used.

RC4 should be considered secure if keys of
length higher than 128 bits are used. In WEP, RC4
in combination with a particular method for
generating its keys, was broken. The weakness is
not of RC4 itself, but how it is used in WEP. RC4 is
extremely efficient in software implementations,
since only byte operations are used.

RC4 falls short of the standards set by
cryptographers for a secure cipher in several ways,
and thus is not recommended for use in new
applications.

Unlike a modern stream cipher (such as those in
eSTREAM), RC4 does not take a separate nonce
alongside the key. This means that if a single long-
term key is to be used to securely encrypt multiple
streams, the cryptosystem must specify how to
combine the nonce and the long-term key to
generate the stream key for RC4. One approach to
addressing this is to generate a "fresh” RC4 key by
hashing a long-term key with a nonce. However,
many applications that use RC4 simply concatenate
key and nonce; RC4's weak key schedule then gives
rise to a variety of serious problems.

Many stream ciphers are based on linear
feedback shift registers (LFSRs), which while
efficient in hardware are less so in software. The
design of RC4 avoids the use of LFSRs, and is ideal
for software implementation, as it requires only byte
manipulations. It uses 256 bytes of memory for the
state array, S[0] through S[255], k bytes of memory
for the key, key[0] through key[k-1], and integer
variables, i, j, and k. Performing a modulus 256 can
be done with a bitwise AND with 255 (or on most
platforms, simple addition of bytes ignoring
overflow)

4.2 Stream Cipher V/S Block Cipher

Stream ciphers are often used in applications
where plaintext comes in quantities of unknowable
length where as in Block ciphers the length of the
plaintext is known .

In Stream Ciphers the encryption and decryption
process is done bit by bit where as in Block Ciphers
the encryption and decryption process is done on
the block of data .

Stream Ciphers are more faster than Block
Ciphers because in Stream Ciphers the
encryption/decryption is performed bit by bit while
in Block Ciphers the encryption/decryption is
performed on the block of data .

Block ciphers must be used in ciphertext stealing
or residual block termination mode to avoid
padding, while stream ciphers eliminate this issue
by naturally operating on the smallest unit that can
be transmitted (usually bytes).

Stream ciphers are often used in applications
where plaintext comes in quantities of unknowable
length—for example, a secure wireless connection.
If a block cipher were to be used in this type of
application, the designer would need to choose

either transmission efficiency or implementation
complexity, since block ciphers cannot directly
work on blocks shorter than their block size.

In cryptography, a stream cipher is a symmetric
key cipher where plaintext bits are combined with a
pseudorandom cipher bit stream (keystream),
typically by an exclusive-or (XOR) operation . In
cryptography, a block cipher is a symmetric key
cipher which operates on fixed-length groups of
bits, termed blocks, with an unvarying
transformation .

4.2 Encryption And Decryption Of Rc4

4.2.1 Encryption

The encryption in RC4 is done with the help of
two algorithms shown below-

The key-scheduling algorithm (KSA): The key-
scheduling algorithm is used to initialize the
permutation in the array "S". "keylength" is defined
as the number of bytes in the key and can be in the
range 1 < keylength < 256, typically between 5 and
16, corresponding to a key length of 40 — 128 bits.
First, the array "S" is initialized to the identity
permutation. S is then processed for 256 iterations
in a similar way to the main PRGA algorithm, but
also mixes in bytes of the key at the same time.

The pseudo-random generation algorithm
(PRGA): The lookup level of RC4. The output byte
is selected by looking up the values of S(i) and S(j),
adding them together modulo 256, and then looking
up the sum in S; S(S(i) + S(j)) is used as a byte of
the key stream, K. For many iterations as are
needed, the PRGA modifies the state and outputs a
byte of the key stream. In each iteration, the PRGA
increments i, adds the value of S pointed to by i to j,
exchanges the values of S[i] and S[j], and then
outputs the value of S at the location S[i] + S[j]
(modulo 256). Each value of S is swapped at
least once in every 256 iterations

4.2.2 Decryption
It is reverse of encryption process i.e., in this the
k which we get in the key generation process is
XOR with the cipher text which we get from
encryption process. So the equation is as follows-
P.T = (k XOR C.T)

Where  P.T = Plain Text
C.T = Cipher Text
k = Key
4.3 Output Feedback Mode

The output feedback(OFB) mode has advantages
over cipher feed-back mode, because in encryption
process it encrypt the data in stream mode.

The output feedback (OFB) mode makes a block
cipher into a synchronous stream cipher: it
generates keystream blocks, which are then XORed
with the plaintext blocks to get the ciphertext. Just
as with other stream ciphers, flipping a bit in the
ciphertext produces a flipped bit in the plaintext at
the same location. This property allows many error
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correcting codes to function normally even when
applied before encryption.

Following is the systematic diagram of output
feedback mode operation. Because of the symmetry
of the XOR operation, encryption and decryption
are exactly the same:

Initialization Wector (IWV)

-

Strearn Cipher
ey = | Encryption Key -

Plaintext Plaintext
T T T T 011 = T T
w

Ciphertext

Strearn Cipher
Encryption

Ciphertext
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Following is the proposed diagram of OFB mode
using RC4 as stream cipher encryption. In this
technique we encrypt data bit by bit or character by
character to increase the encryption speed. Here the
initialization vector can be used as a key for
providing the authentication.

* i hd
Strearm Cipher
ey -— Encryption

Plaintext
- O A I -y

A v

Ciphertext

Output Feedback (OFB) mode encryption

Each output feedback block cipher operation
depends on all previous ones, and so cannot be
performed in parallel. However, because the
plaintext or cipher text is only used for the final
XOR, the block cipher operations may be
performed in advance, allowing the final step to be
performed in parallel once the plaintext or cipher
text is available. It is possible to obtain an OFB
mode key stream by using CBC mode with a
constant string of zeroes as input. This can be
useful, because it allows the usage of fast hardware
implementations of CBC mode for OFB mode
encryption.

Using OFB mode with limited feedback like
CFB mode reduces the average cycle length by a
factor of 232 or more. A mathematical model
proposed by Davies and Parkin and substantiated by
experimental results showed that only with full
feedback an average cycle length near to the
obtainable maximum can be achieved. For this
reason, support for limited feedback was removed
from the specification of OFB.

4.4 Analysis of OFB

The first advantage of using OFB method is tha5
bit errors in transmission do not propagate. For
example, if a bit error occurs in C1 , only the
recovered value of P1 is affected; subsequent
plaintext units are not corrupted. With CFB, C1
also serves as input to the shift register and
therefore causes additional corruption downstream.

The second advantage of using OFB method is
the use of Initialization vector (IV) as
authentication key using MAC as authenticator .We
can also use 1V to prevent replay attack, because at
each iteration we shift the IV left, so cable to
behave as a nonce each time to denote that this
current message is a fresh message.

The third advantage of using OFB is that we can
encrypt the message using stream Cipher technique
and that will increase the encryption and decryption
time, so the energy consumption will decrease.

Figure 8: OFB

The fourth advantage is that no padding is
required at the end of data to complete the block, so
overhead decreases.

4.5 Result And Analysis

We have proposed that if we use RC4 (a stream
cipher technique) instead of DES (i.e; block cipher
technique) in output feed back mode the total time
for encryption and decryption will reduce at sensor
node.

To prove the above method, following graph
shows the time taken for encryption/Decryption
using RC4 as stream cipher and Hill Cipher as a
block.
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Encryption Time of RC4 & Hill Cipher
Figure 9: Comparision between stream & Block cipher

Here we observed that the time taken for stream
cipher is much less than block cipher.

As per above discussion it seems that encryption
as well as decryption speed in stream cipher is more
than block cipher. Also in CFB and OFB block
cipher modes of operation is much faster than CBC
mode.

As well as no bit padding is require in stream
cipher for encryption, but in block cipher we add
extra bit to complete the block for encryption.

Using CFB or OFB using we get more security
services at sensor node i.e. Confidentiality,
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authentication, data integrity and freshness of the
message.

So in future we can use block cipher encryption
techniques in such a way that it can consume less
time and less power as stream cipher.

5. Conclusion And Future
Work

Multi level authentication(MLA) assures there is
no impersonation in the network and secure our
network from intruder nodes strongly. This
application is preferred in those areas where the
higher level of authentication is required like
battlefield scenarios and in defence application
where authentication matters.

Appling multilevel authentication total energy
consumption is increased slightly as the result
shows( in terms of processor time).

Using above techniques we are getting, a number
of  security services like  authentication,
confidentiality, data integrity, non-repudiation, etc.
With complete security solutions, we are also
minimizing routing overhead, because the
intermediate node will reject the messages to move
forward generated from a false node.

So by using MLA we are getting complete
security services at a cost of sightly increased
energy.
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Energy Efficient Encryption using Counter mode
of operation in Wireless Sensor Network
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Abstract- Sensor networks are deployed for
various monitoring applications. The reporting
should be in secure manner so that the adversary
can’t forge the data and can be prevented from any
disclosure. In this paper we have identified those
calculations which are not necessary to be
performed on sensor node for securing the network,
shifted to base stations to save the energy at nodes.
Using pre-processing approach saves energy
consumption at nodes for producing Secured/
Encrypted data. So here we are proposing
EEECMO method Energy Efficient Encryption
using Counter mode of operation in such a way that
before the deployment, the base station process the
part of the security algorithm that involve the key in
the setup phase. In this fashion, we are getting
secure communication network without the
distribution of the key among the sensor nodes and
also minimizes energy consumption at sensor node.

Key Words- Sensor network, Security,
confidentiality, Block Cipher, Encryption and
Decryption, , Counter mode, pre-processing, Stream
Cipher.

1. Introduction

Wireless sensor networks have become a
promising future to many applications, such as
smart houses, smart farms, smart parking, smart
hospitals, habitat monitoring, building and structure
monitoring, distributed robotics, industrial and
manufacturing, and national security. In addition to
common network threats, sensor networks are more
vulnerable to security breaches because they are
physically accessible by adversaries. Imagine the
damage caused by compromised sensor network in
sensitive military and hospital applications. These
are often deployed in unattended environments, thus
leaving these networks vulnerable to passive and
active attacks by the adversary. The conversation
between sensor nodes Can be eavesdropped by the
adversary .The adversary can be aware of the
conversation between the sensors and can forge the
data. Sensor nodes should be resilient to these
attacks. Since Sensor nodes are resource
constrained and run on battery, energy consumption
should be low to make it operate for many days.

Confidentiality is very much concern in battle-
field scenarios, where fraudulent node impersonate
as a legitimate sensor.

Security in ad hoc networks is an essential
component for basic network functions like packet
forwarding and routing and network operation can
be ecasily jeopardized if countermeasures are not
embedded into the basic network functions at the
early stages of their design. The disclosure
threat involves the leakage of Security information
from the system to a party that should not have seen
the information and is a threat against the
confidentiality of the information.

Data confidentiality is a core security primitive
for ad hoc networks. It ensures that the message
cannot be understood by anyone other than the
authorized personnel. With wireless
communication, anyone can sniff the messages
going through the air, and without proper
encryption all the information is easily available.
Due to the small battery backup of Sensor Node,
security algorithm must consume low power.
Symmetric key are efficient for providing security
services like confidentiality.

Security Solutions should minimize the amount
of computation and communication required to
ensure the security services to accommodate the
limited energy and computational resources of
mobile, ad hoc-enabled devices.

Generally DES algorithm is a basic building
block for providing data security. To apply DES in
a variety of applications, four ““modes of
operations have been defined. These four modes are
intended to cover virtually all the possible
applications of encryptions of encryption for which
DES could be used.

Here we are proposing Energy Efficient
Encryption using Counter mode of operation
(EEECMO) using DES algorithm for providing
confidentiality in such a way that total energy
consumption decreases at Sensor node. Using the
property of property of pre-processing in CTR, we
pre-process those steps which is not necessary to be
performed at sensor node to base station.

The Proposed method uses the key at the base
station only to produce the credential that play role
to encrypt the sensed data at Sensor nodes/sensor
aggregator, so there is no need to distribute the key
in sensor network. It saves a lot of problem arises
to distribute the key as well as saves energy to
distribute the key.

2. Counter MODE (CTR)
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Although interest in the counter (CTR) mode has
increased recently with applications to ATM
(asynchronous transfer mode) network security and
IP sec (IP security) .A counter equal to the plaintext
block size is used. The only requirement stated in
SP 800-38A is that the counter value must be
different for each plaintext block that is encrypted.
Typically, the counter is initialized to some value
and then incremented by 1 for each subsequent
block (modulo 2° where b is the block size). For
encryption, the counter is encrypted and then
XORed with the plaintext block to produce the
cipher text block; there is no chaining. For
decryption, the same sequence of counter values is
used, with each encrypted counter XORed with a
ciphertext block to recover the corresponding
plaintext block. Thus, the initial counter value must
be made available for decryption. Given a sequence
of counters T1, T2, A , TN, we can define CTR
mode as follows.

¢ Encryption
CjZPj ) E(K,Tj) j=1,2 ...... N-1.
Cy=Pn® MSB, [E(K,Ty)]

e Decryption
Pj:Cj H E(K,Tj) _]:1,2 ...... N-1.

Py=CnE MSB, [E(K,Ty)]

For the last plaintext block, which may be a
partial block of bits, the most significant bits of the
last output block are used for the XOR operation;
the remaining b-u bits are discarded. Unlike the
ECB, CBC, and CFB modes, we do not need to use
padding because of the structure of the CTR mode.

As with the OFB mode, the initial counter value
must be a nonce; that is T, must be different for all
of the messages encrypted using the same key.
Further, all Ti values across all messages must be
unique. If, contrary to this requirement, a counter
value is used multiple times, then the confidentiality
of all of the plaintext blocks corresponding to that
counter value may be compromised. In particular, if
any plaintext block that is encrypted using a given
counter value is known, then the output of the
encryption function can be determined easily from
the associated ciphertext block. This output allows
any other plaintext blocks that are encrypted using
the same counter value to be easily recovered from
their associated ciphertext blocks.

One way to ensure the uniqueness of counter
values is to continue to increment the counter value
by 1 across messages. That is, the first counter
value of the each message is one more than the last
counter value of the preceding message.

Following are advantages of CTR mode.

A. Hardware efficiency: Unlike the three chaining
modes, encryption (or decryption) in CTR mode
can be done in parallel on multiple blocks of
plaintext or cipher text. For the chaining modes,
the algorithm must complete the computation on

one block before beginning on the next block.
This limits the maximum throughput of the
algorithm to the reciprocal of the time for one
execution of block encryption or decryption. In
CTR mode, the throughput is only limited by the
amount of parallelism that is achieved.

. Software efficiency: Similarly, because of the

opportunities for parallel execution in CTR
mode, processors that support parallel features,
such as aggressive pipelining, multiple
instruction dispatch per clock cycle, a large
number of registers, and SIMD instructions, can
be effectively utilized.

. Pre-processing: The execution of the

underlying encryption algorithm does not
depend on input of the plaintext or cipher text.
Therefore, if sufficient memory is available and
security is maintained, preprocessing can be
used to prepare the output of the encryption
boxes that feed into the XOR functions. When
the plaintext or ciphertext input is presented,
then the only computation is a series of XORs.
Such a strategy greatly enhances throughput.

. Random access: The i" block of plaintext or

ciphertext can be processed in random-access
fashion. With the chaining modes, block cannot
be computed until the i-1 prior block are
computed. There may be applications in which a
ciphertext is stored and it is desired to decrypt
just one block; for such applications, the
random access feature is attractive.

. Provable security: It can be shown that CTR is

at least as secure as the other modes.

. Simplicity: Unlike ECB and CBC modes, CTR

mode requires only the implementation of the
encryption algorithm and not the decryption
algorithm. This matters most when the
decryption algorithm differs substantially from
the encryption algorithm, as it does for AES. In
addition, the decryption key scheduling need not
be implemented.
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FIGURE 1: OPERATION OF CTR

3. PROPOSED METHOD

Our proposed method is Energy Efficient

Encryption using Counter mode of operation
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(EEECMO) for securing Sensor network is
divided into 3-Phases.

3.1 Phase 1-:

This is the setup phase performed at base station
before the deployment of the sensor node.

We choose the incremental Counter of 64-bit
and keys k1,k2......Kn, Where n is the number of
sensor nodes. Apply the DES encryption as
follows, as shift register and select s-bits depend
on the size of sensed data to be encrypted.

Dreploy ed at semsor 1

Deployed at sensor 2
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Here we are using different keys to produce the
credential at different respective nodes, that play
role to produce the cipher text at nodes after
deployment.

The shift register value (after selecting s- bits)
store at each node and deploy it randomly.

Dragrlory el al e or i

Fig 2 Operation Performed at base station

3.2 Phase 2-:

This starts after the deployment of the senor
nodes. Using End to End encryption the sensor
encrypt the sensed data with the help of the

Encry ption at sensor 1

Encryption at sensor 2

Credential loaded previously in setup phase as
follows.

Encry plion al sensonr i

Figure 3: OperationPerformed at sensor nodes

In the above figure each sensor node/ aggregator
node perform the X-OR operation bit by bit to the
calculated credential prior to the deployment. Here
we can see that for encrypting the data at sensor
node no key is required. Following shows how the
cipher text calculated.

C; = P;fEMSBy(Exi(Counter (address);)

wherej=1.....N

After calculating the cipher text each node send
that encrypted data to base station. After receiving
the encrypted data from each node/ aggregator the
base station perform the third phase of EEECMO.

3.3 Phase 3- After receiving the encrypted data
from the network, the base station starts the
decryption as follows. The Decrypted data is
found as follows

Pj = Cj MSBs( E Ki (Counter
(address)j) where j=1..... N

The plaintext is calculated by X-ORing the
coming Cipher text with the shifted s-bits found
by apply DES encryption with the same key on
incremental counter.
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Figure 4: OperationPerformed at base Station

4. RESULT AND ANALYSIS

Keys Plays its role in the first phase i.e. is the
setup phase in which we apply the DES encryption
using different keys at base station only. After
encryption we are choosing only s-bits from 64-bit
credential. The s-bit block size depends on the size
of data send by the sensor aggregator/ sensor node
to the base station after deployment. The key does
not participate in second phase of encryption
process, so there is no need of key establishment in
network.

Secondly because the encryption in first phase
does not depend on the message, so we can pre-
process that part on base station only.

Another advantage of using only s-bits is to
perform stream encryption (may be a character of §-
bit) instead of block cipher technique. So instead of
using block cipher technique like DES, we can
choose any stream cipher technique like RCA4.
Following are the advantages of using stream cipher
over block cipher.

1. Stream ciphers are often used in applications
where plaintext comes in quantities of
unknowable length where as in Block
ciphers the length of the plaintext is known.

2. In Stream Ciphers the encryption and
decryption process is done bit by bit where
as in Block Ciphers the encryption and
decryption process is done on the block of
data .

3. Stream Ciphers are more faster than Block
Ciphers because in Stream Ciphers the
encryption/decryption is performed bit by bit
while in Block Ciphers the
encryption/decryption is performed on the
block of data .

Block ciphers must be used in ciphertext
stealing or residual block termination mode
to avoid padding, while stream ciphers
eliminate this issue by naturally operating on
the smallest unit that can be transmitted
(usually bytes).

Stream ciphers are often used in applications
where plaintext comes in quantities of
unknowable length—for example, a secure
wireless connection.

If a block cipher were to be used in this type
of application, the designer would need to
choose either transmission efficiency or
implementation complexity, since block
ciphers cannot directly work on blocks
shorter than their block size.

In cryptography, a stream cipher is a
symmetric key cipher where plaintext bits
are combined with a pseudorandom cipher
bit stream (key stream), typically by an
exclusive-or (XOR) operation. In
cryptography, a block cipher is a symmetric
key cipher which operates on fixed-length
groups of bits, termed blocks, with an
unvarying transformation.

So instead of apply DES for encryption, we
can go for stream cipher algorithm for
encryption like RC4,.

So following are advantages of using EEECMO.

1.

The Throughput, hardware & software
efficiency of overall network system will
increase due to the pre-processing of
security algorithm.
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Energy consumption at sensor node
decreases, because of pre-processing of the
part of the security algorithm carried out at
base station. So it also saves the time and
energy for key establishment process as

Int'l Conf. Foundations of Computer Science | FCS'13 |

Stream cipher is faster than block cipher.
Also the computation time it takes to
generate a cipher text is less than the block
cipher for the same length of the output
cipher text as shown in following figure 5.

shown in figure 6 .

3. Counter selected at base station incremented
for the next sensor hop also act as a
authenticator for that sensor node.
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Figure 6: Energy saved in uJ with varied number of nodes

sensor nodes. Figure indicates that as the network
energy will be saved more by network if we
increase number of nodes.

Figure 5 shows that the computation time for
stream cipher is less than the block cipher, so
selecting s-bits in shift register motivate us to use
stream cipher encryption instead of block cipher.
Figure 6 shows that the pre-processing approach
used in counter mode of operation saves energy at

5. Conclusion
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Using counter mode increases the hardware and
software efficiency. Also due to the pre-processing
we can save the energy by saving the computation
cost of security algorithm at node.

The Throughput of overall network system
increases due to the pre-processing of security
algorithm. As the key does not participate to
produce the cipher text at sensor node, because the
requirement of the key does not depend on the
]message, so here we are saving the effort, time and
computation cost for distributing the key.

Also using counter mode we can go for the stream
cipher approach instead of block cipher which also
minimizes the computation cost.

So due to limited computational capabilities and
limited battery power we can go for those
approaches where part of the security algorithm can
be computed at base instead of sensor node to
minimize the energy consumption.

Also if the part of security algorithm does not
depended on key at sensor node i.e. not depended
on message, no distribution of key is required in
network.

Stream cipher algorithms can more preferred
because of compatibility to the sensors.
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Abstract - In the present paper the authors have introduced
a new symmetric key cryptographic method where the
authors have applied bit level and byte level generalized
modified vernam cipher method followed by bit-wise
transposition method. Nath et al already developed
method which was a combination of generalized bit level
and byte level encryption methods. In the present method the
authors have added one more encryption method that is bit-
wise columnar transposition method. Nath et al also
developed bit level encryption standard(BLES) Ver-I1 and
Ver-1I where they have used extensive bit level permutation,
bit exchange, bit xor and bit shift encryption method. In the
present study the authors have used both bit level
generalized vernam cipher method and after that byte level
vernam cipher method using feedback and finally the output
is passed through bit-wise columnar transposition method to
make the whole system more secured. The introduction of
feedback in both bit level as well as byte level vernam cipher
method prevents from standard attacks such as differential
attack or known plain text attack. In the present paper the
authors have used random key generator to construct the
keypad for vernam cipher method. The present method will
be most effective for encrypting short message, password,
any confidential key etc.

Keywords: BLES, bit-wise columnar
differential attack, vernam cipher method

transposition,

1 Introduction

In Internet when a person sends some confidential data from
one computer to another computer then there is no
guarantee that the confidential message can not be
intercepted by any unwanted intruder. This is because the
internet is now so open that any body can access any
information and sometimes he/she can divert/forward to
anyone also. So the security of data is now has a big
question mark. Any kind of private data should not be sent
in raw form from one computer to another. The
private/confidential data must be encrypted first and then it
should be sent over the internet. In the modern days e-mail
is one most important method to send data from one
machine to another or from one person to another person.
But the question is how secured is this method. The hackers
have made many packages and they have uploaded in
various websites to break any password. So it is not at all a
difficult task to break any password of any e-mail especially
if it is very weak password. Once the password is hacked

then anything can be done from that e-mail. So the e-mail
must not contain any confidential information in raw form.
The hackers are always try hack the password of e-mail.
Anytime the disaster may come. So if the data is
confidential/private then it must be encrypted first with
some good encryption method and then it can be sent to
someone. The security or the originality of data has now
become a very important issue in data communication
network. It is now a common practice in any academic
institution to send marks, attendance or question papers,
bank statement over e-mail. But this method is not fully
secured as anybody can intercept the data from internet and
misuse it. It is not at all difficult task for a hacker to
intercept an e-mail and retrieve the confidential data
especially if it is not encrypted. It must be ensured that in
any kind of e-business, air or railway reservation system or
in credit card or debit card system the data should not be
tampered or intercepted by an unauthorized person. The
disaster may happen in any corporate sector, business house
when the data is sent from one computer to other computer
in an unprotected manner. To overcome this problem one
has to send the encrypted text or cipher text from client to
server or to another client instead of sending in unencrypted
form. To protect data from intruder or hacker now network
security and cryptography is an emerging research area
where the programmers are trying to develop some strong
encryption algorithm so that no intruder can intercept the
encrypted message. The cryptography methods can be
divided into two categories : (i) symmetric key
cryptography where one key is used for both encryption and
decryption purpose. (ii) Public key cryptography where two
different keys are used one for encryption and the other for
decryption purpose. In symmetric key we have to maintain
only one key and hence the key management is simple . In
public key cryptography we maintain two keys one is public
key which is known to everybody and that can be used for
encryption purpose and there is another key called private
key which is a secret key and that is used for decryption
purpose only. In the present work the authors are proposing
a symmetric key method where they have used bit level and
byte level modified generalized vernam cipher method
using feedback method followed by randomized bit level
columnar transposition method The present method can be
applied in corporate sectors, business house, academic
institutions, Defense network etc. The present method
performs the following:
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The user has to enter some secret key and which is used to
generate MSA matrix.

The program then generates all the required anagrams
sufficient to encrypt all of the plaintext.

Then Bit level vernam cipher with feedback is applied ,
reverse file, apply again.

After that Byte level vernam cipher is applied with
feedback. Reverse the file and again applied the same
method.

Finally randomized Bit level transposition method applied.

The final bits were converted to bytes and write on to some
output file.

The multiple key generation from a set of random characters
and both bitwise and bytewise encoding make the system
very secure.

2 Encryption Algorithm

The present method is dependent both on the text-key and
the plaintext file size. From the text-key a randomization
matrix is generated using the method developed by Nath et
al(1). The algorithm of bit-level and byte level generalized
vernam cipher method and bitwise columnar transposition is
given as follows:

Step 1: Call Bitwise_Encrypt()
Step 2: Call Bytewise_Encrypt()
Step 3: Call Transpose_Encrypt()
Step 4: Exit

2.1 Function Bitwise_Encrypt ()
Step 1: Input a key string K

Step 2: Generate a 16x16 matrix (mat[][]) using the MSA
algorithm for the key string K

Step 3: Input Filename P which is the plaintext on which the
encryption is to be applied

Step 4: size=no. of bytes in file P, rand_no=1

Step 5: If size>=factorial of rand_no, rand_no=rand_no+1,
repeat step 5

Step 6: Take 'rand_no' amount of characters from mat[][]
and put in string buf

Step 7: Find all anagrams of buf and put in file F
Step 8: Call Encrypt_byte(P,F,mat)

Step 9: Reverse the contents of A into which function
Encrypt_byte has written

Step 10: Call Encrypt_bit(A,mat)

Step 11: limit=number of bytes in file B
Step 12:i=0

Step 13: if i>=limit/8, goto step 23
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Step 14: add=j=0

Step 15: if j>=8, goto step 20

Step 16: Read a character from B and store into ch
Step 17: add=add+(ch-48)*power(7-j)

Step 18: j=j+1

Step 19: Goto step 15

Step 20: Convert add to character and print into file C
Step 21: i=i+1

Step 22: Goto step 13

Step 23: Return control to calling function

2.2 Function Bytewise_Encrypt ( File C)

Step 1: limit=number of bytes in File C, k=carry=0

Step 2: if k>limit , goto step 11

Step 3: Read a character from file C and store to ch

Step 4: ch=ch+mat[i][j]+carry

Step 5: Write ch to file D

Step 6: carry= ch % 256

Step 7: j=j+1, k=k+1

Step 8: if j=16, i=i+1 and j=0

Step 9: if i=16, i=0

Step 10: Goto step 2

Step 11: Exit

2.3 Function Encrypt_byte ( File P, File F,
mat[16][16] )

Step 1: Find the number of bytes in the plaintext file P on
which the encryption is to be applied. Let it contain
no_of_bytes.

Step 2: carry=0
Step 3: Read a character from file F and store to ch
Step 4: Call char_to_bit(ch,key_bit)
Step 5: Read a byte ch from P
Step 6: Call char_to_bit(ch,text_pattern)
Step 7: k=0
Step 8: if k>=8, goto step 16
Step 9: add=text_pattern[k]+key_bit[k]+carry
Step 10: if add=1 or add=3, cipher_bit=1
else cipher_bit=0
Step 11: if add>=2, carry=1
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else carry=0
Step 12: If carry=0, carry=cipher_bit
Step 13: Print cipher_bit into file A
Step 14: k=k+1
Step 15: Goto Step 8
Step 16: no_of_bytes=no_of_bytes-1
Step 17: If no_of bytes>0, goto step 3
Step 18: Return control to calling function
2.4 Function Encrypt_bit ( File
mat[16][16] )

Step 1: Find the number of bytes in A on which the
encryption is to be applied. Let it contain no_of_bytes.

A,

Step 2: carry=0
Step 3: Read a character from file F and store to ch
Step 4: Call char_to_bit(ch,key_bit)
Step 5: n=0
Step 6: if n>=8, goto step 11
Step 7: Read a char from A
Step 8: text_pattern[n]=ch-48
Step 9: n=n+1
Step 10: Goto step 6
Step 11: k=0
Step 12: if k>=8, goto step 16
Step 13: add=text_pattern[k]+key_bit[k]+carry
Step 14: if add=1 or add=3, cipher_bit=1
else cipher_bit=0
Step 15: if add>=2, carry=1
else carry=0
Step 16: If carry=0, carry=cipher_bit
Step 17: Print cipher_bit into file B
Step 18: k=k+1
Step 19: Goto Step 8
Step 20: no_of_bytes=no_of_bytes-8
Step 21: If no_of bytes>0, goto step 3
Step 22: Return control to calling function
2.5 Function power ( integer p ) -- Function
returns 2 to the power p

Step 1: ans=2
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Step 2: if p!=0, return 1
Step 3: p=p-1

Step 4: if p=0, goto step 7
Step 5: ans=ans*2

Step 6: Goto step 4

Step 7: return ans

Step 8: Return control to calling function

2.6 Function char_to_bit ( integer c, integer
a[] ) --Function changes a character to its
corresponding bit pattern

Step 1:i=0

Step 2: if i>=8, goto step 4
Step 3: if ((ch)AND(1<<i))>0, a[7-i]=1
else a[7-1]=0
Step 4: Return control to calling function
2.7 Function Transpose_Encrypt()
Step 1: Take a file A. Say it has n characters.
Step 2: Define a n x 8 table. i=0.
Step 3: Read a character ch from file A.

Step 4: Convert ch into its corresponding bit pattern and
save it in i row of the table.

Step 5: Take 8 numbers from MSA table such that each
number modulo 8 is unique and covers whole of range 0 to
7. Let the numbers be M| My, .... Mg

Step 6 : For each of i from 1 to 8, choose Mith column of the
table and save the contents into a temporary file T.

Step 7: Read 8 integers from file T. Compute its equivalent
binary. Save into final file F.

Step 8: Repeat step 7 until whole of file T is read.

Step 9: Return control to calling function.

3 DECRYPTION ALGORITHM
Step 1: Call Transpose_Decrypt()

Step 2: Call Bytewise_Decrypt()
Step 3: Call Bitwise_Decrypt()
Step 4: Exit

3.1
Step 1: Input a key string K

Function Bitwise_Decrypt ( File P )
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Step 2: Generate a 16x16 matrix (mat[][]) using the MSA
algorithm for the key string K

Step 3: size=no. of bytes in file P, rand_no=1

Step 4: If size>=factorial of rand_no, rand_no=rand_no+1,
repeat step 4

Step 5: Take 'rand_no' amount of characters from mat[][]
and put in string buf

Step 6: Find all anagrams of buf and put in file F
Step 7: Call Encrypt_byte(P,F,mat)

Step 8: Reverse the contents of B into which function
Encrypt_byte has written

Step 9: Call Encrypt_bit(B,mat)

Step 10: limit=number of bytes in file B

Step 11:1i=0

Step 12: if i>=1imit/8, goto step 22

Step 13: add=j=0

Step 14: if j>=8, goto step 19

Step 15: Read a character from B and store into ch
Step 16: add=add+(ch-48)*power(7-j)

Step 17: j=j+1

Step 18: Goto step 14

Step 19: Convert add to character and print into file C
Step 20: i=i+1

Step 21: Goto step 12

Step 22: Exit
3.2 Function Bytewise_Decrypt ( File P )

Step 1: Input Filename P which is the plaintext on which the
encryption is to be applied

Step 2: limit=number of bytes in File P, k=carry=0
Step 3: if k>limit , goto step 12
Step 4: Read a character from file P and store to ch

Step 5: ch=ch - mat[i][j] - carry
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Step 6:if ch<0, ch=ch+255

Step 7: carry= ch , Store ch in File A
Step 8: j=j+1, k=k+1

Step 9: if j=16, i=i+1 and j=0

Step 10: if i=16, i=0

Step 11: Goto step 3

Step 12: Exit

3.3 Function Transpose_Decrypt()

Step 1: Take file A on which transposition is to be applied
and decrypted. Let it contain n characters

Step 2: Take tables T1 and T2 of size n x 8.

Step 3: Read a character from file A. Take its corresponding
bit pattern and save in T1 by filling it column wise. Repeat
the process until all the characters are read of file A.

Step 4: Take 8 numbers from MSA table such that each
number modulo 8 is unique and covers whole of range 0 to
7. Let the numbers be M| My, .... Mg

Step 5: For each of i from 1 to 8, choose Mith column of the
table and copy the contents of the column into (i-1)" column
of T2.

Step 6: Starting from row 0, take all rows, one at a time.
Compute the corresponding byte for the bit pattern (each
row is a bit pattern) and save in file F.

Step 7: Return control to calling function.

4 Randomixzation Of Matrix Using
Meheboob, Saima & Asoke(Msa)
Randomization Method

We first create a square matrix of size n X n where n can be
4, 8, 16 and 32. First we store numbers 0 to (n*n-1). We
apply the following randomization techniques to create a
random key matrix. The detail description of randomization
methods is given by Nath et.al[1].

The following Randomization methods were applied on
initial key matrix to obtain a randomized key matrix:

Step-1: call Function cycling()

Step-2: call Function upshift()

Step-3: call Function downshift()

Step-4: call Function leftshift()

Step-5: call Function rightshift()
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5 Results And Discussion ¥ 7512 ASCII'0'+ASCII '1'+512 ASCII '0’
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December 1552.
Wherever he went, he
plunged himself into
charitable and pastoral
work preaching the
message of God's love
to people. He worked
in India for 10 years
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decade. TLESH

6 Conclusion And Future Scope

The encrypted text cannot be decrypted without knowing the
exact initial random matrix. The size of random matrix taken
is 16x16. The numbers in 16x16 may be arranged in 256!
Ways. To complete the whole process the authors have
chosen any of the random matrix to perform bit exchange
method and there is no similarity between any two matrices
and even if there is then it is very hard to find out the similar
ones. The order of encryption applied in this paper is bit-
level first and then byte level. Multilevel applications of
these techniques in different order will yield considerably
different results. The spectral analysis shows that the present
method is free from standard cryptography attacks namely
brute force attack, known plain text attack and differential
attack. The present method will be most effective to encrypt
short message such as SMS in mobile phone, password
encryption and any type of confidential message. If the file
size is large then the present method will take more time to
encrypt. So therefore our proposed method may be used in
defense systems, Banking systems, Sensor networks, Mobile
computing etc. The present method may be further upgraded
by introducing bit level bit exchange method which is used
in BLES Version-I.
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Abstract : In the present paper the authors have introduced
a new symmetric key cryptographic method called Modern
encryption Standard (MES) Version-IIl. Sircar et. al
already published Modern Encryption Standard version-
II(MES-II) where the authors have used used Modified
generalized vernam cipher method with feedback with
different block size from left to right and after that entire
content is divided into two files and then combine them by
taking 2nd half first and the Ist block. The generalised
modified Vernam Cipher method again applied from left to
right with different block sizes. In the present method i.e in
MES-III the authors have combined three encryption
methods one after another. Firstly in method-1 the authors
have used blockwise generalized vernam cipher method.
Secondly in method-2 the input file is the encrypted file
obtained after method-1. In method-2 the authors have
applied the permutation method to reshuffle the entire file.
Thirdly in method-3 the authors have applied bit-wise
vernam cipher method. In method-3 the input file will be the
second encrypted file obtained after method-2.In result
section the authors have shown the results obtained after
method-1,method-2,method-3. The result shows the
encryption method is free from common attacks such as any
kind of brute force method or known plain text method. The
entire software is developed in Matlab. The authors have
applied MES-III on various types of files and found that it
works successfully. It is almost impossible to break the
present method without knowing the exact key and all three
methods. MES-III will be applicable to encrypt password,
any confidential key, bank data, defense data etc.

Keywords - MES, vernam cipher, blockwise, encryption,
Matlab

1. Introduction

Cryptography and cryptanalysis is now a very important
research area in modern digital communication network.
Internet access is now free to anyone. The Hackers have
created in various websites where they constantly upload
crack software. Using that software anyone can break any
password and can log into any confidential site. There are
no proper rules from any Government to stop for doing this.
Due to hacking problem now it always advised to user to
change their all important password in a regular interval. It
is also advised that the password should be hard. E-mail is
one important area where the hacker tries to get illegal
access to it. The data in e-mail should be always well
protected. While sending any kind of confidential message
or information from one user to another user one must send
it in encrypted form otherwise anyone can hack the message

during data communication. When a user is working in a
network environment then the user must be very careful
about his/her confidential data. It must be in encrypted form
otherwise anyone can intercept it provided he/she knows the
IP address of that machine. This may be further extended
when two users are sending message to each other from two
distant places. A hacker may listen in between and can
divert the message to someone else or can modify and send
it to the receiver. This is actually middleman attack. If the
data is in original form or in raw form then at any moment
this may be attacked by a middleman and it may create
some disaster also. The authenticity of data is now a big
challenge. To tackle this problem the people were trying to
develop good encryption method to encrypt confidential
data. At the same time the hackers are also not remain idle.
They also develop some brute force method to decrypt the
encrypted text without knowing actual encryption or the
decryption algorithm. So it some sort of game between the
cryptographer and the hackers. Cryptographer always tries
to win the game. Two types of cryptography algorithms are
used one is called symmetric key where one key is used for
encryption and as well as decryption purpose and other
method is called public key cryptography. In public key two
keys are used one key is used only for encryption purpose
which is called public key and the other key is used to
decrypt the encrypted text and it called as private key or the
secret key. In public key cryptography the extensive
computation is required in comparison to symmetric key
cryptography. Nath et al [1,2,3,4,5,6] developed different
symmetric key cryptosystem. The advantage of symmetric
key method is that the key management is very simple.
Recently Nath et al developed cryptography method called
Modern Encryption Standard ver-I and Ver-IIL. In the present
method Nath et al have developed upgraded version of
MES-II called as MES-III. In the present method the authors
have used three independent cryptography methods namely
generalized modified vernam cipher method in variable
block size and with feedback, randomized permutation
method and bit-wise generalized vernam cipher method.
Modified generalized vernam cipher method, bit-wise
vernam cipher method already been developed by Nath et al
in BLES-I, II. But in the present method the authors have
used variable block size in both bye wise and bit wise
vernam cipher with feedback. In the result section the
authors have shown the output of method-1, then method-1
and 2 and finally method-1, 2, 3 combined of some known
plain text. The output shows that the encryption is very
strong as the encrypted text is totally different if there is
only one character different in two patterns. The standard
encryption algorithm like RSA or DES if we apply on a
pattern where all characters are same then after encryption
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the encrypted text will also show same repeated pattern. But
the present method applied on repeated pattern but the
output contains totally different pattern. The entire software
developed in Matlab. In the present work the authors are
proposing a symmetric key method called Modern
Encryption Standard Version III (MES-IITI) which can be
used to encrypt data in sensor network, mobile network, and
ATM network, defense or even in corporate sector also.
MES-IIT may be very useful to encrypt password, short
message, encryption key etc.

2. Algorithm For Modern Encryption
Standard Ver-III :

2.1 Vernam Cipher with Feedback (blockwise):
Function of Method 1 in MES-III:

In Method 1 of MES-III we read the input file and divide it
into blocks of 2,4,6...,n where n=length of the input plain
text file. We encrypt each block using Vernam Cipher
Encryption with Feedback using a keypad generated from a
user input key. We then reverse the contents of the
encrypted file. Then we divide the file into 2 files, say
‘filel’ and ‘file2’. We then concatenate the contents of
‘file2’ to the end of ‘filel’. This whole process is carried out
the same number of times as the as the length of the user
input key. This is the end of method 1

2.1.1. Encryption Algorithm : main() module:

This function takes names of the plain text file and cipher
text file as input from the user. It also takes the key used for
encryption as input and executes the complete blockwise
encryption algorithm by calling the various functions
involved in this encryption method.

Step 1: Start main

Step 2: e_flag=1

Step 3: Input filel to plain text file

Step 3a: Input file2 to store cipher text file

Step 4: Open filel in read mode

Step 4a: Open file2 in write mode

Step 5: file_len=sizeof(file1)//to calculate size of the input
text rounded down to the nearest even number

Step 6: if modulus(file_len,2)=0 then max_len=file_len

Step 6a: else max_len=file_len-1

Step 7: Initialize all elements of array key_indx(row)=0
where row=max_len

Step 8: Input file_key // User has to enter file_key of any
length

Step 9: key_len=length(file_key)

Step 10: Open a file ‘templ.txt’in write mode //’temp1.txt’
will temporarily hold input text during encryption process
Step 11: Copy ‘filel’ to ‘temp1.txt’

Step 12: times=key_len //’times’ is the number of times the
total encryption process will take place

Step 13: i=1 //steps 13-36 carry out the entire encryption
process, that is calling the encrypt function, reversing,
splitting and merging the files

Step 14: block_size=0

Step 15: while block_size<=max_len
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Step 16: goto beginning of the file ‘temp1.txt’

Step 17: block_size=block_size+2 //taking initial block size
as 2, block size is increased by 2 for every encryption step
Step 18: n_block=(max_len/block_size) //for a particular
block size, number of blocks is calculated

Step 19: key_indx=ps_keygen(file_key,block_size) //
key_index holds index values for generated keypad

Step 20: j=1 //steps 20-27 carry out encryption process by
calling the ‘encrypt’ function 1 block at a time

Step 21: Open a file ‘temp2.txt’ in write mode //‘temp2.txt’
holds the text in a particular block for encryption

Step 22: Copy ‘templ.txt’ to ‘temp2.txt’

Step 23: Call encrypt(filet2,file2,key_indx) //this will
encrypt the contents of ‘filet2” and write it in ‘file2’

Step 24: j=j+1

Step 24a: if j<=n_block,goto step 21

Step 25: copy residual characters from ‘templ.txt’ to file2
Step 29: close ‘templ.txt’

Step 27: Call filecopy(file2,filet) //after encryption,
encrypted text is stored in ‘filet’ for reversing, splitting and
merging

Step 28: Open ‘temp].txt* in read mode

Step 29: close file2

Step 30: Open file2 in write mode

Step 31: End while loop from step 15

Step 32: Call filereverse(filet)// To reverse the contents of
filet

Step 33: Call filesplitting(filet,e_flag)// It splits filet into 2
files say file_1 and file_2.

Step 34: Call mergefile(filet) // this concatenates contents of
file 1 to the end of file 2 and stores it in filet

Step 35: i=i+1

Step 35a: if i<=times, goto step 14

Step 37: Call filecopy(filet,file2)//this copes the contents of
filet into file2

Step 38: Close all files

Step 39: Delete temporary files

Step 40: End

2.1.2. Decryption Algorithm : Main() module:

This function takes names of the cipher text file and
deciphered text file as input from the user. It executes the
complete blockwise decryption algorithm by calling the
various functions involved in this decryption method.

Step 1: Start main

Step 2: e_flag=0

Step 3: Input filel to plain text file

Step 3a: Input file2 to store cipher text file

Step 4: Open filel in read mode

Step 4a: Open file2 in write mode

Step 5: file_len=sizeof(filel)

Step 6: Initialize all elements of array key_indx(row)=0
where row=max_len

Step 7: Open a file ‘templ.txt’in write mode //’temp1.txt’ is
a temporary file where encrypted text will be stored during
decryption

Step 8: Copy ‘filel’ to ‘templ.txt’

Step 9: i=1 //steps 9-30 carry out the entire decryption
process, that is splitting, merging and reversing the files and
calling the decrypt function
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Step 10: block_size=max_len //the ‘block_size’ is set to the
largest possible block size to reverse the encryption process
Step 11: Call filesplitting(filet,e_flag)// It splits filet into 2
files say file_1 and file_2.

Step 12: Call mergefile(filet) // this concatenates contents of
file_1 to the end of file 2 and stores it in filet

Step 13: Call filereverse(filet)// To reverse the contents of
filet

Step 14: while block_size>=0

Step 15: n_block=floor(max_len/block_size) //For a
particular block size, the number of blocks is calculated
Step 16: key_indx=ps_keygen(file_key,block_size) )//
key_index holds index values for generated key

Step 17: j=1 //steps 17-24 carry out decryption process by
calling ‘decrypt’ function 1 block at a time

Step 18: Open a file ‘temp2.txt’ in write mode //’temp2.txt’
holds the text in a particular block for decryption

Step 19: Copy ‘templ.txt’ to ‘temp2.txt’

Step 20: k=k+1

Step 20a: if k<=block_size,goto step 20

Step 21: Call decrypt(filet2,file2 key_indx) )//this will
decrypt the contents of ‘filet2” and write it in ‘file2’

Step 22: j=j+1

Step 22a: if j<=n_block,goto step 18

Step 23: copy residual characters from ‘templ.txt’ to file2
Step 24: close ‘templ.txt’

Step 25: Call filecopy(file2,filet) //This function will copy
contents of file2 into filet

Step 26: Open ‘templ.txt’ in read mode

Step 27: Open file2 in write mode

Step 28: block_size=block_size-2 //’block_size’ is
decreased by 2 and the decryption process is repeated if the
condition of the while loop is satisfied

Step 29: End while loop from step 14

Step 30: i=i+1

Step 30a: if i<=times,goto step 10

Step 31: Call filecopy(filet,file2)//this copes the contents of
filet into file2

Step 32: Close all files

Step 33: Delete temporary files

Step 34: End

2.1.3. function encrypt(filel,file2,key_indx):

Function to encrypt filel using key_index and then store
in file2. The function uses generalized modified
Vernamcipher method proposed by Nath et al.

This function carries out vernam cipher method with
feedback to encrypt the input file

Step 1: Start

Step 2: Open filel in read mode

Step 2a: Open file2 in append mode

Step 3: Initialize all elements of arrays
ch_indx(rows)=0,sum(rows)=0,fdbk(rows) =0 where
rows=max_len

Step 4: feedback=0

Step 5: i=1

Step 6: ch=read a character from filel,ch_indx(i)=int(ch)
Step 7: i=i+1

Step 7a: if i<=file_len,goto Step-6
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Step 8: i=1 //Steps 8-15 carry out Vernam Cipher
Encryption with Feedback encryption

Step 9: tsum=ch_indx(i)+key_indx(i)+feedback
Step 10: fdbk(i)=tsum

Step 11: if tsum>=256, tsum(i)=mod(tsum,256)
Step 12: sum(i)=tsum

Step 13: feedback=sum(i)

Step 14: ch=char(sum(i)),write to file2

Step 15: i=i+1

Step 15a: if i<=block_size,goto step 9

Step 16: End

2.1.4. function decrypt(filel,file2,key_indx):

This function takes names of the cipher text file and
deciphered text file as input from the user. It executes the
complete decryption algorithm by calling the various
functions involved in this decryption method.

Step 1: Start

Step 2: Open filel in read mode

Step 2a: Open file2 in append mode

Step 3: Initialize all elements of arrays
ch_indx(rows)=0,sum(rows)=0,pt_indx(rows) =0 where
rows=max_len

Step 4: feedback=0

Step 5: i=1 //Steps 5-16 carry out decryption of the Vernam
Cipher method with Feedback

Step 6: ch=read a character from filel,ch_indx(i)=int(ch)
Step 7: i=i+1

Step 7a: if i<=file_len,goto Step-6

Step 8:i=1

Step 9: tsum=ch_indx(i)+key_indx(i)+feedback

Step 10: if tsum<0, tsum=tsum+256

Step 10a:else if tsum>=256, , tsum(i)=mod(tsum,256)
Step 11: sum(i)=tsum

Step 13: feedback=ch_indx(i)

Step 14:fdbk(i)=feedback

Step 15: ch=char(pt_indx(i)),write to file2

Step 16: i=i+1

Step 16a: if i<=block_size,goto step 9

Step 17: End

2.1.5. function filereverse(file_name) :
Function is to reverse the content of file_name and to
store in the same file.

Step 1: Store file_name in filel and ‘temp_rev.txt’ in file2
Step 2: Open filel in ‘t” mode using file ID fp1 and open
file2 in ‘w’” mode using file ID fp2

Step 3: Store the length of fpl inn

Step 4: Initialize i to (n-1)

Step 5: Go to i’th position from the beginning of the file.
Step 6: Read the character in that position and store in it ch.
Step 7: Write ch to fp2

Step 8: If i=0, continue, else decrement the value of i by 1
and go to step 6

Step 9: Call function filecopy() passing file2 and filel as
parameters

Step 10: Close fp2

Step 11: End
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2.1.6. function filesplitting(file_name,e_flag):

Function to split a file file_name into two files filel.txt and
file2.txt

Step 1: Store file_name in filel, ‘split_filel.txt’ in file2 and
‘split_file2.txt’ in file3

Step 2: Open filel in ‘r’ mode using file ID fp1,open file2 in
‘w’” mode using file ID fp2 and open file3 in ‘w’ mode using
file ID fp3

Step 3: Store the length of fpl inn

Step 4: If e_flag=1, store ceiling value of n/2 in nl, else
store floor value of n/2 in nl

Step 5: Store n-nl in n2

Step 6: Initialize i=1

Step 7: Read a character from fpl and store it in ch. Write
ch to fp2

Step 8: If i=n1, continue, else go to step 7

Step 9: Initialize i=1

Step 10: Read a character from fp1 and store it in ch. Write
ch to fp3

Step 11: If i=n2, continue, else go to step 10

Step 12: End

2.1.7. function mergefile(file_name) :
Function to combine two split files filel.txt and file2.txt to
get one file, by putting file2.txt first then filel.txt

Step 1: Store file_name in file3, ‘split_fill.txt’ in filel and
‘split_file2.txt’ in file2

Step 2: Open filel in ‘r’ mode using file ID fp1,open file2 in
‘r” mode using file ID fp2 and open file3 in ‘w’ mode using
file ID fp3

Step 3: Store the length of fpl in nl and length of fp2 in n2
Step 4: Initialize i to 1

Step 5: Read a character from fp2 and store it in ch. Write
ch to fp3

Step 6: If i=n2, continue, else go to step 5

Step 7: Read a character from fp1l and store it in ch. Write
ch to fp3

Step 8: If i=n2, continue, else go to step 7

Step 9: Close fpl and fp2

Step 10: End

2.1.8. function filecopy(file_1,file_2) :
Function to copy file_1 to file_2

Step 1: Store file_1 in filel and file_2 in file2

Step 2: Open filel in ‘r+’ mode using file ID fp1 and open
file2 in ‘w+’ mode using file ID fp2

Step 3: Store the length of fpl in n

Step 4: Initialize i to 1

Step 5: Read a character from fpl and store it in ch. Write
ch to fp2

Step 6: If i=n,continue,else go to step 5

Step 7: End
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2.2 Randomization method:

Function of Method 2 in MES-III:

In Method 1 of MES-III we read the input file and divide it
into blocks of 2,4,6...,n where n=length of the input plain
text file. We apply randomization function on each of the
blocks successively Inside the randomize function different
operations like leftshift, rightshift, upshift, downshift,
diagshift are performed on the matrix blocks. .The output of
one block becomes the input for the other block. Same way
decryption is done using the functions in a reverse way,
since the functions are complementary to each other.

2.2.1  Encryption Algorithm : main() module:
This method randomizes the content of a plain text file with
help of matrix element operations like leftshift, rightshift,
upshift, downshift, diagshift are performed on the matrix
blocks till the largest block size that can be formed in a
square matrix. The residual bytes are copied as it is. In
simple English language it jumbles up the contents of the
text file.

Step 0:Start main

Step 1:Input filel name of encrypted file name

Step 2:Input file name of output file

Step 3:Open filel in read mode and seek the file pointer to
the starting of the file

Step 4: Length of filel file_len is calculated and it is closed
again

Step 5:In a nested for loop,matsize is equal size of n in nxn
largest matrix is found out

Step 6:i=1 to 1024;j=1 to 1024

Step 7:a(i,j)=""

Step 8:times=matsize-1

Step 9:Array initialized a=zeros(i,j)//initializing each cell of
array a to zeros

Step 10:Open temp1 in write mode

Step 11:Copy the contents of filel to templ

Step 12:fclose('all’)

Step 13:i=2

Ste pl4:calculate isq=i*i

Step 15:calculate noofblocks=floor(file_len/isq)

Step 16:calculate bytescopied=noofblocks*isq

Step 17:calculate residual bytes of the file as
res_bytes=file_len-bytescopied

Step 18:open file temp1 in read mode

Step 19:open file2 in write mode

Step 20:k=1

Step 21:read each input character from file temp1 and make
array(ul,u2)

Step 22:call shufarr= msaencryptfinal(a,i) ;// randomization
of array elements

Step 23:Each character from the shuffarr(ul,u2) is written in
file2

Step 24:If k<noofblocks then goto Step 21

Step 25:Position of residual bytes is found in file2

Step 26:inneri=pos

Step 27:Each character read from templ file

Step 28:Written into file2 //copying residual bytes into the
file 2

Step 29:If inneri<=file_len then goto Step 27

Step 30:Contents of file 2 copied into temp1
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Step 31:If i<=matsize,goto Step 14

Step 32:Display count value //for no of iterations
Step 33:Copy contents of templ1 to file2

Step 34:fclose('all’)

Step 35:Delete templ file

Step 36:End

2.2.2. Decryption Algorithm : Main() module:

This method is to get back the original file contents as it was
before the randomization. This main function gets the
original contents of the file before randomization was
performed by starting the matrix block size from the largest
size and proceeding in decreasing order till largest block
size of 2.Remaining process is similar to encryption.

Step 0:Start main

Step L:Input filel name of encrypted file name

Step 2:Input file name of output file

Step 3:Open filel in read mode and seek the file pointer to
the starting of the file

Step 4: Length of filel file_len is calculated and it is closed
again

Step 5:In a nested for loop,matsize is equal size of n in nxn
largest matrix is found out

Step 6:i=1 to 1024;j=1 to 1024

Step 7:a(i,j)=""

Step 8:times=matsize-1

Step 9:Array initialized a=zeros(i,j) //initializing each cell of
array a to zeros

Step 10:Open temp1 in write mode

Step 11:Copy the contents of filel to templ

Step 12:fclose('all’)

Step 13:i=matsize  //starting from the largest block size
Step 14:calculate isq=i*i

Step 15:calculate noofblocks=floor(file_len/isq)

Step 16:calculate bytescopied=noofblocks*isq

Step 17:calculate residual bytes of the file as
res_bytes=file_len-bytescopied

Step 18:open file temp1 in read mode

Step 19:open file2 in write mode

Step 20:k=1

Step 21:read each input character from file temp1 and make
array(ul,u2)

Step 22:call shufarr= msaderyptfinal(a,i) ;// to
randomization of array elements

Step 23:Each character from the shuffarr(ul,u2) is written in
file2

Step 24:If k<noofblocks then goto Step 21

Step 25:Position of residual bytes is found in file2 //residual
bytes are copied as it is.0

Step 26:inneri=pos

Step 27:Each character read from templ file

Step 28:Written into file2 //copying residual bytes into the
file 2

Step 29:If inneri<=file_len then goto Step 27

Step 30:Contents of file 2 copied into temp1

Step 31:If i<=matsize,goto Step 14

Step 32:Display count value //for no of iterations

Step 33:Copy contents of templ1 to file2

Step 34:fclose('all’)

Step 35:Delete temp1 file
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Step 36:End

2.2.3 function[shufarr]=msaencryptfinal(a,i):
This method performs matrix operations on the square array
in a given order.

Step 0:Start

Step 1:function[shufarr]=msaencryptfinal(a,i) //to
randomize elements of the array

Step 2:al=diagshift(a,i) // apply diagonal shift

Step 3:a2=leftshift(al,i) // apply left shift

Step 4:a3=diagshift(a2,i) // apply diagonal shift

Step 5:ad4=upshift(a3,i) // apply up shift

Step 6:a5=diagshift(a4,i) // apply diagonal shift

Step 7:a6=rightshift(a5,i) //apply right shift

Step 8:a7=diagshift(a6,i) // apply diagonal shift

Step 9:a8=downshift(a7,i) / apply down shift

Step 10:a9=diagshift(a8,i) // apply diagonal shift
Step 11:shufarr=diagshift(a9,i) // apply diagonal shift
Step 12:End

2.2.4. function[shufarr]=msadecryptfinal(a,i):
This method performs matrix operations on the square array
in the reverse order as is in the encryption function.

Step 0:Start

Step 1:function [orig]=msadecryptfinal(b,i) //to get the
original array before randomization

Step 2:bl=revdiagshift(b,i) // apply reverse diagonal shift
Step 3:b2=revdiagshift(b1,i) // apply reverse diagonal shift
Step 4:b3=upshift(b2,i) // apply up shift

Step 5:bd=revdiagshift(b3,i) // apply reverse diagonal shift
Step 6:bS=leftshift(b4,i) // apply left shift

Step 7;b6=revdiagshift(b5,i) // apply reverse diagonal shift
Step 8:b7=downshift(b6,i) // apply down shift

Step 9:b8=revdiagshift(b7,) // apply reverse diagonal shift
Step 10:b9=rightshift(b8,i) // apply right shift

Step 11:orig=revdiagshift(b9,i) //apply reverse diagonal
shift

Step 12:End

2.2.5. function[a]=diagshift(a,n):

This function performs diagonal shift on the array elements.
Step 0:Start

Step 1:function[a]=diagshift(a,n)

Step 2:tmp=a(n,n); //tmp is a temporary variable

Step 3:i=n

Step 4 a(i,i)=a(i-1,i-1);

Step 5 If i>=2 ,then goto Step 4

Step 6 Calculate a(1,1)=tmp

Step 7 End

2.2.6. function [a]=revdiagshift(a,n):
This function performs reverse diagonal shift on the array
elements.

Step 0:Start

Step 1:function [a]=revdiagshift(a,n)

Step 2:tmp=a(1,1) //tmp is a temporary variable
Step 3:i=1

Step 4:a(i,i)=a(i+1,i+1);
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Step 5:1f i>n-1,then goto Step 4
Step 6 Calculate a(n,n)=tmp
Step 7 End

2.2.7. function[a]=upshift(a,n):

This function performs reverse diagonal shift on the array

elements.

Step O:Start

Step 1:function[a]=upshift(a,n)

Step 2:i=1

Step 3:tmp=a(l,i) //tmp is a temporary variable
Step 4:j=2

Step 5:  a(j-1,i)=a(j,i);

Step 6:1f j<n then goto Step 5

Step 7:1f i<n then goto Step 3

Step 8: Calculate a(n,i)=tmp

Step 9:End

2.2.8 function[a]=downshift(a,n):
This function performs downshift on the array elements.

Step 0:Start

Step 1:function[a]=downshift(a,n)

Step 2:i=1

Step 3:tmp=a(n,i) //tmp is a temporary variable
Step 4:j=n

Step S:calculate a(j,i)=a(j-1,1)

Step 6:if j>2 then goto Step 5

Step 7:calculate a(1,i)=tmp

Step 8:1f i<n then goto Step 3

Step 9:End

2.2.9. function[a]=leftshift(a,n):
This function performs leftshift on the array elements.

Step 0:Start

Step 1:function[a]=leftshift(a,n)

Step 2:i=1

Step 3:temp=a(i,1) //tmp is a temporary variable
Step 4:j=2

Step 5: calculate a(i,j-1)=a(i,j)

Step 6:1f j<n then goto Step 5

Step 7:Calculate a(i,n)=temp

Step 8:1f i<n then goto Step 3

Step 9:End

2.2.10. function[a]=rightshift(a,n):
This function performs rightshift on the array elements.

Step 0:Start

Step 1:function[a]=rightshift(a,n)

Step 2:i=1

Step 3:temp=a(i,1) //tmp is a temporary variable
Step 4:j=n

Step 5:Calculate a(i,j)=a(i,j-1)
Step 6:1f j>2then goto Step 5
Step 7:Calculate a(i,1)=tmp
Step 8:1f i<n then goto Step 3
Step 9:End
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2.3. Bitwise method:

Function of Method 3 in MES-III:

In Method 3 of MES-III we take the output text from
Method 2 and convert the entire output into bits. Then using
the algorithm of Method 2 we shuffle the bits a certain
number of times to obtain a different output text for every
particular input text. The number of time the shuffle
operation occurs on the text file depends is a number which
differs depending on the text in the input file. We then
convert the bits to bytes and out the final cipher text of
MES-III method.

2.3.1 Encryption Algorithm : main() module:
This encryption method reduces the plain text to bits and
carries out the method 2 process on it

Step 1: Start main

Step 2: Input filel to plain text file

Step 2a: Input file2 to store cipher text file

Step3: Open filel in read mode

Step 3a: Open file2 in write mode

Step 4: file_len=sizeof(filel)

Step 5: size=8*file_len //size holds the size of the plain text
when converted to bits

Step 6: Initialize all elements of
ar(row)=0,ar1(row)=0,bin_arr(8)=0 where row=size //arrays
used for blockwise encryption

Step 7: ii=1

Step 8: isq=ii*ii

Step 9: if isq<=size, matsize=ii//size of the n on largest nxn
matrix that can be generated from this

Step 10: ii=ii+1

Step 10a: if ii<=(size/2), goto step 8

Step 11: initialize all elements of a(1024,1024)=

Step 12: Initialize all elements of a(i,j)=0

Step 13:pos=0,5=0,dig=0,s1=0,count=0 //variables used to
calculate how many times encryption will take place

Step 14: ch=read character from filel

Step 15: bin_arr=dec_to_bin(ch) //dec_to_bin will return a
binary array which will be stored in bin_arr

Step 16: store sum of ASCII value of all characters in plain
text in s // this will also be used to calculate the number of
times encryption will be done

Step 17: store binary values of each character in ‘ar’

Step 18: increment value of s1 by 1 for every ‘1’ present in
‘ar’ //this will also be used to calculate the number of times
encryption will be done

Step 19: times1=floor((s/s1)), times2=mod(s,s1),
times=times1+times2 //times=the number of times
encryption will occur. This varies for any slight variation in
plain text

Step 20: while times>40 // this is to make sure the loop is
not too large so that it will cause a lengthy encryption
process

Step 21: s2=sumofdigits(times)

Step 22: times=s2*s1

Step 23: end while loop started in step 20

Step 24: ext_i=1 //Steps 24-35 carry out the encryption
process by calling ‘msaencryptfinal()’ for each block
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Step 25: i=2

Step 26: count=count+1,pos1=0,pos2=0,isq=i*i

Step 27: noofblocks=floor(size/isq),
bytescopied=noofblocks*isq, res_bytes=size-bytescopied
Step 28: k=1

Step 29: read each input character from file temp1 and make
array(ul,u2),posl=posl+1

Step 30: call shufarr= msaencryptfinal(a,i) //function for
randomization of array elements

Step 31: Each character from the shuffarr(ul,u2) is written
in file2,pos2=po2+1

Step 32: k=k+1

Step 32a: If k<=noofblocks then goto Step 29

Step 33: transfer residual bytes from ‘ar’ to ‘arl’

Step 34: transfer bits from arl to ar for further shuffling
Step 35: i=i+1

Step 35a: if i<=matsize,goto step 26

Step 36: ext_i=ext_i+1

Step 36a: if ext_i<=times,goto step 25

Step 37: i=1

Step 38: pos=0

Step 39: bin_arr(pos+1)=ar(i+pos) //creating 8 bits array
Step 40: pos=pos+1

Step 40a: if pos<=7 then goto step 39

Step 41: num=bin_to_dec(bin_arr) // binary to integer
Step 42:ch=char(num),write ch to file2 //creating Cipher
text file

Step 43: i=i+8

Step 43a: if i<=size then goto step 38

Step 44: End

2.3.2. Decryption Algorithm : Main() module:

Step 1: Start main

Step 2: Input filel to plain text file

Step 2a: Input file2 to store cipher text file

Step 3: Open filel in read mode

Step 3a: Open file2 in write mode

Step 4: file_len=sizeof(filel)

Step 5: size=8*file_len

Step 6: Initialize all elements of
ar(row)=0,ar1(row)=0,bin_arr(8)=0 where row=size //arrays
used for blockwise decryption

Step 7: ii=1

Step 8: isq=ii*ii

Step 9: if isq<=size, matsize=ii//size of the n on largest nxn
matrix that can be generated from this

Step 10: ii=ii+1

Step 10a: if ii<=(size/2), goto step 8

Step 11: initialize all elements of a(1024,1024)= *’

Step 12: Initialize all elements of a(i,j)=0

Step 13: pos=0,count=0, i=1

Step 14: ch=read character from filel

Step 15: bin_arr=dec_to_bin(ch) //character to binary

Step 16: store sum of ASCII value of all characters in input
text in ‘s’ //this will also be used to calculate the number of
times encryption will be done

Step 17: ext_i=1 //Steps 17-28 carry out the decryption
process by calling ‘msadecryptfinal()’ for each block

Step 18: i=matsize

Step 19: count=count+1,pos1=0,pos2=0,isq=i*i
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Step 20: nootblocks=floor(size/isq),
bytescopied=noofblocks*isq, res_bytes=size-bytescopied
Step 21: k=1

Step 22: read each input character from file temp1 and make
array(ul,u2),posl=posl+1

Step 23: call shufarr= msadecryptfinal(a,i) //function for
randomization of array elements

Step 24: Each character from the shuffarr(ul,u2) is written
in file2,pos2=po2+1

Step 25: k=k+1

Step 25a: If k<=noofblocks then goto step 22

Step 26: transfer the residual bits from ‘ar’ to ‘arl’

Step 27: transfer bits from ar1 to ar for further shuffling
Step 28: i=i-1

Step 28a: if i>=2,goto step 19

Step 29: ext_i=ext_i+1

Step 29a: if ext_i<=times,goto step 18

Step 30: i=1 //Steps 44-50 carry out conversion from bits to
bytes and writing into output file

Step 31: pos=0

Step 32: bin_arr(pos+1)=ar(i+pos)//creating an array of 8
bits

Step 33: pos=pos+1

Step 33a: if pos<=7,goto step 32

Step 34: num=bin_to_dec(bin_arr)// binary to integer

Step 35:ch=char(num),write ch to file2// integer to character
Step 36: i=i+8

Step 36a: if i<=size,goto step 31

Step 37: End

2.3.3. function [arr]=dec_to_bin(ch):
This function takes a character as input and returns the
binary of it’s ASCII as an array

Step 1: Start

Step 2: Initialize all elements of arr(8)=0
Step 3: cl=int(ch)

Step 4: Convert ch to bits and store in arr
Step 5: End

2.3.4. function [num]=bin_to_dec(arr):

This function takes a binary array as input and returns an
integer which is the decimal of the binary array entered
Step 1: Start

Step 2: num=0

Step 3: Convert arr to decimal and store in num

Step 4: End

2.3.5. function [sum]=sumofdigits(n):

This function calculates the sum of the digits of the number
n. It is called by the main encryption function to calculate
how many times encryption will occur

Step 1: Start

Step 2: copy=n,sum=0

Step 3: while copy>0

Step 4: d=mod(copy,10)

Step 5: copy=copy/10

Step 6: sum=sum-+d

Step 7: end while loop started in step 3
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Step-8: End

Process Begins
v
Plain Text
v
Method-1
v
Cipher Text1
v
Method-2
v
Cipher Text2
v
Method-3
v
Encrvnted Text

v

Process Ends

Transition diagram for the proposed algorithm MES
Version-II1

3. Results and Discussion:

MES-III applied on all possible type of files and the results
found satisfactory. In table-1 we have shown different
standard plain text and the corresponding encrypted text
after method-1, method-1 and method-2 and then method-
1,2 and 3 together. The results show that it almost
impossible to get back the original text without knowing the
exact key and exact decryption algorithm. MES-III applied
on a small paragraph and output is also shown in a separate
table.

Table-1: Some standard input plain text and the
corresponding Cipher Text

Input Text Method 1 Method-1 Method_1
+ +
Method 2 Method_2
+ Method 3
he_is_goon | [1@»'t73%P | m¥%b»1@y | ptPYI{ix
m* yty )
he_is_good | J@»’tVf- | -Vi»O@yt- | YP =oulae
Y
caaaaaaa ai...0J0Juu | adyoiuul] %0101
U
baaaaaaa | (1881 Ix™ | 18Ry Ixy | SgM}ohv
aaaacaaaa (081°»b] I»be;0°! > gilL(E
aaaabaaaa PRI | (yye,09!1 | ®6Axyopy
aaaaaaac (O8IrE-U (O8IrE-U Y—
0°ym32
aaaaaaab (08! @éq{ (08! @éq{ 9eZeSan
111111 | i"aqi ki& | &kdal"qi | 6i_%"U"
111101111 | 1"0q00;-& &;-01"Oqi | S&H_Zh=&i
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Test Case :
Plain Text - To promote a society of liberty, justice, equality,
fraternity and freedom.

Encrypted Text —

F. Edit Uicu ions Help

opt
sSRahul~Desktop MES—III\paraout_final.txt

=5 (U ETLICELuRCAd I <A
L

4. Conclusion and Future Scope:

The encrypted text cannot be decrypted without knowing
the exact initial random matrix. MES-III is a combination of
3 independent methods and hence to decrypt the encrypted
text one has to apply the decryption algorithm in proper way
and the key should be also correct. The encrypted text of
some standard text shows that the present method is free
from known plain text attack, brute force attack or
differential attack. MES-III will be most effective to
encrypt short message such as SMS in mobile phone,
password encryption and any type of confidential messye.
The method was tested the present method on any type file
such as text, audio, video or any other file and we find that it
is working perfectly ok. The present method may be further
upgraded by using some complex bit-wise operations such
as XOR, left shift, complement etc. The feedback
mechanism can be further made nonlinear to make the
whole system more complex. The authors are now working
on those complex operations.
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Equivalence of the Foulis-Holland Theorems and
the Orthomodular Law in Quantum Logic: Part 1

Jack K. Horner
P. O. Box 266
Los Alamos, New Mexico 87544 USA

FCS 2013

Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTs). Here | provide an automated deduction of one of the four FHTs from OML.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”
(QL; [19]). Figure 1 shows a set of axioms
for an orthlolattice.



Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where

Xy
A

y are variables ranging over lattice nodes
is lattice meet
v is lattice join

c(x) is the orthocomplement of x
<-> means 1if and only if
is equivalence ([12])
1 is the maximum lattice element (
0 is the minimum lattice element (

v c(x))

(1))

X
e}
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Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML,; [4], [7]), which isan OL
conjoined with the orthomodularity axiom
(OMLaw):

A

(x v y))
(OMLaw)

(c(y)

X vV y

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an
OML, and that as a consequence, banning

the OMA from QL yields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law

(D)

A

(x v
(x v y)

(y

A

does not hold. Under certain commutativity
conditions, a QL does satisfy the distributive
law; among the most well known of these
relationships are the Foulis-Holland
theorems (FHTs ([7])):
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% Foulis-Holland theorem FHI1
(C(x,y) & C(x,2)) > ( (x " (yvz) = (x"y)v (X" z))

% Foulis-Holland theorem FH2
(C(x,y) & C(x,2)) —> ((y " (xvz)=(y " x)v (y " z))

% Foulis-Holland theorem FH3
(C(x,y) & C(x,2)) > ((xv (y " 2z)) = ((xvy) " (xvz)) )

% Foulis-Holland theorem FH4
(C(x,y) & C(x,2)) —> ((yv (x *2z)) = ((y vzx)" (yvaz))

where C(x,y), "x commutes with y" is defined as
C(x,y) <=> (x = ((x " y) v (x 7 c(y))))

Figure 2. The Foulis-Holland theorems.

2.0 Method Home Premium /Cygwin operating
environment.

The OML axiomatizations of Megill,
Paviéi¢, and Horner ([5], [14], [15], [16],
[21]) were implemented in a prover9 ([2]) 3.0 Results
script ([3]) configured to derive FH1, then
executed in that framework ona Dell
Inspiron 545 with an Intel Core2 Quad CPU
Q8200 (clocked @ 2.33 GHz) and 8.00 GB
RAM, running under the Windows Vista

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that FH1 is implied by an OML.:

PROOF

o

Proof 1 at 3.67 (+ 0.060) seconds: "Foulis-Holland Theorem 1".
Length of proof is 90.

o

4 C(x,y) & C(x,2) ->x "~ (yvz) = (x"y) v (x " z) # label ("Foulis-Holland Theorem 1")
# label (non _clause) # label (goal). [goall].

13 x = c(c(x)) # label ("AxL1"). [assumption] .

14 c(c(x)) = x. [copy(13),flip(a)l.

15 x vy=yvx # label ("AxL2"). [assumption].

16 (x vy) vz=xv (yvz) # label ("AxL3"). [assumption] .
18 x v (x ~ y) = x # label ("AxL5"). [assumption] .

19 x » (x v y) = x # label ("AxL6"). [assumption].

20 c(x) ~ x = 0 # label ("AxOL1"). [assumption].

21 c(x) v x = 1 # label ("AxOL2"). [assumption] .

22 x v c(x) = 1. [copy(21),rewrite ([15(2)])1.

23 x ~y = c(c(x) v c(y)) # label ("AxOL3"). [assumption].

—~ Q

67 1. 2 =xv ((y ~ c(x)) v (c(y) * c(x))) # label("Df. 2.20"). [assumption].
68 x v (c(y v x) v c(c(y) v x)) =1 2.

[copy (67),rewrite ([23(3),14(4),23(7),14(6),14(6),15(7)1),flip(a)l.
75 x v (c(x) ~ (y v x)) =y v x # label ("OMLaw") . [assumption].

141



142

76 x v c(x v c(y Vv X)
77 (cl ~ ¢c2) v (cl *©

answer ("Foulis-Hollan
78 c(c(cl) v c(c2 v ¢
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) =y vV X. [copy (75),rewrite ([23(3),14(2)1)1.

c3) !'=cl » (c2 v c3) # label ("Foulis-Holland Theorem 1") #

d Theorem 1"). [deny (4)].

3)) != c(c(cl) v c(c2)) v c(c(cl) v c(c3)) # answer ("Foulis-Holland

Theorem 1") . [copy (77),rewrite([23(3),23(9),23(18)1),flip(a)l.

83 c(l) = 0. [back rewrite(20),rewrite([23(2),14(2),22(2)])].

84 c(c(x) v c(x v y)) = x. [back rewrite(19),rewrite([23(2)])].

85 x v c(c(x) v c(y)) = x [back rewrite(18),rewrite([23(1)])].

89 v (y vz =yvVv (XxVvz). [para(l5(a,1),16(a,1,1)),rewrite([16(2)])].
97 v (c(x) vy =1vy [para(22(a,l),16(a,1,1)),flip(a)l.

98 v (y velxvy))=1. [para(22(a,1),16(a,1)),flip(a)].

99 v (c(x vy) vc(cly) vx))=12. [para(1l5(a,l),68(a,1,2,1,1))].
108 x v c(x v c(x Vy)) =Yy VvV X. [para(l5(a,l),76(a,1,2,1,2,1))1.

110 x v (yve(xv(yvc(zv (xvy))))) =2zv (XVy).
[para(76(a,1l),16(a,l)),rewrite([16(7)]),flip(a)].

XXX X

113 1 2 = 1. [para(76(a,1),68(a,1,2,1,1)),rewrite([84(13),15(7),15(8),22(8)]),flip(a)].

124 x v (c(x vy) vc(c(y) vx)) = 1. [back rewrite(99),rewrite([113(8)])].

133 c(x) v c(x v y) = c(x). [para(84(a,l),14(a,1,1)),flip(a)].

137 ¢c(0 v c(x)) = x. [para(22(a,l),84(a,1,1,2,1)),rewrite([83(3),15(3)])1].
x = 1. [para(83(a,l),84(a,1,1,1)),rewrite([137(6)])].

141 1 v

144 x v (c(x) v y) = 1. [back rewrite(97),rewrite([141(5)])].

146 x v c(c(x) v y) = x. [para(l4(a,l),85(a,1,2,1,2))].

150 x v 0 = x. [para(22(a,1),85(a,1,2,1)),rewrite([83(2)]1)1].

151 x v c(y v c(x)) = x. [para(76(a,1),85(a,1,2,1))].

163 x v (y vc(x)) =y v 1. [para(22(a,1),89(a,1,2)),flip(a)].

165 x v (y ve(xve(zvx))) =yv (zvVvXx). [para(76(a,1),89(a,1,2)),flip(a)l.
193 x v 1 = 1. [para(l41l(a,1),15(a,1)),flip(a)]l.

195 x v (y v c(x)) = 1. [back rewrite(163),rewrite([193(5)])].

196 0 v x = x. [para(150(a,1),15(a,1)),flip(a)].

207 x v (y v (c(x vy) vz)) =1. [para(l44(a,l),16(a,l)),flip(a)]l.
210 x v (y v (z vc(xvy))) =1. [para(l95(a,1),16(a,1)),flip(a)].
215 x v (c(c(x) vy) Vz) =XV Z. [para(l46(a,1l),16(a,1,1)),flip(a)].
217 x v (y v c(c(x) v z)) =y V X. [para(l46(a,1),89(a,1,2)),flip(a)].
220 c(x) v c(y v x) = c(x). [para(l4(a,l),151(a,1,2,1,2))1].

221 x v (c(y v c(x)) VvV z) = X V Z. [para(1l51(a,1),16(a,1,1)),flip(a)].

225 x v (y v c(z v c(x))) y V X. [para(l51(a,1),89(a,1,2)),flip(a)].
230 x v (y v c(y v x)) = 1. [para(l5(a,1),98¢(a,1,2,2,1))1.

234 c(x) v (c(x v y) Vv z) =c(x) Vv z. [para(133(a,1),16(a,1,1)),flip(a)].
236 c(x) v (y ve(xvz) =yvVvc(x). [para(133(a,1),89(a,1,2)),flip(a)].
257 c(x) v (c(y v x) v z) = c(x) VvV z. [para(220(a,1),16(a,1,1)),flip(a)].
259 c(xvy) vely velxvy))=cly.
[para(220(a,1),76(a,1,2,1,2,1)),rewrite([14(6),15(5),220(11)
260 c(x) v (y vc(zvx))=yvVvc(x). [para(220(a,1),89(a,1
262 x v (y v (c(y v x) v z)) = 1.
[para(230(a,1),16(a,1,1)),rewrite([141(2),16(5)]1),flip(a)].
313 x v (y v (z vc(y v x))) = 1. [para(l5(a,l1),210(a,1,2,2,2,1))1.

326 c(c(x) vy) v (z Vv xX) =12V X.
[para(l46(a,1),110(a,1,2,2,1,2,2,1,2)),rewrite([215(10),165(9),146(9)1)1.

1.

1)
+2)),flip(a)].

665 x v (y v (c(z vc(x)) vu)) =y v (x vu). [para(221(a,1),89(a,1,2)),flip(a)].

741 x v c(x v c(y vc(xvy))) =1.
[para(98(a,1l),124(a,1,2,1,1)),rewrite([83(2),15(6),196(8)1)1].
855 c(x) v (y v (c(z v x) vu)) = c(x) v (y vu).
[para(326(a,1),215(a,1,2,1,1)),rewrite([16(6),16(9)]1)].

935 ¢(x) v (y v (c(x v z) vu)) =y Vv (c(x) v u). [para(234(a,1),89(a,1,2)),flip(a)].

1166 c(x) v (y v (z v c(x v u))) =
[para(l6(a,l),236(a,1,2)),rewrite(
1409 c(x) v (y v (z v c(u v x))) =
[para(l6(a,l),260(a,1,2)),rewrite(
3700 x v c(y Vv c(x VvV y)) = X.

[para(741(a,1),108(a,1,2,1)),rewrite([83(2),150(2),15(5)1),flip(a)].

y v (z v c(x)).
[16(9)1) 1.
y v (z v c(x)).
[16(9)1) 1.

3710 x v c(y v c(y v x)) = Xx. [para(l5(a,1),3700(a,1,2,1,2,1))1.

3719 x v c(y v x) = x v c(y).
[para(3700(a,1),151(a,1,2,1)),rewrite([15(5),236(5)]),flip(a)l.

3992 c(x v y) vc(y v c(x)) = c(y). [back rewrite(259),rewrite([3719(5)])].

4092 x v c(x v y) =x Vv c(y).
[para(3710(a,1),151(a,1,2,1)),rewrite([15(5),260(5)]),flip(a)].

4093 x v (c (y v X) v.z) =xvVv (c(ly) v z).
[para(207(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),935(6)]1),flip(a)].
4094 x v (y v c(z vx)) =xvVv (yvoc(z).
[para(210(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),1166(6)]),flip(a)].
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4098 x v (c(x vy) vz) =c(ly) v (x v z).
[para(262(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),855(6)1),flip(a)].

4099 x v (y ve(xvz) =xv (yvc(z)).
[para(313(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),1409(6)]),flip(a)].

4102 c(x v y) v c(c(y) v x) = c(x).
[para(l124(a,1),3710(a,1,2,1,2,1)),rewrite([83(8),150(8),15(8),260(8),15(4),133(4)1),flip(

a)l.

4338 x v c(y v (z v x)) = x v c(y v z). [para(l6(a,1),3719(a,1,2,1))].

4342 c(x) v c(y v c(z v X)) = c(x) v c(y).
[para(3719(a,1),257(a,1,2)),rewrite([257(6)]1),flip(a)].

4374 x v c(y v (x v z)) = x v c(y v z). [para(89(a,l),4092(a,1,2,1))].

4419 c(x v c(c(y) v z)) =c(x vy) vclcly) v (xvc(z))).
[para(217(a,1),3992(a,1,1,1)),rewrite([15(8),4099(8)]1),flip(a)l.

4565 c(x v c(y v z)) =c(z v (x vc(y))) vc(x v c(z)).
[para(225(a,l),4102(a,1,2,1)),rewrite([14(2),15(4),4094(4),14(10)]),flip(a)].
4868 x v (y v (c(z v x) vu)) =y v (xv (c(z) vu).

[para (4093 (a,1),89(a,1,2)),flip(a)]l.

5175 c(x v y) vc(c(y) v (x v.z)) =c(xVvy) vc(xyvz).

[para (4098 (a,1),4374(a,1,2,1))1].

5188 c(x v c(c(y) v z)) =c(xvy) vcelxvcec(z)).

[back rewrite(4419),rewrite([5175(13)])].

5751 c(x v y) vc(y v c(z v x)) = c(y).

[para (4338 (a,1),4342(a,1,2,1)),rewrite ([15(11),220(11)]1)].

5776 c(x v c(y v z)) v c(z v x) = c(x). [para(5751(a,1),15(a,1)),flip(a)l.
5896 c(x v c(y v z)) v c(y v x) = c(x). [para(l5(a,1),5776(a,1,1,1,2,1))1.
6089 c(x v (y ve(zvu))) ve(zv (xvy)) =c(xvy). [para(l6(a,1l),589%6(a,1,1,1))].

6099 c(x v (c(y v z) ve(y vu))) vel(ly v (xve(z))) =c(xvececlyvaz)).
[para (4099 (a,1),5896(a,1,2,1)),rewrite([16(6)]1)].

6193 c(x v (c(y v.z) vu)) =c(xvVv (zv (c(y) vu))) vc(x v (c(z) vu)).
[para(665(a,1l),4102(a,1,2,1)),rewrite([14(2),15(5),4868(5),14(12)]1),flip(a)].
6227 c(x v c(y v z)) = c(x Vv (z v.c(y))) vc(x v c(z)).

[back rewrite(6099),rewrite([6193(7),133(4),16(16),6089(15)]),flip(a)].

6529 c(x v (y vz)) velxve(ly)) =c(xvz) velxvcec(y)).

[back rewrite(5188),rewrite([6227(5),14(2)]1)].

6557 c(x v (y v.c(z))) vc(y v c(x)) =c(y v.c(z)) vc(y v c(x)).

[back rewrite(4565),rewrite([6227(4),6529(8)]),flip(a)].
6566 SF # answer ("Foulis-Holland Theorem 1").
[back rewrite(78),rewrite([6227(8),89(7),6557(15)]),xx(a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of FHT1 from OML. The proofs assume the default
inference rules of prover9. The general form of a line in this proof is “line_number conclusion
[derivation]”, where line_number is a unique identifier of a line in the proof, and conclusion is the
result of applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that some of
“logical” proof lines in the above have been transformed to two text lines, with the derivation
appearing on a text line following a text line containing the first part of that logical line. The detailed
syntax and semantics of these notations can be found in [2]. All prover9 proofs are by default proofs
by contradiction.

The total time to produce the proofs in Figure 3 on the platform described in Section 2.0
was approximately 3.7 seconds.
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4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. FH1 is derivable from OML.

2. The proof in Section 3.0 is, as far as |
know, novel.

3. Companion papers provide derivations
of the remaining FHTs from OML, and a
derivation of the OMLaw from an OML
without the OMLaw, conjoined with the
FHTs. The union of these proofs constitutes
a proof of the equivalence of the OMLaw
and the FHTs within OML theory.
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Equivalence of the Foulis-Holland Theorems and
the Orthomodular Law in Quantum Logic: Part 2

Jack K. Horner
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Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTs). Here | provide an automated deduction of one of the four FHTs from OML.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”
(QL; [19]). Figure 1 shows a set of axioms
for an orthlolattice.
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Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where
X, y are variables ranging over lattice nodes
~ is lattice meet
v is lattice join
c(x) is the orthocomplement of x
<-> means 1if and only if
= 1is equivalence ([12])
1 is the maximum lattice element (
0 is the minimum lattice element (

X v c(x))
¢}

(1))

Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML; [4], [7]), which is an OL
conjoined with the orthomodularity axiom
(OMLaw):

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an
OML, and that as a consequence, banning

the OMA from QL yields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law

D) (xv (y " z) =
(x v y) ©

does not hold. Under certain commutativity
conditions, a QL does satisfy the distributive
law; among the most well known of these
relationships are the Foulis-Holland
theorems (FHTs ([7])):

147
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% Foulis-Holland theorem FH1
(C(x,y) & C(x,2)) —> ( (x " (yvz))=(x"y) v (x"z))

% Foulis-Holland theorem FH2
(C(x,y) & C(x,2)) > ( (y ©~ (x Vv 2))

Il
N

% Foulis-Holland theorem FH3
(C(x,y) & C(x,2)) —> ((xVv (y " 2z)) = ((xVvy)

% Foulis-Holland theorem FH4
(

C(x,y) & C(x,2)) > ((yv (x "~ z)) = ((yvzx)" (yvz))
where C(x,y), "x commutes with y" is defined as
C(x,y) <> (x = ((x 7 y) v (x 7 c(y))))
Figure 2. The Foulis-Holland theorems.
2.0 Method Home Premium /Cygwin operating

environment.

The OML axiomatizations of Megill,
Pavici¢, and Horner ([5], [14], [15], [16],
[21]) were implemented in a prover9 ([2]) 3.0 Results
script ([3]) configured to derive FH2, then
executed in that framework ona Dell
Inspiron 545 with an Intel Core2 Quad CPU
Q8200 (clocked @ 2.33 GHz) and 8.00 GB
RAM, running under the Windows Vista

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that FH2 is implied by an OML:

PROOF

oe

Proof 1 at 4.24 (+ 0.17) seconds: "Foulis-Holland Theorem 2".
Length of proof is 82.

Level of proof is 15.

Maximum clause weight is 29.

Given clauses 311.

o° o 0P

oe

4 C(x,y) & C(x,2z) >y " (x Vv z) = (y " x) v (y ~ z) # label ("Foulis-Holland Theorem 2")
# label (non clause) # label (goal). [goall].

13 x = c(c(x)) # label ("AxL1"). [assumption].

14 c(c(x)) = x. [copy(13),flip(a)l.

15 x vy=yvx # label ("AxL2"). [assumption].

16 (x vy) vz=xv (yvz) # label ("AxL3"). [assumption] .

18 x v (x ~ vy) = x # label ("AxL5"). [assumption] .

19 x » (x v y) = x # label ("AxL6"). [assumption] .

20 c(x) ~ x = 0 # label ("AxOL1"). [assumption].

21 c(x) v x = 1 # label ("AxOL2"). [assumption] .

22 x v c(x) = 1. [copy(21),rewrite([15(2)])1.

23 x ~ y = c(c(x) v c(y)) # label ("AxOL3"). [assumption].

67 1. 2 =xv ((y ~ c(x)) v (c(y) * c(x))) # label("Df. 2.20"). [assumption].
68 x v (c(y v x) v c(c(y) vx)) =1 2.

[copy(67),rewrite([23(3),14(4),23(77,14(6),14(6),15(7)]),flip(a)].
75 x v (c(x) ~ (y v x)) =y v x # label ("OMLaw") . [assumption].
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76 x v c(x v c(y Vv X)) =Yy V X. [copy (75),rewrite ([23(3),14(2)]1)1.

77 (c2 ~ cl) v (c2 ~ c3)

= c2 ~ (cl v c3) # label ("Foulis-Holland Theorem 2")

answer ("Foulis-Holland Theorem 2"). [deny (4)].

78 c(c(c2) v c(cl v c3))

= c(c(cl) v c(c2)) v c(c(c2) v c(c3)) # answer ("Foulis-Holland

Theorem 2") . [copy (77),rewrite ([23(3),15(5),23(9),23(18)1),flip(a)l.

83 c(l) = 0.

[back rewrite(20),rewrite([23(2),14(2),22(2)])].

84 c(c(x) v c(x v y)) = x. [back rewrite(19),rewrite([23(2)])].

85 x v c(c(x) v c(y)) = x [back rewrite(18),rewrite([23(1)])].

89 x v (yVvz) =yvVv (XxVvz). [para(l5(a,1),16(a,1,1)),rewrite([16(2)])].
97 x v (c(x) vy) =1vy. [para(22(a,l),16(a,1,1)),flip(a)l.

98 x v (y ve(xvy) =1 [para(22(a,1),16(a,1)),flip(a)].

99 x v (c(x vy) vcl(c(y) vx))=12. [para(1l5(a,1),68(a,1,2,1,1))].

101 x v (c(y v x) v (c(c(y) v x) v z)) =12V z.

[para(68(a,l),16(a,1,1)),rewrite([16(9)]),flip(a)].

108 x v c(x v c(x v y)) =
110 x v (y v c(x v (y v C

y v x. [para(l5(a,1),76(a,1,2,1,2,1))].
(z v (x vy =zv(xvy).

[para(76(a,l),16(a,l)),rewrite([16(7)]),flip(a)l.

113 1.2 = 1.

133 c(x) v c(x v y) = c(x). [para(84(a,l),14(a,1,1)),flip(a)l.

137 c(0 v c(x)) = x. [para(22(a,l),84(a,1,1,2,1)),rewrite([83(3),15(3)1)].

141 1 v x = 1. [para(83(a,1),84(a,1,1,1)),rewrite([137(6)]1)].

143 x v (c(y v x) v (c(c(y) v x) v z)) = 1. [back rewrite(122),rewrite([141(10)])].
144 x v (c(x) v y) = 1. [back rewrite(97),rewrite([141(5)])].

146 x v c(c(x) v y) = x. [para(l4(a,l),85(a,1,2,1,2))].

150 x v 0 = x. [para(22(a,1),85(a,1,2,1)),rewrite([83(2)]1)1].

151 x v c(y v c(x)) = x. [para(76(a,1),85(a,1,2,1))1].

163 x v (y v c(x)) =y v 1. [para(22(a,1),89(a,1,2)),flip(a)].

165 x v (y ve(xve(zvx))) =yv (zvVvXx). [para(76(a,1),89(a,1,2)),flip(a)l.
193 x v 1 = 1. [para(l41l(a,1),15(a,1)),flip(a)].

195 x v (y v c(x)) = 1. [back rewrite(163),rewrite([193(5)])].

196 0 v x = Xx. [para(150(a,1),15(a,1)),flip(a)]l.

207 x v (y v (c(x vy) vz)) =1. [para(l44(a,l),16(a,l)),flip(a)].

210 x v (y v (z vc(xvy))) =1. [para(l95(a,1),16(a,1)),flip(a)].

215 x v (c(c(x) vy) Vz) =XV Z. [para(l46(a,l),16(a,1,1)),flip(a)].

[back rewrite(99),rewrite([113(8)])].

220 c(x) v c(y v x) = c(x). [para(l4(a,1),151(a,1,2,1,2))].

221 x v (c(y v c(x)) Vv z)
234 c(x) v (c(x v y) Vv z)
235 c(x vy) velxv (yv
236 c(x) v (y v c(x Vv z))
257 c(x) v (c(y v x) Vv z)
260 c(x) v (y v c(z v x))

313 x v (y v (z vc(y vx)) =1.

326 c(c(x) vy) v (z v x)

[para(146(a,1),110(a,1,2,2,1,2,2,1,2)),rewrite ([215(10),165(9),146

665 x v (y v (c(z v c(x))
741 x v c(x v c(y v c(x Vv
[para(98(a,1),124(a,1,2,1
855 c(x) v (y v (c(z v x)

=X V Z. [para(151(a,1),16(a,1,1)),flip(a)].

= c(x) v z. [para(133(a,1l),16(a,1,1)),flip(a)].
z)) = c(x v Vy). [para(l6(a,1),133(a,1,2,1))].
=y Vv c(x). [para(133(a,1),89(a,1,2)),flip(a)].
= c(x) Vv z. [para(220(a,1),16(a,1,1)),flip(a)].
=y VvV c(x). [para(220(a,1),89(a,1,2)),flip(a)].
[para(l5(a,1),210(a,1,2,2,2,1))1.
=z V X.

9

9 NI1.
[para(221(a,1),89(a,l1

]
v u)) =y v (xvu). ’
y))) = 1.

;1)) ,rewrite ([83(2),15(6),196(8)1)1.

v ou)) =c(x) v (y vu).

[para(326(a,1),215(a,1,2,1,1)), rewrite ([16(6),16(9)]1)].

935 c(x) v (y v (c(x v 2z)
1409 c(x) v (y v (z v c(u

v u)) =y v (c(x) v u).
v x))) =y v (zvc(x)).

[para(l6(a,l),260(a,1,2)),rewrite([16(9)])].

3700 x v c(y v c(x v y))

= X.

[para (741 (a,1),108(a,1,2,1)), rewrite ([83(2),150(2),15(5)]1),flip(a)].

3710 x v c(y v c(y v x))
3719 x v c(y v X) = X VvV C

[para(3700(a,1),151(a,1,2,1)),rewrite([15(5),236(5)]),flip(a)l.

4093 x v (c(y v x) v z) = x Vv (c(y) v z).
[para(207(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),935(6)1),flip(a)].

4099 x v (y ve(xvaz)) =xvVv (yvc(z)).
[para(313(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),1409(6)]),flip(a)].

4102 c(x v y) v c(c(y) v x) = c(x).
[para(l24(a,1),3710(a,1,2,1,2,1)),rewrite([83(8),150(8),15(8),260(8),15(4),133(4)1),flip(
a)l.

4105 c(x v y) v (c(c(x) vy) vz =cly)Vvz.
[para(143(a,1),3710¢(a,1,2,1,2,1)),rewrite([83(9),150(9),15(9),855(9),257(5)1),flip(a)].
4338 x v c(y v (z v x)) = x Vv c(y Vv z). [para(l6(a,l),3719(a,1,2,1))1.

4342 c(x) v c(y v c(z v x)) = c(x) v c(y).
[para(3719(a,1),257(a,1,2)),rewrite([257(6)]),flip(a)].

= x. [para(l5(a,1),3700(a,1,2,1,2,1))1.

[para(76(a,1),68(a,1,2,1,1)), rewrite([84(13),15(7),15(8),22(8)]),flip(a
122 x v (c(y v x) v (c(c(y) v x) v z)) =1 v z. [back rewrite(10l),rewrite([113(9)])].
124 x v (c(x v y) vc(c(y) v x)) = 1.

)
2)),flip(a

[para(234(a,1),89(a,1,2)),flip(a

#

149
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4360 c(x v y) ve(yvVv (zvx)) =c(xvVvy).

[para(l5(a,1),235(a,1,2,1)),rewrite([1l6(4

4868 x v (y v (c(z v x) vu)) =y Vv (xvVv (Z) v ou)).
[para(4093(a,1),89(a,1,2)),flip(a)].

5751 c(x vy) vc(ly ve(zvx))=c(y).

[para (4338 (a,l),4342(a,1,2,1)),rewrite([1 ,220(11) 1) 1.

5776 c(x v c(y v z)) v c(z v x) = c(x). ara(5751(a 1),15(a,1)),flip(a)].

5896 c(x v c(y v z)) v c(y v x) = c(x). (15(a,1),5776(a,1,1,1,2,1))1.

6089 c(x v (y vc(z vu))) ve(zv (xvVvy c(x v y) . [para(l6(a,1l),58%6(a,1,1,1))].
6099 c(x v (c(y v z) vc(yvu))) ve(lyv (xve(z)) =c(xvcelyvaz)).

[para (4099 (a,1),5896(a,1,2,1)),rewrite([16

6108 c(x v (y v z)) v c(z v xX) = c(z Vv x). [para (4360 (a,1),15(a,1)),flip(a)].

6193 c(x v (c(y v z) vu)) =c(xv (zvVv (c(y) vu)) vc(xv (c(z) vu)).
[para(665(a,1l),4102(a,1,2,1)),rewrite([14(2),15(5),4868(5),14(12)]1),flip(a)].

6227 c(x v c(y v z)) = c(x Vv (z vc(y))) vc(x v c(z)).

[back rewrite(6099),rewrite([6193(7),133(4),16(16),6089(15)]),flip(a)].

6566 c(c3 v (c(cl) v c(c2))) v c(c(c2) v c(c3)) !'= c(c(cl) v c(c2)) v c(c(c2) v c(c3)) #
answer ("Foulis-Holland Theorem 2"). [back rewrite(78),rewrite([6227(8),15(7),16(7)]1)].
7290 c(x v (y v z)) vc(z v c(x)) =c(y v z) vc(z v c(x)).

[para (6108 (a,1),4105(a,1,2))].

7291 SF # answer ("Foulis-Holland Theorem 2").

[resolve (7290,a,6566,a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of FH2 from OML. The proofs assume the default
inference rules of prover9. The general form of a line in this proof is “line_number conclusion
[derivation]”, where line_number is a unique identifier of a line in the proof, and conclusion is the
result of applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that some of
“logical” proof lines in the above have been transformed to two text lines, with the derivation
appearing on a text line following a text line containing the first part of that logical line. The detailed
syntax and semantics of these notations can be found in [2]. All prover9 proofs are by default proofs

by contradiction.

The total time to produce the proofs in
Figure 3 on the platform described in
Section 2.0 was approximately 4.4
seconds.

4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. FH2 is derivable from OML.

2. The proof in Section 3.0 is, as far as |
know, novel.

3. Companion papers provide derivations
of the remaining FHTs from OML, and a
derivation of the OMLaw from an OML
without the OMLaw, conjoined with the
FHTs. The union of these proofs constitutes
a proof of the equivalence of the OMLaw
and the FHTs within OML theory.
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Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTs). Here | provide an automated deduction of one of the four FHTs from OML.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”
(QL; [19]). Figure 1 shows a set of axioms
for an orthlolattice
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Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where
X, y are variables ranging over lattice nodes
~ is lattice meet
v is lattice join
c(x) is the orthocomplement of x
<-> means 1if and only if
= 1is equivalence ([12])
1 is the maximum lattice element (
0 is the minimum lattice element (

X v c(x))
¢}

(1))

Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML; [4], [7]), which is an OL
conjoined with the orthomodularity axiom
(OMLaw):

A

c (x v y)) =

Y)
y (OMLaw)

(
v

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an
OML, and that as a consequence, banning

the OMA from QL yields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law

D) (xv (y ~ z) =
(x v y)

does not hold. Under certain commutativity
conditions, a QL does satisfy the distributive
law; among the most well known of these
relationships are the Foulis-Holland
theorems (FHTs ([7])):
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% Foulis-Holland theorem FHI1
(

C(x,y) & C(x,z)) -> ( (x

% Foulis-Holland theorem FH2
(

C(x,y) & C(x,z)) -> ( (y

% Foulis-Holland theorem FH3
(C(x,y) & C(x,2z)) —> (

% Foulis-Holland theorem FH4
(

C(x,y) & C(x,2z)) -> (

where C(x,VY),

C(x,y) <> (x = ((x ©
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A

(y v z)) = ((x

fxvoz)) = ((y "x) vy tz)) )
(xv (y " z)) = (xvy) " (xvz)) )
(y v. (x ~ z)) = ((y v x) (y v z)) )

"x commutes with y" is defined as

Figure 2. The Foulis-Holland theorems.

2.0 Method

The OML axiomatizations of Megill,
Paviéi¢, and Horner ([5], [14], [15], [16],
[21]) were implemented in a prover9 ([2])
script ([3]) configured to derive FH3, then
executed in that framework ona Dell
Inspiron 545 with an Intel Core2 Quad CPU
Q8200 (clocked @ 2.33 GHz) and 8.00 GB
RAM, running under the Windows Vista

PROOF

Home Premium /Cygwin operating
environment.

3.0 Results

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that FH3 is implied by an OML.:

o

o

Length of proof is 54.

Proof 1 at 2.32 (+ 0.11) seconds: "Foulis-Holland Theorem 3".

4 C(x,y) & C(x,2) -> x Vv (y ~z) = (x vy) " (xvz) # label ("Foulis-Holland Theorem 3")
# label (non _clause) # label (goal). [goall].

13 x = c(c(x)) # label ("AxL1"). [assumption] .

14 c(c(x)) = x. [copy(13),flip(a)l.

15 x vy=yvx # label ("AxL2"). [assumption].

16 (x vy) vz=xv (yvz) # label ("AxL3"). [assumption] .

18 x v (x ~y) = x # label ("AxL5"). [assumption] .

19 x » (x v y) = x # label ("AxL6"). [assumption].

20 c(x) ~ x = 0 # label ("AxOL1"). [assumption].

21 c(x) v x = 1 # label ("AxOL2"). [assumption] .

22 x v c(x) = 1. [copy(21),rewrite ([15(2)])1.

23 x Ny c(c(x) v c(y)) # label ("AxOL3"). [assumption] .

67 1 2 = v ((y » c(x)) v (c(y) ~ c(x))) # label("Df. 2.20"). [assumption].

[copy (67), rewrite ([23 (3 Y

X )

68 x v (c(y v x) v c(c(y) vx)) =1 2.
) r

75 x v (c(x) ~ (y v x)) =

14(4),23(7),14(6),14(6),15(7)]),flip(a)].
y v x # label ("OMLaw") .

[assumption] .
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76 x v c(x v c(y Vv X)) =Yy V X. [copy (75),rewrite([23(3),14(2)1)].

77 ¢l v (c2 ~ c3) != (¢l v c2) ~ (cl v c3) # label("Foulis-Holland Theorem 3") #
answer ("Foulis-Holland Theorem 3"). [deny (4)].
78 c(c(cl v c2) v c(cl v ¢3)) !=rcl v c(c(c2) v c(c3)) # answer ("Foulis-Holland Theorem

3") . [copy (77),rewrite([23(4),23(15)]),flip(a)l.
83 c(l) = 0. [back rewrite(20),rewrite([23(2),14(2),22(2)])]
84 c(c(x) v c(x v y)) = x. [back rewrite(19),rewrite([23(2)]
85 x v c(c(x) v c(y)) = x. [back rewrite(18),rewrite([23(1)]
89 x v (yVvz) =yvVv (XxVvz). [para(l5(a,1l),16(a,1,1)),rewri
= 1.
)

)1
)1
te([16(2)1)].
98 x v (y v c(x Vv Vy)) para(22(a,l),16(a,1)),flip(a)].
99 x v (c(x v y) v c(c(y) v x)

108 x v c(x v c(x Vv Vy)) y
110 x v (yve(xv(yvcec(zv (xvy))))) =2zv (XVy).
[para(76(a,l),16(a,l)),rewrite([16(7)]),flip(a)l.

1131 2 = 1. [para(76(a,1l),68(a,1,2,1,1)),rewrite([84(13),15(7),15(8),22(8)1),flip(a)].
124 x v (c(x v y) v c(c(y) v x)) = 1. [back rewrite(99),rewrite([113(8)])].

133 c(x) v c(x v y) = c(x). [para(84(a,l),14(a,1,1)),flip(a)].

=12. |[para(l5(a,1),68(a,1,2,1,1))].

[pa
X))
v x. [para(l5(a,l),76(a,1,2,1,2,1))].
(
(

137 c(0 v c(x)) = x. [para(22(a,l),84(a,1,1,2,1)),rewrite([83(3),15(3)1)].

141 1 v x = 1. [para(83(a,l),84(a,1,1,1)),rewrite([137(6)])].

146 x v c(c(x) v y) = x. [para(l4(a,1),85(a,1,2,1,2))].

150 x v 0 = x. [para(22(a,1),85(a,1,2,1)),rewrite([83(2)]1)1].

151 x v c(y v c(x)) = x. [para(76(a,1l),85(a,1,2,1))1.

165 x v (y ve(xve(zvx)) =yv (zvx). [para(76(a,1),89(a,1,2)),flip(a)].
196 0 v x = Xx. [para(150(a,1),15(a,1)),flip(a)].

215 x v (c(c(x) vy) Vz) =XV Z. [para(l46(a,l),16(a,1,1)),flip(a)].

220 c(x) v c(y v x) = c(x). [para(l4(a,l),151(a,1,2,1,2))1].

230 x v (y v c(y v x)) = 1. [para(1l5(a,1),98(a,1,2,2,1))].

234 c(x) v (c(x v y) v z) =c(x) Vv z. [para(133(a,1),16(a,1,1)),flip(a)]l.
236 c(x) v (y vec(xvz) =y vVvc(x). [para(133(a,1),89(a,1,2)),flip(a)].
259 c(x vy) ve(lyve(lxvy))=c(y.
[para(220(a,1),76(a,1,2,1,2,1)),rewrite([14(6),15(5),220(11)]1)1].

260 c(x) v (y vc(z v x)) =y VvV c(x). [para(220(a,1),89(a,1,2)),flip(a)]l.
262 x v (y v (c(y v .x) v z)) = 1.
[para(230(a,1),16(a,1,1)),rewrite([141(2),16(5)]1),flip(a)].

326 c(c(x) vy) v (z Vv XxX) =2V X.
[para(l46(a,1),110(a,1,2,2,1,2,2,1,2)),rewrite([215(10),165(9),146(9)1)1.
741 x v c(x v c(y vc(xvy))) =1.
[para(98(a,1),124(a,1,2,1,1)),rewrite([83(2),15(6),196(8)1)1.

855 c(x) v (y v (c(z v x) vu)) =c(x) v (y vu).
[para(326(a,1),215(a,1,2,1,1)) ,rewrite([16(6),16(9)1)]1.

3700 x v c(y v c(x v y)) = x.
[para(741(a,1),108(a,1,2,1)),rewrite([83(2),150(2),15¢(
3710 x v c(y v c(y v X)) = Xx. [para(l5(a,1),3700(a,1,
3719 x v c(y v x) = x v c(y).
[para(3700(a,1),151(a,1,2,1)),rewrite([15(5),236(5)]),flip(a)]l.

3992 c(x v y) vely vc(x)) =cly). [back rewrite(259),rewrite([3719(5)])].

4092 x v c(x vy) =xvVvc(y).
[para(3710(a,1),151(a,1,2,1)),rewrite([15(5),260(5)]),flip(a)].

4098 x v (c(x vy) vz) =c(y) v (xvz).
[para(262(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),855(6)]1),flip(a)].
4422 c(c(x v y) v z) =c(c(x) v z) vcl(c(y) v (x v z)).
[para(234(a,1),3992(a,1,1,1)),rewrite([14(8),15(7),4098(7)]1),flip(a)l.

4544 SF # answer ("Foulis-Holland Theorem 3").

[back rewrite(78),rewrite([4422(10),133(7),14(3),4092(9),89(8),4092(10)]),xx(a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of FH3 from OML. The proofs assume the default
inference rules of prover9. The general form of a line in this proof is “line_number conclusion
[derivation]”, where line_number is a unique identifier of a line in the proof, and conclusion is the
result of applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that some of
“logical” proof lines in the above have been transformed to two text lines, with the derivation
appearing on a text line following a text line containing the first part of that logical line. The detailed
syntax and semantics of these notations can be found in [2]. All prover9 proofs are by default proofs
by contradiction.
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The total time to produce the proofs in
Figure 3 on the platform described in
Section 2.0 was approximately 2.4
seconds.

4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. FH3 is derivable from OML.

2. The proof in Section 3.0 is, as far as |
know, novel.

3. Companion papers provide derivations
of the remaining FHTs from OML, and a
derivation of the OMLaw from an OML
without the OMLaw, conjoined with the
FHTs. The union of these proofs constitutes
a proof of the equivalence of the OMLaw
and the FHTs within OML theory.
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Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTs). Here | provide an automated deduction of one of the four FHTs from OML.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”
(QL; [19]). Figure 1 shows a set of axioms
for an orthlolattice.
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Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where
X, y are variables ranging over lattice nodes
~ is lattice meet
v is lattice join
c(x) is the orthocomplement of x
<-> means 1if and only if
= 1is equivalence ([12])
1 is the maximum lattice element (
0 is the minimum lattice element (

X v c(x))
¢}

(1))

Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML; [4], [7]), which is an OL
conjoined with the orthomodularity axiom
(OMLaw):

A

c (x v y)) =

y v )
% (OMLaw)

(c(y
X Vv

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an
OML, and that as a consequence, banning

the OMA from QL yields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law

D (xv (y "
(x v y)

A

does not hold. Under certain commutativity
conditions, a QL does satisfy (D); among the
most well known of these relationships are
the Foulis-Holland theorems (FHTSs ([7])):

159
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% Foulis-Holland theorem FH1
(

C(x,y) & C(x,2z)) —> ( (x

% Foulis-Holland theorem FH2
(

A

C(x,y) & C(x,z)) -> ( (y

% Foulis-Holland theorem FH3
(C(x,y) & C(x,2)) —> ( (xv

% Foulis-Holland theorem FH4
( (y v (x * z)) = ((y v X)

C(x,y) & C(x,z)) -> (

where C(x,vY),

C(x,y) <> (x = ((x ~©

A
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(y v z)) = ((x

(x v z))

Il
N

"x commutes with y" is defined as

y) v (x ~ c(y))))

Figure 2. The Foulis-Holland theorems.

2.0 Method

The OML axiomatizations of Megill,
Pavici¢, and Horner ([5], [14], [15], [16],
[21]) were implemented in a prover9 ([2])
script ([3]) configured to derive FH4, then
executed in that framework ona Dell
Inspiron 545 with an Intel Core2 Quad CPU
Q8200 (clocked @ 2.33 GHz) and 8.00 GB
RAM, running under the Windows Vista

PROOF

Home Premium /Cygwin operating
environment.

3.0 Results

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that FH4 is implied by an OML:

oe

% Length of proof is 96.

Proof 1 at 3.68 (+ 0.06) seconds: "Foulis-Holland Theorem 4".

4 C(x,y) & C(x,2) -> y Vv (x ~z) = (y vx)" (y vz) # label("Foulis-Holland Theorem 4")
# label (non_clause) # label (goal). [goall.

13 x = c(c(x)) # label ("AxL1"). [assumption] .

14 c(c(x)) = x. [copy(13),flip(a)].

15 x vy =y v x # label ("AxL2"). [assumption].

16 (x vy) vz=xv (yvz) # label("AxL3"). [assumption].

18 x v (x ~ y) = x # label ("AxL5"). [assumption].

19 x © (x vy) = x # label ("AxLo"). [assumption].

20 c(x) ~ x = 0 # label ("AxOL1"). [assumption] .

21 ¢c(x) v x = 1 # label ("AxOL2"). [assumption].

22 x v c(x) = 1. [copy(21),rewrite ([15(2)]1)1].

23 x My = c(c(x) v c(y)) # label ("AxOL3"). [assumption] .

67 1 2 =xv ((y "~ c(x)) v (c(y) ® c(x))) # label("Df. 2.20"). [assumption] .
68 x v (c(y v x) v c(c(y) v x)) =1 2.

[copy (67), rewrite ([23(3),14(4),23(7),14(6),14(6),15(7)1),flip(a)]l.

75 x v (c(x) ~ (y v x)) =y v x # label ("OMLaw") . [assumption] .

76 x v c(x v c(y vV X)) =Y V X.

[copy (75),rewrite ([23(3),14(2)1)].
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77 c2 v (cl » c3) != (c2 v cl) ~ (c2 v c3) # label("Foulis-Holland Theorem 4")
answer ("Foulis-Holland Theorem 4"). [deny (4)].
78 c(c(cl v c2) v c(c2 v ¢c3)) !=c2 v c(c(cl) v c(c3)) # answer ("Foulis-Holland Theorem

4m) . [copy (77),rewrite([23(4),15(11),23(15)1),flip(a)].

83 c(1) = 0. [back rewrite(20),rewrite([23(2),14(2),22(2)])].

84 c(c(x) v c(x v Vy)) = x. [back rewrite(19),rewrite([23(2)])].

85 x v c(c(x) v c(y)) = x. [back rewrite(18),rewrite([23(1)])].

89 x v (yvz) =yvVv (XxvVvz). [para(1l5(a,l),16(a,1,1)),rewrite([16(2)])].
97 x v (c(x) vy) =1vy. [para(22(a,l),16(a,1,1)),flip(a)l.

98 x v (y v c(x v y)) = 1. [para(22(a,l),16(a,1)),flip(a)].

99 x v (c(x vy) vcl(c(y) vx))=12. [para(1l5(a,1),68(a,1,2,1,1))].

101 x v (c(y v x) v (c(c(y) vx)vz))=12vz.
[para(68(a,l),16(a,1l,1)),rewrite([16(9)]),flip(a)].

108 x v c(x v c(x VVy)) =Yy V X. [para(l5(a,l),76(a,1,2,1,2,1))1.
110 x v (y ve(xv (yvcec(zv (xvy))))) =2zv (XVy).
[para(76(a,1l),16(a,l)),rewrite([16(7)]),flip(a)].

1131 2 =1. [para(76(a,1),68(a,1,2,1,1)),rewrite([84(13),15(7),15(8),22(8)1),
1 v z. [back rewrite(101),rewrite([113(9

122 x v (c(y v x) v (c(c(y) v x) Vv z)) = .
124 x v (c(x v y) v c(c(y) v x)) = 1. [back rewrite(99),rewrite([113(8)])].
133 c(x) v c(x v y) = Cc(x). [para(84(a,l),14(a,1,1)),flip(a)].

137 c(0 v c(x)) = x. [para(22(a,l),84(a,1,1,2,1)),rewrite([83(3),15(3)1)].

141 1 v x = 1. [para(83(a,1),84(a,1,1,1)),rewrite([137(6)]1)1].

143 x v (c(y v x) v (c(c(y) v x) v z)) = 1. [back rewrite(122),rewrite([141(10)])].
144 x v (c(x) v y) = 1. [back rewrite(97),rewrite([141(5)1])].

146 x v c(c(x) v y) = x. [para(l4(a,1),85(a,1,2,1,2))1.

150 x v 0 = x. [para(22(a,1),85(a,1,2,1)),rewrite([83(2)]1)1].

151 x v c(y v c(x)) = x. [para(76(a,1l),85(a,1,2,1))1.

163 x v (y vc(x)) =y v 1. [para(22(a,1),89(a,1,2)),flip(a)].

165 x v (y ve(xve(zvx)) =yv (zvx). [para(76(a,1),89(a,1,2)),flip(a)].
193 x v 1 = 1. [para(l41l(a,1),15(a,1)),flip(a)]l.

195 x v (y v c(x)) = 1. [back rewrite(163),rewrite([193(5)])].

196 0 v x = Xx. [para(150(a,1),15(a,1)),flip(a)]l.

207 x v (y v (c(x vy) v z)) =1. [para(l44(a,1l),16(a,1)),flip(a)].

210 x v (y v (z vc(xvy))) =1. [para(l95(a,1),16(a,1)),flip(a)].

215 x v (c(c(x) v y) VvV z) =xV Z. [para(l46(a,l),16(a,1,1)),flip(a)].

217 x v (y v c(c(x) v z)) =y V X. [para(l46(a,1),89(a,1,2)),flip(a)].

220 c(x) v c(y v x) = c(x). [para(l4(a,1),151(a,1,2,1,2))1.

221 x v (c(y v c(x)) VvV z) = X V Z. [para(1l51(a,1),16(a,1,1)),flip(a)].
225 x v (y v c(z v c(x))) =y v x. [para(151(a,1),89(a,1,2)),flip(a)].
230 x v (y v c(y v x)) = 1. [para(l5(a,1),98(a,1,2,2,1))].

234 c(x) v (c(x v y) v z) =c(x) Vv z. [para(133(a,1),16(a,1,1)),flip(a)].
236 c(x) v (y ve(xvz) =yvVvc(x). [para(133(a,1),89(a,1,2)),flip(a)l.
257 c(x) v (c(y v x) v z) = c(x) Vv z. [para(220(a,l),16(a,1,1)),flip(a)l.
259 c(x vy) vely velxvy))=cly.
[para(220(a,1),76(a,1,2,1,2,1)),rewrite([14(6),15(5),220(11)]1)1].

260 c(x) v (y vc(zvx))=yvVvc(x). [para(220(a,1),89(a,1,2)),flip(a)l.
262 x v (y v (c(y v x) v z)) = 1.
[para(230(a,1),16(a,1,1)),rewrite([141(2),16(5)]1),flip(a)].

313 x v (y v (z vc(y vx)))=1. [para(l5(a,1),210(a,1,2,2,2,1))1.
326 c(c(x) vy) Vv (z VX)) =27V X.
[para(l46(a,l),110(a,1,2,2,1,2,2,1,2)),rewrite([215(10),165(9),146(9)
665 x v (y v (c(z v c(x)) vu)) =y Vv (xvu. [para(221(a,1),89(a,1
741 x v c(x v c(y vc(xvy))) =1.
[para(98(a,1),124(a,1,2,1,1)),rewrite([83(2),15(6),196(8)1)1.

855 c(x) v (y v (c(z v x) vu)) = c(x) v (y vu).
[para(326(a,l),215(a,1,2,1,1)),rewrite([16(6),16(9)1]1)1]1.

7.

935 ¢(x) v (y v (c(x v z) vu)) =y Vv (c(x) vu). [para(234(a,1),89(a,1,2)),

1166 c(x) v (y v (z ve(xvu))) =yv (zvc(x)).
[para(l6(a,l),236(a,1,2)),rewrite([16(9)]1)].
1409 c(x) v (y Vv (z vc(uvix)) =yvVv (zvc(x)).
[para(l6(a,l),260(a,1,2)),rewrite([16(9)])].

)

3700 x v c(y v c(x v y))

[para(741(a,1),108(a,1,2, ,rewrite ([83(2),150(2),15(5)]),flip(a)].
)

X
)
x. [para(l5(a,1),3700(a,1,2,1,2,1))].
)
)

3710 x v c(y v c(y v x)

3719 x v c(y v x) = x v c(y).
[para(3700(a,1),151(a,1,2,1)),rewrite([15(5),236(5)]),flip(a)]l.

3992 c(x v y) v c(y v c(x)) = c(y). [back rewrite(259),rewrite([3719(5)])].
4092 x v c(x vy) =x Vv c(y).
[para(3710(a,1),151(a,1,2,1)),rewrite([15(5),260(5)]),flip(a)]l.

4093 x v (c(y v x) Vv z) =x Vv (c(y) v z).
[para(207(a,1),3710(a,1,2,1,2,1)),rewrite([83(6),150(6),15(6),935(6)]1),flip(a

)
2)),flip(a

161
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4094 x v (y v c(z v x))
[para(210(a,1),3710(a, 1,
4098 x v (c(x v y) Vv z)

=X (y v c(z)).
2,1
= C
[para(262(a,1),3710(a,1,2,1
= X
2,1
)
1

v
,1,2,1)),rewrite([83(6),150(6),15(6),1166(6)]),flip(a)l.
y) Vv (x v z).
2,1)),rewrite ([83(6),150(6),15(6),855(6)]),flip(a)].
4099 x v (y v c(x v z)) v
[para(313(a,1),3710(a, 1, 2
4102 c(x v y) v c(c(y) v x) =
[para(124(a,l1),3710(a,1,2, 2
a)l.
4105 c(x v y) v (c(c(x) Vv vy
[para(143(a,1),3710(a,1,2,1
= x
)
)

(y v c(z)).
1)), rewrite([83(6),150(6),15(6),1409(6)]),flip(a)].

c(x).

1)), rewrite([83(8),150(8),15(8),260(8),15(4),133(4)1),flip(

’

’

) v z) = c(y) v z.

,2,1)),rewrite ([83(9),150(9),15(9),855(9),257(5)1),flip(a)].

4338 x v c(y v (z v x)) v

4342 c(x) v c(y v c(z v Xx) = c(x) v c(y).

[para(3719(a,1),257(a,1,2)),rewrite([257(6)]1),flip(a)].

4374 x v c(y v (x v z)) = x v c(y v z). [para(89(a,l),4092(a,1,2,1))].

4419 c(x v c(c(y) v z)) = c(x vy) vc(c(ly) v (xvc(z))).

[para(217(a,1),3992(a,1,1,1)),rewrite([15(8),4099(8)1),flip(a)l].

4422 c(c(x v y) v z) =c(c(x) v z) vc(c(y) v (x v z)).

[para(234(a,1),3992(a,1,1,1)),rewrite([14(8),15(7),4098(7)]),flip(a)].

4544 c(cl v c(c2)) v c(c(cl) v c(c2 v ¢c3)) !=c2 v c(c(cl) v c(c3)) # answer ("Foulis-

Holland Theorem 4"). [back rewrite(78),rewrite([4422(10),89(17),133(16),15(14)]1)].

4566 c(x v c(y v z)) =c(z v (x vc(y))) vc(x v c(z)).

[para(225(a,1),4102(a,1,2,1)),rewrite([14(2),15(4),4094(4),14(10)1),flip(a)].

4869 x v (y v (c(z v x) vu)) =y v (xv (c(z) vu)).

[para(4093(a,1),89(a,1,2)),flip(a)]l.

5176 c(x v y) vc(c(y) Vv (x v.z)) =c(xVvy) Vvelxvaz).

[para (4098 (a,l),4374(a,1,2,1))1.

5189 c(x v c(c(y) v z)) =c(x vy) vc(xvc(z)).

[back rewrite(4419),rewrite([5176(13)])].

5752 c(x v y) vc(y v.c(z v x)) = cl(y).

[para(4338(a,l),4342(a,1,2,1)),rewrite([15

5777 c(x v c(y v z)) v c(z v x) = c(x). [
[
)

cly v z). [para(lé6(a,1),3719(a,1,2,1))].

(11),220(11) 1) 1.
para(5752(a,1),15(a,1)),flip(a)l.
para(l5(a,1),5777(a,1,1,1,2,1))1.

) = c(x v y). [para(l6(a,1),5897(a,1,1,1))].

5897 c(x v c(y v z)) v c(y v x) = c(x).
6090 c(x v (y vc(z vu))) ve(zv (xVvy

6100 c(x v (c(y v z) vc(y vu))) ve(ly v (xvec(z))) =c(xvcec(lyvz)).
[para(4099(a,1),5897(a,1,2,1)),rewrite([16(6)])].

6194 c(x v (c(y v z) vu)) =c(xvVv (zv (c(y) vu))) vc(x v (c(z) v u)).
[para(665(a,1l),4102(a,1,2,1)),rewrite([14(2),15(5),4869(5),14(12)]1),flip(a)].
6228 c(x v c(y v z)) = c(x v (z v.c(y))) vc(x v c(z)).

[back rewrite(6100),rewrite([6194(7),133(4),16(16),6090(15)]),flip(a)].

6530 c(x v (y vz)) velxve(ly)) =c(xvz) vcelxvc(y)).

[back rewrite(5189),rewrite([6228(5),14(2)])].

6558 c(x v (y v.c(z))) vc(y v c(x)) =c(y v c(z)) vc(y v c(x)).

[back rewrite (4566),rewrite([6228(4),6530(8)]),flip(a)].
6559 SF # answer ("Foulis-Holland Theorem 4").
[back rewrite(4544),rewrite([6228(13),89(12),6558(20),4105(19),14(3)]),xx(a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of FH4 from OML. The proofs assume the default
inference rules of prover9. The general form of a line in this proof is “line_number conclusion
[derivation]”, where line_number is a unique identifier of a line in the proof, and conclusion is the
result of applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that some of
“logical” proof lines in the above have been transformed to two text lines, with the derivation
appearing on a text line following a text line containing the first part of that logical line. The detailed
syntax and semantics of these notations can be found in [2]. All prover9 proofs are by default proofs
by contradiction.

The total time to produce the proofs in Figure 3 on the platform described in Section 2.0
was approximately 4 seconds.
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4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. FH4 is derivable from OML.

2. The proof in Section 3.0 is, as far as |
know, novel.

3. Companion papers provide derivations
of the remaining FHTs from OML, and a
derivation of the OMLaw from an OML
without the OMLaw, conjoined with the
FHTs. The union of these proofs constitutes
a proof of the equivalence of the OMLaw
and the FHTs within OML theory.
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the Orthomodular Law in Quantum Logic: Part 5
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Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTSs). Here | provide an automated deduction of the OMLaw, from OML without

the OMLaw, conjoined with one of the FHTSs.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”

(QL; [19D).



Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where

Xy
A

y are variables ranging over lattice nodes
is lattice meet
v is lattice join

c(x) is the orthocomplement of x
<-> means 1if and only if

= 1is equivalence ([12])

1 is the maximum lattice element (
0 is the minimum lattice element (

X v c(x))
¢}

(1))
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Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML; [4], [7]), which is an OL
conjoined with the orthomodularity axiom
(OMLaw):

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an

OML, and that as a consequence, banning
the OMA from QL yields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law
(D) (x v (y
(x v v)

A

does not hold. Under certain commutativity
conditions, a QL does satisfy (D); among the
most well known of these relationships are
the Foulis-Holland theorems (FHTs ([7])):
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Foulis-Holland theorem FH1
(

C(x,y) & C(x,2)) -> ( (x "~ (yvz))=(x"y v (x" z))
% Foulis-Holland theorem FH2
(C(x,y) & C(x,2)) —> ((y " (xvz) = ((y "x)vVv (y " z))
% Foulis-Holland theorem FH3
(C(x,y) & C(x,2)) > ((xv (y " z)) = ((xvy) " (xvz)) )

Foulis-Holland theorem FH4
C(x,y) & C(x,2)) > ((yv (x "~ z)) = ((yvzx)" (yvz))

—~ oP°

where C(x,y), "x commutes with y" is defined as
C(x,y) <> (x = ((x " y) v (x 7" c(y))))

Figure 2. The Foulis-Holland theorems.

2.0 Method under the Windows Vista Home Premium
/Cygwin operating environment.

The OML axiomatizations of Megill,
Pavici¢, and Horner ([5], [14], [15], [16],
[21]), without the OMLaw, but conjoined 3.0 Results
with the FH2, were implemented in a
prover9 ([2]) script ([3]) configured to
derive the OMLaw, then executed in that
framework ona Dell Inspiron 545 with an
Intel Core2 Quad CPU Q8200 (clocked @
2.33 GHz) and 8.00 GB RAM, running

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that the OMLaw is implied by an OML

PROOF

% Proof 1 at 0.09 (+ 0.01) seconds: "OMLaw".
% Length of proof is 43.

3C(x,y) <> x = (x " vy) v (x ~ c(y)) # label ("Df: commutes") #
label (non clause). [assumption].

5 C(x,y) & C(x,2) >y "~ (xvz)=(y"”x)v(y”z #
label ("Foulis-Holland Theorem 2") # label (non_clause).
[assumption].

8 yvv (cly) » (xvy)) =xvy # label ("OMLaw") #

label (non clause) # label (goal) . [goall].

13 x = c(c(x)) # label ("AxL1"). [assumption].

14 c(c(x)) = x. [copy (13),flip(a)].

15 x vy # label ("AxL2"). [assumption].

x v (y v z) # label ("AxL3"). [assumption].

<K
N
b

with the OMLaw, conjoined with the FH2:

167
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18 x v (x ~ vy) = x # label ("AxL5"). [assumption].

19 x ~ (x vy) = x # label ("AxL6"). [assumption].

20 c(x) ~ x =0 # label ("AxOL1"). [assumption].

21 c(x) v x = 1 # label ("AxOL2"). [assumption].

22 x v c(x) = 1. [copy (21),rewrite ([15(2)])].

23 x ~y = c(c(x) v c(y)) # label ("AxOL3"). [assumption].

65 -C(x,y) | (x " vy) v (x ® c(y)) = x # label ("Df: commutes").
[clausify(3)].

66 -C(x,y) | clc(x) v y) v c(c(x) v c(y)) = x.

[copy (65), rewrite ([23(2),23(7),14(8),15(9)1)1.

67 C(x,y) | (x " vy) v (x ~ c(y)) !'= x # label ("Df: commutes").
[clausify(3)].

68 C(x,y) | c(c(x) v y) v c(c(x) v c(y)) !'= x.

[copy (67),rewrite ([23(2),23(7),14(8),15(9)1)1.

81 -C(x,y) | -C(x,z) | (y " x) v (y " z) =y " (xvz) #

label ("Foulis-Holland Theorem 2"). [clausify(5)].

82 -C(x,y) | -C(x,2z) | c(c(y) vc(x v z)) = clcly) vc(x)) Vv

c(c(y) v c(z)).
[copy(81l), rewrite([23(3),23(7),23(13)]),flip(c)].

86 cl v (c(cl) ™~ (c2 v cl)) !=c2 v cl # label ("OMLaw") #
answer ("OMLaw") . [deny (8)].
87 cl v c(cl v c(cl v c2))

!= cl v c2 # answer ("OMLaw") .
[copy (86), rewrite([15(6),23(
(

),14(4),15(12)])].

-
88 c(1) = 0. [back rewrite(20),rewrite([23(2),14(2),22(2)])].
89 c(c(x) ve(xvy)) =x [back rewrite(1l9),rewrite([23(2)])].
90 x v c(c(x) v cl(y)) = x. [back rewrite(1l8),rewrite([23(1)])].
94 x v (y vz) =y Vv (xvV z)
[para(l5(a,1),16(a,1,1)),rewrite([16(2)])].
102 x v (c(x) vy) =1vy. [para(22(a,1l),16(a,1,1)),flip(a)]l
109 C(x,c(x)) | O v c(c(x) v c(x)) !'= x.
[para(22(a,l),68(b,1,2,1)),rewrite([88(8),15(8)]1)]
123 C(x,1) | c(0 v c(x)) vc(l v c(x)) !'= x.
[para(88(a,1l),68(b,1,2,1,2)),rewrite([15(5),15(9),15(11)1)]
125 ¢(x) v c(x v y) = c(x). [para(89(a,1l),14(a,1,1)),flip(a)]
129 ¢c(0 v c(x)) = x.
[para(22(a,1),89(a,1,1,2,1)),rewrite([88(3),15(3)1)1.
131 C(x,x vy) | c(l vy)vzxI!=x.
[para(89(a,1),68(b,1,2)), rewrite([94(5),102(5)1)].
133 1 v x = 1. [para(88(a,1),89(a,1,1,1)),rewrite([129(6)])].
134 c(x v x) = c(x).
[para(89(a,1),89(a,1,1,2)),rewrite([14(2)]1)].
135 C(x,1) | x v 0 !'= x.
[back rewrite(123),rewrite([129(6),133(5),88(4)])].
149 C(x,x vy) | 0vx!=x.

[back rewrite(131),rewrite([133(4),88(4)]1)].

152 C(x,c(x)) | 0 v x != x.

[back rewrite (109),rewrite([134(7),14(5)]1)].

158 x v 0 = x. [para(22(a,1),90(a,1,2,1)),rewrite([88(2)])].

162 C(x,1). [back rewrite(135),rewrite([158(4)]),xx(b)].

172 0 v x = X.

[hyper (66,a,162,a), rewrite([15(3),133(3),88(2),88(4),15(4),129(5)
ni.
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176 C(x,c(x)).

[back rewrite(152),rewrite([172
177 C(x,x VvV V). [back rewrite (149),rewrite([17
216 x ve(x ve(xvy) =XV V.

169

4
(

[hyper (82,a,177,a,b,176,a) ,rewrite([22(4),88(4),15(4),172(4),14(3
) ,»15(5),125(5),14(3),14(5),15(4)]),flip(a)].

217 SF # answer ("OMLaw") .

[resolve (216,a,87,a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of the OMLaw from OML without the OMLaw,
conjoined with the FH2. The proofs assume the default inference rules of prover9. The
general form of a line in this proof is “line_number conclusion [derivation]”, where
line_number is a unique identifier of a line in the proof, and conclusion is the result of
applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that
some of “logical” proof lines in the above have been transformed to two text lines, with the
derivation appearing on a text line following a text line containing the first part of that
logical line. The detailed syntax and semantics of these notations can be found in [2]. All
prover9 proofs are by default proofs by contradiction.

The total time to produce the proofs in
Figure 3 on the platform described in
Section 2.0 was approximately 0.1
seconds.

4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. The OMLaw is derivable from the
OML without the OMLaw, conjoined with
the FHTSs.

2. The proof in Section 3.0 uses only
FH2, not FH1, FH3, or FH4.

4. The proof in Section 3.0 is, as far as |
know, novel.

5. The right-hand side (RHS) of FH1,
together with AxOL3, implies, via modus
tollens, the RHS of FH2, so FH1 -> FH2.
(The full proof is at most six steps long.)

6. Companion papers provide derivations
of the FHTs from OML. The union of these
proofs (and observation (5) in this section)

constitutes a proof of the equivalence of the
OMLaw and the FHTs within OML theory.
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Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTSs). Here | provide an automated deduction of the OMLaw, from OML without

the OMLaw, conjoined with one of the FHTSs.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”
(QL; [19]). Figure 1 shows a set of axioms
for an orthlolattice.



Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where

Xy
A

y are variables ranging over lattice nodes
is lattice meet
v is lattice join

c(x) is the orthocomplement of x
<-> means 1if and only if

= 1is equivalence ([12])

1 is the maximum lattice element (
0 is the minimum lattice element (

X v c(x))
¢}

(1))
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Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML; [4], [7]), which is an OL
conjoined with the orthomodularity axiom
(OMLaw):

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an
OML, and that as a consequence, banning

the OMA from QL vyields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law

A

(D) (x v (y

(x v y)

A

does not hold. Under certain commutativity
conditions, a QL does satisfy (D); among the
most well known of these relationships are
the Foulis-Holland theorems (FHTSs ([7])):
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Foulis-Holland theorem FH1
(

C(x,y) & C(x,2)) —> ( (x 7
% Foulis-Holland theorem FH2
(C(x,y) & C(x,2z)) —> ( (y ~

% Foulis-Holland theorem FH3
(C(x,y) & C(x,2)) —> ( (xv

oulis-Holland theorem FH4

—~ oP°

F
C(x,y) & C(x,2z)) —> ( (y Vv

(y v z)) = ((x 2 y) v (x " z))
(x vz)) = ((y » x) v (y " z))
~z)) = ((xvy) t (xvoz)) )
(x 2~ z)) = ((y v X) © (y v z))

where C(x,y), "x commutes with y" is defined as

C(x,y) <> (x = ((x ~©

v (x ~ c(y))))

Figure 2. The Foulis-Holland theorems.

2.0 Method

The OML axiomatizations of Megill,
Pavici¢, and Horner ([5], [14], [15], [16],
[21]), without the OMLaw, but conjoined
with the FH4, were implemented in a
prover9 ([2]) script ([3]) configured to
derive the OMLaw, then executed in that
framework ona Dell Inspiron 545 with an
Intel Core2 Quad CPU Q8200 (clocked @
2.33 GHz) and 8.00 GB RAM, running

PROOF

under the Windows Vista Home Premium
/Cygwin operating environment.

3.0 Results

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that the OMLaw is implied by an OML
with the OMLaw, conjoined with FH4:

% Proof 1 at 2.29 (+ 0.08) seconds: "OMLaw".

% Length of proof is 44.

A

3C(x,y) <> x = (x " vy) Vv (x
label (non clause) .

[assumption].
Sy v (cly) ©

10 x = c(c(x)) # label ("AxL1").

11 c(c(x)) = x. [copy (10),flip(a
12 x vy=y v x # label ("AxL2").
13 (x vy) vz=

= (y v x)

x v (y v z) # label ("AxL3").

c(y)) # label ("Df: commutes") #
[assumption].
4 C(x,y) & C(x,z) -> vy Vv (x ©~ z)

label ("Foulis-Holland Theorem 4")

A

(y v z) #
# label (non clause).

(x v y)) = x vy # label ("OMLaw") #
label (non_clause) # label (goal).

[goall.

[assumption].

) 1.

[assumption].
[assumption].

173
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15 x v (x ~vy) = x # label ("AxL5"). [assumption].

16 x © (x vy) = x # label ("AxL6"). [assumption].

17 ¢c(x) ~ x = 0 # label ("AxOL1"). [assumption].

18 ¢c(x) v x = 1 # label ("AxOL2"). [assumption].

19 x v c(x) = 1. [copy (18) ,rewrite([12(2)])].

20 x ~ y = c(c(x) v c(y)) # label ("AxOL3"). [assumption].

62 -C(x,y) | (x " vy) v (x ~ c(y)) = x # label ("Df: commutes").
[clausify(3)].

63 -C(x,y) | clc(x) v y) v c(c(x) v c(y)) = x.

[copy (62) ,rewrite ([20(2),20(7),11(8),12(9)1)].

64 C(x,y) | (x " vy) v (x ~ c(y)) !'= x # label ("Df: commutes").
[clausify(3)].

65 C(x,y) | c(c(x) v y) v c(c(x) v c(y)) !'= x.

[copy (64),rewrite ([20(2),20(7),11(8),12(9)1)1.

76 -C(x,y) | -C(x,z) | yv (x "~ z) = (yvzx) " (yvz #
label("Foulls Holland Theorem 4"). [clausify(4)].

77 -C(x,y) | -C(x )IC((YVX)VC(yVZ))=YVC(C(X)v
c(z)). [copy(76) rewrlte ([20(3),20(10)]),flip(c)].

78 ¢l v (c(cl) »~ (c2 v cl)) '— c2 v cl # label ("OMLaw") #
answer ("OMLaw") . [deny (5)].

79 ¢l v ¢c(cl v c(cl v 02)) l v c2 # answer ("OMLaw") .

1=

[copy (78), rewrite([12(6),20(7),11(4),12(12)])1].

80 c(1) = 0. [back_rewrlte(l ), rewr1te([20(2),ll(2) 2)1) 1.
8l c(c(x) v c(x v y)) = x [back_rewr1te(16),rewrite([20(2)])]
82 x v c(c(x) v c(y)) = x. [back rewrite(1l5),rewrite([20(1)])].
86 x v (y vz) =y VvV (X Vv z)
[para(l2(a,1),13(a,1,1)),rewrite([13(2)])1].

94 x v (c(x) vy =1vy. [para(l9(a,1),13(a,1,1)),flip(a)].
101 C(x,c(x)) | O v c(c(x) v c(x)) !'= x.
[para(l9(a,l),65(b,1,2,1)),rewrite([80(8),12(8)]1)]

115 C(x,1) | c(0 v c(x)) vc(l v c(x)) !'= x
[para(80(a,1l),65(b,1,2,1,2)),rewrite([12(5),12(9),12(11)1)]
117 ¢c(x) v c(x v y) = c(x). [para(8l(a,1),11(a,1,1)),£flip(a)]
121 c(0 v c(x)) = x
[para(l9(a,1),81(a,1,1,2,1)),rewrite([80(3),12(3)1)1.

122 C(x,c(x vy)) | xvc(lvy) !'=sx.
[para(8l(a,1),65(b,1,1)), rewrite([11(7),86(6),94(6)]1)].

125 1 v x =1 [para(80(a,1),81(a,1,1,1)),rewrite([121(6)])].
126 c(x v x) = c(x).
[para(8l(a,1),81(a,1,1,2)),rewrite([11(2)])].

127 C(x,1) | x v 0 !'= x.

[back rewrite(115),rewrite([121(6),125(5),80(4)]1)].

142 C(x,c(x v vy)) | xv 0 !'= x.

[back rewrite(122),rewrite([125(5),80(5)]1)].

144 C(x,c(x)) | 0 v x != x.

[back rewrite (101),rewrite([126(7),11(5)]1)].

150 x v 0 = x. [para(l9(a,l),82(a,1,2,1)),rewrite([80(2)])].

153 C(x,c(x v vy)). [back rewrite(142),rewrite([150(5)]),xx(b)].
154 C(x,1). [back rewrite(127),rewrite([150(4)]),xx(b)].

164 0 v x = X.

[hyper (63,a,154,a) ,rewrite([12(3),125(3),80(2),80(4),12(4),121(5)
ni.
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168 C(x,c(x)).

175

[back rewrite(144),rewrite([164(4)]),xx(b)].

219 c(x ve(xve(xvy))) =c(xvVvy).

[hyper (77,a,153,a,b,168,a) ,rewrite([12(3),1
,12(10),164(10) ]
5239 x v c(x Vv Cc(X VVy)) =XV V.

),11(11),12(10),19(10),80(10)

2(8),117(8),11(6),12(5
) 1.

[para(219(a,1),11(a,1,1)),rewrite([11(3)]),flip(a)].

5240 SF # answer ("OMLaw") .

[resolve (5239,a,79,a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of the OMLaw from OML without the OMLaw,
conjoined with the FH4. The proofs assume the default inference rules of prover9. The
general form of a line in this proof is “line_number conclusion [derivation]”, where
line_number is a unique identifier of a line in the proof, and conclusion is the result of
applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that
some of “logical” proof lines in the above have been transformed to two text lines, with the
derivation appearing on a text line following a text line containing the first part of that
logical line. The detailed syntax and semantics of these notations can be found in [2]. All
prover9 proofs are by default proofs by contradiction.

The total time to produce the proofs in
Figure 3 on the platform described in
Section 2.0 was approximately 2.4
seconds.

4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. The OMLaw is derivable from the
OML without the OMLaw, conjoined with
the FHTSs.

2. The proof in Section 3.0 uses only
FH4, not FH1, FH2, or FH3.

4. The proof in Section 3.0 is, as far as |
know, novel.

5. Companion papers provide derivations
of the FHTs from OML. The union of these
proofs constitutes a proof of the equivalence
of the OMLaw and the FHTs within OML
theory.
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Abstract

The optimization of quantum computing circuitry and compilers at some level must be expressed in terms of
quantum-mechanical behaviors and operations. In much the same way that the structure of conventional
propositional (Boolean) logic (BL) is the logic of the description of the behavior of classical physical
systems and is isomorphic to a Boolean algebra (BA), so also the algebra, C(H), of closed linear subspaces
of (equivalently, the system of linear operators on (observables in)) a Hilbert space is a logic of the
descriptions of the behavior of quantum mechanical systems and is a model of an ortholattice (OL). An
OL can thus be thought of as a kind of “quantum logic” (QL). C(H) is also a model of an orthomodular
lattice (OML), which is an ortholattice to which the orthomodular law has been conjoined. Now a QL can
be thought of as a BL in which the distributive law does not hold. Under certain commutativity conditions,
a QL does satisfy the distributive law; among the most well known of these relationships are the Foulis-
Holland theorems (FHTSs). Here | provide an automated deduction of the OMLaw, from OML without

the OMLaw, conjoined with one of the FHTSs.

Keywords: automated deduction, quantum computing, orthomodular lattice, Foulis-Holland theorems,

Hilbert space

1.0 Introduction

The optimization of quantum computing
circuitry and compilers at some level must
be expressed in terms of the description of
guantum-mechanical behaviors ([1], [17],
[18], [20]). In much the same way that
conventional propositional (Boolean) logic
(BL,[12]) is the logical structure of
description of the behavior of classical
physical systems (e.g. “the measurements of
the position and momentum of particle P are
commutative”, i.e., can be measured in
either order, yielding the same results) and is

isomorphic to a Boolean lattice ([10], [11],
[19]), so also the algebra, C(H), of the
closed linear subspaces of (equivalently, the
system of linear operators on (observables
in)) a Hilbert space H ([1], [4], [6], [9],
[13]) is a logic of the descriptions of the
behavior of quantum mechanical systems
(e.g., “the measurements of the position and
momentum of particle P are not
commutative”) and is a model ([10]) of an
ortholattice (OL; [4]). An OL can thus be
thought of as a kind of “quantum logic”
(QL; [19]). Figure 1 shows a set of axioms
for an orthlolattice.



Lattice axioms

x = c(c(x)) (AxLatl)
X Vy =Y VX (AxLat2)
(x vy)vzs=xvVv (Vv z) (AxLat3)
(x ~y) Yz=x" (y " z) (AxLat4)
X Vv (x My) =x (AxLath)
X N (xvy) =x (AxLato)
Ortholattice axioms
c(x) " x =20 (AxXOL1)
c(x) v.x =1 (AxOL2)
x Ny =c(c(x) v c(y)) (AxQOL3)
A useful definition
1 2=yv ((x*cly)) v (c(x) * c(y)))

where

Xy
A

y are variables ranging over lattice nodes
is lattice meet
v is lattice join

c(x) is the orthocomplement of x
<-> means 1if and only if

= 1is equivalence ([12])

1 is the maximum lattice element (
0 is the minimum lattice element (

X v c(x))
¢}

(1))
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Figure 1. Lattice, ortholattice, ortholattice axioms, and a useful definition.

C(H) is also a model of an orthomodular
lattice (OML; [4], [7]), which is an OL
conjoined with the orthomodularity axiom
(OMLaw):

The rationalization of the OMA as a claim
proper to physics has proven problematic
([13], Section 5-6), motivating the question
of whether the OMA is required in an
adequate characterization of QL. Thus
formulated, the question suggests that the
OMA and its equivalents are specific to an

OML, and that as a consequence, banning
the OMA from QL yields a "truer" quantum
logic.

Now a QL can be thought of as a BL in
which the distributive law

(D) X Vv
(x v vy

does not hold. Under certain commutativity
conditions, a QL does satisfy (D); among the
most well known of these relationships are
the Foulis-Holland theorems (FHTs ([7])):
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Foulis-Holland theorem FH1
(

C(x,y) & C(x,2)) -> ( (x "~ (yvz))=(x"y v (x" z))
% Foulis-Holland theorem FH2
(C(x,y) & C(x,2)) —> ((y » (xvz)) = ((y " x)vVv (y " z))
% Foulis-Holland theorem FH3
(C(x,y) & C(x,2)) > ((xv (y " z)) = ((xvy) " (xvz)) )
% Foulis-Holland theorem FH4
(C(x,y) & C(x,2)) —> ((y Vv (x *2z)) = ((y vx)"(yvaz))

where C(x,y), "x commutes with y" is defined as
C(x,y) <> (x = ((x " y) v (x 7" c(y))))

Figure 2. The Foulis-Holland theorems.

2.0 Method under the Windows Vista Home Premium
/Cygwin operating environment.

The OML axiomatizations of Megill,
Pavici¢, and Horner ([5], [14], [15], [16],
[21]), without the OMLaw, but conjoined 3.0 Results
with the FH3, were implemented in a
prover9 ([2]) script ([3]) configured to
derive the OMLaw, then executed in that
framework ona Dell Inspiron 545 with an
Intel Core2 Quad CPU Q8200 (clocked @
2.33 GHz) and 8.00 GB RAM, running

Figure 3 shows the proof, generated by [3]
on the platform described in Section 2.0,
that the OMLaw is implied by an OML
with the OMLaw, conjoined with FH3:

PROOF

% Proof 1 at 0.06 (+ 0.05) seconds: "OMLaw".
% Length of proof is 44.

3C(x,y) <> x = (x "vy) v (x " c(y)) # label ("Df: commutes"™) #
label (non clause) . [assumption].

4 C(x,y) & C(x,2) > x v (y " z) = (xvy) " (xvz) #

label ("Foulis-Holland Theorem 3") # label (non_clause).
[assumption].

5y v (cly) » (xvy)) =xvy # label ("OMLaw") #

label (non clause) # label (goal). [goall.

10 x = c(c(x)) # label ("AxL1"). [assumption].

11 c(c(x)) = x. [copy (10),flip(a)].

12 x vy=y v x # label ("AxL2"). [assumption].

179
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13 (x vy) vz=xv (yvz) # label ("AxL3"). [assumption].
15 x v (x ~y) = x # label ("AxL5"). [assumption].

16 x » (x vy) = x # label ("AxL6"). [assumption].

17 c(x) ~ x 0 # label ("AxOL1"). [assumption].

18 c(x) v x 1 # label ("AxOL2"). [assumption].

19 x v c(x) = 1. [copy (18),rewrite([12(2)])].

20 x ~ vy = c(c(x) v c(y)) # label ("AxOL3"). [assumption].
62 -C(x,y) | (x " vy) v (x ~ c(y)) = x # label ("Df: commutes").
[clausify(3)].

63 -C(x,y) | clc(x) v y) v c(c(x) v c(y)) = x.

[copy (62),rewrite ([20(2),20(7),11(8),12(9)1)1.

64 C(x,y) | (x " vy) v (x ~ c(y)) !'= x # label ("Df: commutes").
[clausify(3)].

65 C(x,y) | c(c(x) v y) v c(c(x) v c(y)) !'= x.

[copy (64),rewrite ([20(2),20(7),11(8),12(9)1)1.

76 -C(x,y) | -C(x,2z) | x v (y " z) = (xvy) " (xvz) #
label("Foulls Holland Theorem 3"). [clausify(4)].

77 -C(x,y) | -C(x,z) | c(c(x Vy) Vve(xvz))=xvc(cly) v
c(z)). [copy(76) rewrlte ([20(3),20(10)]),flip(c)].

78 ¢l v (c(cl) ©~ (c2 v cl)) '= c2 v cl # label ("OMLaw") #
answer ("OMLaw") . [deny (5)].

79 ¢l v ¢c(cl v c(cl v 02)) l v c2 # answer ("OMLaw") .

1=
[copy (78), rewrite([12(6),20(7),11(4),12(12)])1].

80 c(1) = 0. [back_rewrlte(l ), rewr1te([20(2),ll(2) 9(2)1)1.

8l c(c(x) v c(x v y)) = x [back_rewr1te(16),rewrite([20(2)])].
82 x v c(c(x) v c(y)) = x. [back rewrite(1l5),rewrite([20(1)])].
86 x v (y vz) =y VvV (X Vv z)
[para(l2(a,1),13(a,1,1)),rewrite([13(2)])1].

94 x v (c(x) vy) =1vVvy. [para(19(a,1),13(a,1,1)),flip(a)]
101 C(x,c(x)) | O v c(c(x) v c(x)) !'= x.
[para(l9(a,l),65(b,1,2,1)),rewrite([80(8),12(8)]1)]

115 C(x,1) | c(0 v c(x)) vc(l v c(x)) !'= x.
[para(80(a,1),65(b,1,2,1,2)),rewrite([12(5),12(9),12(11)1])]

121 ¢c(0 v c(x)) = x.
[para(l9(a,1),81(a,1,1,2,1)),rewrite([80(3),12(3)1)1.

123 C(x,x vy) | c(l vy)vzxI!=x.

[para(8l(a,1l),65(b,1,2)), rewrite([86(5),94(5)1)1.

125 1 v x = 1. [para(80(a,1),81(a,1,1,1)),rewrite([121(6)]1)].
126 c(x v x) = c(x).
[para(8l(a,1),81(a,1,1,2)),rewrite([11(2)]1)1].

127 C(x,1) | x v 0 !'= x.

[back rewrite(115),rewrite([121(6),125(5),80(4)]1)].

141 C(x,x vy) | 0vzx!=x.

[back rewrite(123),rewrite([125(4),80(4)]1)].

144 C(x,c(x)) | 0 v x != x.

[back rewrite (101),rewrite([126(7),11(5)]1)].

150 x v 0 = x. [para(l9(a,l),82(a,1,2,1)),rewrite([80(2)])].
152 x v X = X.
[para(80(a,1),82(a,1,2,1,2)),rewrite([12(3),121(4)]1)1.

154 C(x,1). [back rewrite(127),rewrite([150(4)]),xx(b)].
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164 0 v x = x.

[hyper (63,a,154,a), rewrite([12(3)

nil.

181

,125(3),80(2),80(4),12(4),121(5)

168 C(x,c(x)). [back rewrite(144),rewrite([164(4)]),xx(b)].
169 C(x,x Vv V). [back rewrite(141l),rewrite([164(4)]),xx(b)].
20l x v (x vy) =xXxVYy. [para(l52(a,1),13(a,1,1)),flip(a)].
206 x ve(xvelxvy)) =xvVy.

[hyper(77,a,168,a,b,169,a),rewrite([19(2),80(2),201(3),164(4),11¢

3),11(3)1),flip(a)].
207 SF # answer ("OMLaw") .

[resolve (206,a,79,a)].

end of proof

Figure 3. Summary of a prover9 ([2]) proof of the OMLaw from OML without the OMLaw,
conjoined with the FH3. The proofs assume the default inference rules of prover9. The
general form of a line in this proof is “line_number conclusion [derivation]”, where
line_number is a unique identifier of a line in the proof, and conclusion is the result of
applying the prover9 inference rules (such as paramodulation, copying, and rewriting), noted
in square brackets (denoting the derivation), to the lines cited in those brackets. Note that
some of “logical” proof lines in the above have been transformed to two text lines, with the
derivation appearing on a text line following a text line containing the first part of that
logical line. The detailed syntax and semantics of these notations can be found in [2]. All
prover9 proofs are by default proofs by contradiction.

The total time to produce the proofs in
Figure 3 on the platform described in
Section 2.0 was approximately 0.1
seconds.

4.0 Discussion

The results of Section 3.0 motivate several
observations:

1. The OMLaw is derivable from the
OML without the OMLaw, conjoined with
the FHTSs.

2. The proof in Section 3.0 uses only
FH3, not FH2, FH3, or FH4.

3. The proof in Section 3.0 is, as far as |
know, novel.

4. Companion papers provide derivations
of the FHTs from OML. The union of these
proofs constitutes a proof of the equivalence

of the OMLaw and the FHTs within OML
theory.
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Improving Compression Performance with a
Star Encoding Front End: A Linguistic Comparison
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Abstract — We introduce a front end encryption scheme to a
conventional compression algorithm to improve its
compression performance. We apply our technique on text to
achieve better lossless compression rates with no significant
runtime overhead. We extend our work to include different
source languages, namely English, French, German, and
Spanish to see the effect of source language on the overall
performance. Our approach yields promising results on
standard corpora for each language as it offers improved
compression rate (with28.9% at most on Arithmetic Coding
algorithm when the source language is English). Our scheme
also promises to provide security, when the dictionary of star
encoding is not revealed to unintended third parties.

Keywords: Text Compression, Pre-processing, Lossless
Transformation, Star Encoding, Security

1 Introduction

In a world where technology prominently rules, research
focuses on relaxing the boundaries introduced by theoretical
restrictions. Data compression is one of these areas. Whether
for storage and/or transmission, compression helps achieve
significant gain in storage/channel efficiency. In the context
of lossless text compression, we once were bound by
Shannon’s upper limit: the shortest possible encoding of text
in a particular source alphabet is directly proportional to its
entropy [1]. With the most naive model, i.e. zero-order model,
this boundary is as large as 4.75 BPC for English. As new
models are introduced, such as models that base themselves
on an order n context —hence named order-n model-, the
compression rate is getting better (for example, 2.77 BPC for
an order-3 model). Our aim in this paper is to improve even
better the lossless compression rate of text. We propose
employing star encoding as a front end to conventional
compression schemes as Arithmetic Coding [2], Huffman
Coding [3], Prediction by Partial Matching (PPM) [4], and
Burrows Wheeler Transform (BWT) [5] to achieve this
improvement. We also investigate the effect of star encoding
preceding conventional compression on different source
languages as English, French, German, and Spanish.

We hope this work can serve as a practical tool to store
larger data on limited storage, and or transmit more data at a
time on network applications such as social media, search
engines, and general communication.

We further consider an extension for our idea that will
involve an asymmetric encryption scheme that will conceal
the star encoding dictionary from adversaries. This will
augment a security feature to our proposed scheme, so that it
can be used for mass data oriented platforms such as clouds.

2 Related Work

Recently, a greater number of researchers have shifted
their focus from generating new compression algorithms to
instead making it easier for existing compression technology
to perform better through text pre-processing. In this paper,
we explain some of the existing preprocessing techniques and
propose an approach of our own.

Dictionary based pre-processing is a trivial idea that is
referred to for improving compression performance on text.
Rexline and Roberts [6], show that preprocessing can not only
help the main compressor perform better, it can also
contribute by performing pre-compression. Regarding the fact
that roughly 1000 words are used daily in average English text,
and almost 80 percent of English words are greater than 3
characters in length, it would be efficient to convert the most
frequently used words to 3 character code. The authors
suggest StarNT encoding: the first word is encoded as ‘a’, the
next word as ‘b’,...,.27" as ‘A’, 28" as ‘B’, 53" as “aa”, 54"
as “ab”. As this pattern continues, “ZZ” would be assigned to
the 2757™ word, “aaa” to the 2758"™ word and so on. This
means that using only 3 characters, 143,364 words (52 + 52”2
+ 52”3) can be encoded, which is much more than needed by
the average language. From this, pre-compression is achieved.

Another scholar work by [7] improves the word
replacement transformation by altering the characters used for
encoding. It focuses on improving encoding and decoding
time while simultaneously increasing compression rates. This
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idea is further studied by [8], where the most frequently
occurring words are mapped with the shortest encoded
counterparts. One variation proposed in [9], is that in addition
to the dictionary that contains the most frequently occurring
words (which is estimated to be an average 20-30 percent of
any given English literature), a list of stop words be used. This
list would be encoding in a slightly different way than the
dictionary in order to produce a shorter encoding per word.

Another statistical approach to encoding is the proposed
in [10]. Based on the fact that words show a more biased
frequency than characters (this is also exploited by the
Lempel-Ziv family of compressors), authors pursue word
oriented pre-processing that has the potential of better
compressibility. The authors first compress text with a word-
based, byte-oriented compressor, then pass it to a character
oriented compressor. This work employs Dense Coding (DC),
which is faster to search than the plaintext due to its self-
synchronizing code characteristic, in the expense of increased
overall compression time.

Other methods of compression involve certain
preprocessing techniques. The authors of [11] demonstrate
this concept in their paper, which focuses on white space
compression. They estimate that on average, around 15
percent of a text file is spacing, so eliminating this spacing
would make a text file approximately 15 percent smaller. To
accomplish this, they exploit the fact that most words are
either lowercase, uppercase, or begin with an uppercase letter
that is followed by lowercase letters. If a word is written in
any of these ways, is followed by a space, and its last two
characters are lowercase, then a space can be represented by

simply capitalizing the last letter of this word.

Star (*) Encoding is a known technique, whose goal is to
produce as many redundant characters as possible, which can
be very useful when coupled with BWT [5], so that it will be
easier for a traditional compressor (such as a Huffman or
Arithmetic compressor) to achieve better compressibility. We
expand the use of star encoding as a front end to conventional
lossless compression algorithms: Arithmetic Coding, Huffman
Coding, PPM, and BWT on different text on various source
languages (English, French, German, and Spanish) and
compare compression performances.

Yet another pre-processing approach is to replace parts of
a word instead of the whole word. Static Text Compression
Algorithm (STECA) [12] is a language dependent approach
that tries document the most common bigrams and trigrams
for a given language. Although the algorithm’s static structure
may be seen as a negative, it owes its speed to this design: it
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generates a dictionary of the most commonly occurring
couplets and triplets, “ed” or “tio” in English, for example.
This dictionary is then used to assign a numerical value to
each bigram and trigram. With the help of this dictionary,
these frequently occurring sequences are replaced by their
numerical value in words that contain them.

As expected, there is not a need for an excessively long
list of frequently occurring bigrams or trigrams since this
method works better the more frequent the character sequence
occurs naturally for the given language. Even though there is a
relatively small amount of numerical codes, numbers are still
needed to be represented in the encoded output. This can be
solved simply by using an escape number such as 0.

The last encoding scheme we discuss is “Edge-Guided
(EG)” which is described in [13]. This encoding scheme does
not use a dictionary, but instead focuses on the way that words
interact with each other. Words and word sequences are
encoded as “vertices” and “edges” respectively. To start, each
distinct word or letter grouping in a sentence or stream is
mapped as a vertex. These vertices are then connected to each
other by edges which represent the flow of the sentence.

An Edge-Guided encoder generates three streams Text,
Word, and Edge which are then passed to an encoder such as
PPM. The Word stream contains the distinct words found in
the original sentences, separated by an escape sequence. The
Text stream describes if the next word in the sentence is a
new vertex, creating a new edge, or following an existing
edge. Finally, the Edge stream is a numerical stream that is
matched with the Text stream to specify where edges connect.
As expected, this technique is very useful for text that
features abundant word redundancy.

3  Our Scheme

In this section, we describe our design and present the
details of our scheme. Figure 1 presents an overview of our
scheme with its components: To lossless
compression scheme, the sender takes the plaintext and
applies star encoding as a front end to preprocess the input
text. We anticipate that this preprocess will introduce
abundant redundancy (due to the injection of multiple “*’
symbols), which in turn will help improve compressibility.
For star encoding, the sender employs a shared dictionary.
The same dictionary is later employed by the receiver to
decode the star encoded text at the recipient site. We then
apply conventional lossless text compression algorithms,
namely Arithmetic Coding, Huffman Coding, Prediction by

realize a
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Partial Matching, and Burrows Wheeler Transform to File Name [Size (kB) |Description
investigate the effect of using star encoding as a front end to ol pay
h . We furth ! . bib 111261|Bibliography
the compression process. We further apply our compression bookl ~68771|Fiction book
scheme to different source languages to see the degree of book2 610856 non-fiction book
sensitivity of source languages to star encoding based news 377109|USENET batch file
. . . . paperl 53161|Technical paper
preprocessing. Once the conventional compression algorithm -

. . . paper2 82199|Technical paper
compresses the star encoded input, the ciphertext is trans 93695/ Transcript of terminal session
transferred to the receiver. Canterbury

asyoulike 152089|Shakespeare
. . . . lice29 125179|English text
The receiver applies the steps appli nder in rever 2
e receiver applies the steps pp ed by sende everse Fiolds 11150 Csource
order: He first decompresses the ciphertext, then star decodes lce10 426754|Technical writing

the decompressed text using the same shared dictionary to Plrabn12 | 481861|Poetry

retrieve the original text. The dictionary, when unavailable to

third parties but just sender and receiver contributes as a Table 1. English Corpora with selected text files from Calgary

means to provide security to the system. Therefore, our Corpus and Canterbury Corpus [14][15].

scheme .becor'nes a meth9d that provides improved File Name |Size (Byte) | Description
compression with added security. docl.txt 17720|Binnenhandel Der DDR
doc2.txt 17106|Pressemitteilung - 132/4/70- NRW
SENDER history.txt 16487|Bemerkungen Zur Modernen Darstellung Natinaler
horror.txt 15223|Der Schrecken Von Takera
scope.txt 15545|Brunte Horoskop
.- Table 2. Dereko German Corpus with selected text files from
RECEIVER I COSMAS 1I database [16].
Decompressor Decoder File File Name Size (Byte) |Description
anthology 97059|Anthologie du Journalisme
darwinOrigins 1391304|L'origine des espéces
Figure 1. Overall system schema. dominique 442548|Dominique
football 20466|Notes sur le foot-ball (1897)
meditations 176650|Les meditations
Table 3. French Corpus with selected text files from Corpus of
31 Corpora Spoken French [17].
We run our experiments on 4 different common source File Name _ |Size (Byte) |Description
languages: English, French, German, and Spanish. For pachecho.txt 78708|Pachecos y Palomeques
English, standard Calgary and Canterbury corpora are used. palabras.txt 43610| Palabras y plumas
For the other source languages, text from available corpora is palau.txt 69133|El palau de vidre
iled. A standard pre-processing that filters punctuation palomares.txt 15318|Palomares (Palomares)
comptie pre-p g p ramilletes.txt 8307|Los ramilletes

marks, non-alphabet characters and multiple occurrences of

spaces is applied to the individual language wordlists and Table 4. Spanish Corpus with selected text files from [18].
each document before encoding and compression.

3.2 Star Encoding as a Front End

Star encoding was applied in a way that is similar to
what is described in [19]. After the first stage of pre-
processing, each individual corpus text file is then encoded
using a variation of the Star Encoding. Using wordlists for
each source language, a dictionary tree D is generated. This
tree is then split into multiple, lexicographically sorted
dictionaries D, where x denotes the length of the words it
contains, making it a Length Index Preserving
Transformation (LIPT). For example, the English wordlist
that we used had minimum and maximum word lengths of 2
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and 22 characters respectively. From these sub-dictionaries,
encoding and decoding maps were generated. For encoding,
the plain words are mapped to their star encoding
counterparts. Words in a given sub-dictionary are mapped to
an encoded word that is the same length. The first word is
simply a string consisting of the asterisk *. For example, the
first four letter word in the sub dictionary would be encoded
to “****”  The next 52 words are encoded to “a***”,
VI 0N HEED CBEEE L, “ZFFF The 54
word would start the pattern in the second character, with the
first character remaining an asterisk for the next 52 words:
kAR cokpEx ¥ z2*%” This pattern is continued till “Z” is
reached at the last character for the given word length:
“x*kx7” The next word restarts the pattern at the second
character, but the first character remains ‘a’: “aa**”,
“ab**”, “aZFF” “Ca¥a*” Ja**Z.”  The pattern
continues till the encoding limit for the current word length is
reached (i.e, the last encoded string is “ZZZZ”).

“pkoE>
s eeey

3.3 Compression Algorithms

We employ the four widely used conventional
compression algorithms to test the performance improvement
of our star encoding front end on each. These algorithms are
Arithmetic Coding, Huffman Coding, PPM, and BWT.

4 Results

Our experiments focus on employing star encoding as a
front end, anticipating a better compression rate later on when
we further apply conventional compression algorithms
individually. Results show that with some exceptions, we
obtain a significant improvement conventional
compression for text on each source language. Figures 2 and
3 present the result of star encoding used as a front end on
English corpora Calgary and Canterbury, respectively. It
should be noted that our scheme can be used to also provide
security, in expense of time and extra data transfer, which
will involve the encryption of star encoded dictionary with a
symmetric encryption and sending the key to the receiver.
This is due to the tradeoff between security and storage cost.

over
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Figure 2. Star encoding used as a front end on English
Calgary corpus

As seen in Figure 2, star encoding improves the
Arithmetic Coding and Huffman Coding performances most
with very similar percentage gains as 28.86% and 28.90%,
respectively for English Calgary corpus. The poorest
performance is in PPM with only 2.78% improvement, and
the performance with BWT improves considerably at a rate of
9.22% on average for the selected five text files from Calgary
corpus.

English Cantenbury Corpus
2.55
BWT 2.35
PPM 3012
zZ2 )
HUF .698
F 23.77%
ART .668
3.566
H 23.64%
M Plain Encoded m BPC Improvement

Figure 3. Star encoding used as a front end on English
Canterbury corpus

Figure 3 has similar values for English Canterbury corpus,
where Arithmetic and Huffman algorithms outperform other
conventional compression algorithms, i.e. PPM and BWT, in
the gain obtained with using star encoding as a front end. This
time, Huffman Coding has a slightly better performance
improvement with 23.77% than Arithmetic Coding, which has
23.64% performance improvement. Moreover, we see that in
Canterbury corpus, the ordering in terms of improvement in
the compression performance for the worst two algorithms
comes out as similar as Calgary corpus: BWT poorer with
7.97% gain, and PPM with 1.94% gain only.

English Calgary Corpus
y ol

9.22%

BWT

PP...

HUFF 28.86%

AR... 4.999

28.90%

M Plain

Encoded mBPC Improvement

French Corpus

2.617
BWT 2.532
2.085
PPMZ2 2.186
-5.56%

4.461

HUFF 3.754

4.441
ARTH 3.719

16.21%

B Plain = Encoded ® BPC Improvement
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Figure 4. Star encoding used as a front end on French corpus

One of the aims of our work is to investigate the effect of
implementing star encoding as a front end on different source
languages. When we run our scheme on text in French corpus
(Figure 4), we again get the best improvement rates for
Arithmetic Coding (with 16.81%) and Huffman Coding (with
15.81%), though with lower rates this time. And interestingly,
while BWT still performs next to worst (with 2.83%), PPM
has an average performance loss in compression. This means
that using star encoding as a front end in French text degrades
the compression performance of PPM algorithm. These results
obviously suggest that source language itself is a substantial
parameter in lossless compression when star encoding is used
as a front end.
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Spanish Corpus

BWT
PPM
22
HUF 4.481
4.088
F
ART 4.459
4.082
H 8.39%

M Plain

Encoded ® BPC Improvement

German Corpus
3.14

711
F 16.65%

— .607
H 16.66% )

M Plain

Encoded ™ BPC Improvement

Figure 5. Star encoding used as a front end on German corpus

To inquire more about this effect, and find out the
sensitivity of source languages to star encoding being applied
as a front end, we repeated our experiments on two more
languages: German and Spanish. Figure 5
demonstrates the results we obtain on German corpus. Though
Arithmetic Coding and Huffman Coding yield very close
improvement rates as 16.66% and 16.65%, we see that PPM
has the best improvement rate so far in German corpus. Then,
we can conclude that German is more sensitive to star
encoding when it is applied as a front end to PPM algorithm.
For BWT, the improvement rate is similar to English and
French corpora, with a percentage of 6.60%.

source

Figure 6. Star encoding used as a front end on Spanish corpus

When we employ Spanish as the source language, we get
different results than previous source languages as seen in
Figure 6: Arithmetic Coding and Huffman Coding only obtain
around 8% improvement, BWT around 2%, and the
improvement with PPM is almost negligible with an average
rate of 0.21% only. These results prove that the least sensitive
source language to employing star encoding as a front end to
conventional compression algorithms among four source
languages we consider is Spanish.

We also compare the rate of improvement for each
conventional compression algorithm on each source language.
Figure 7 displays the chart for average improvement rate
when star encoding is employed as a front end to four
conventional compression algorithms.

Linguistic Comparison

@
£ 2500 g ,
E 3 20,00 g English Calgary

< X
T E 15.00 ««<H- English Canterbury
‘E § ! = 4= French

10.00

?} g —@— German
SE O )

- - w—ir—Spanish
E o0 N
o -

ARTH HUFF NM -~ BWT

Figure 7. Linguistic Comparison for star encoding employed
as a front end to conventional compression algorithms.

When we summarize the average compression rates
obtained for each source language and for each conventional
compression algorithm, we get Table 5.
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English French German |[Spanish |Average
Calgary |Canterbury
ARTH 28.90 23.64 16.21 16.66 8.39 18.76
HUFF 28.86 23.77 15.81 16.65 8.69 18.76
PPM 2.78 1.94 -5.56 4.21 0.21 0.72
BWT 9.22 7.97 2.83 6.60 2.17 5.76
Average 17.44 14.33 7.32 11.03 4.87

Table 5. Average performance improvement per source
language and compression algorithm.

According to Table 5, English Calgary corpus yields the
best performance improvement for all conventional
compression algorithms. This implies that Calgary corpus, and
hence English, is the most sensitive source language to
employing star encoding as a front end to lossless
compression with an average overall improvement rate of
17.44% (Calculated as the mean of improvement rates on four
compression algorithms). This is followed by English
Canterbury corpus with a mean improvement rate of 14.33%.
This result supports the implication that English is the most
sensitive source language to our proposed scheme, which
employs star encoding as a front end before applying any
compression.

Table 5 states that the second most sensitive source
language seems to be German with an average improvement
performance of 11.03%. The third most sensitive source
language is French, where the average improvement
percentage is measured as 7.32%. It should be noted that in
German corpus, performance of PPM degraded significantly
at a rate of 5.56%, which is a unique case to consider among
all other source languages and compression algorithms.

Finally, Spanish demonstrate the least amount of
sensitivity to our scheme by yielding an average improvement

rate of 4.87%, with insignificant improvement on PPM.

Results in Table 5 also show that on average, PPM resists
most star encoding, with an average of only 0.72%
improvement rate. BWT is the second most resistant
compression algorithm to our scheme. One should remember
that these are already among the best performing compression
algorithms and these results suggest that we reach the
theoretical limits suggested by Shannon [1] after applying star
encoding that no further improvement is possible. Arithmetic
Coding and Huffman Coding respond to star encoding front
end similarly with an average improvement rate of 18.76%.

For each source language, the rate of improvement is
very similar for Arithmetic Coding and Huffman Coding
extending in a stretch from almost 29% to around 8%. We
should consider the fact that originally, both compression
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algorithms, i.e. Arithmetic Coding and Huffman perform
already poorly on text, regardless of the source language.
Whereas for BWT, and PPM the original compression rates
on plaintext is already good at an average rate of 2BPC for
each algorithm regardless of the source language. So, even
the high improvement rate after using star encoding does not
help make the compression performance of Arithmetic
Coding and Huffman to reach the already good compression
rates of BWT and PPM.

5 Conclusion and Future Work

We design and implement a front end to improve the
performance of conventional compression algorithms as
Arithmetic Coding, Huffman Coding, PPM, and BWT. The
results we obtain are promising with insignificant runtime
overhead.

We apply our scheme on different source languages as
English, French, German, and Spanish. Results show English
is the most sensitive source language to our approach that it
yields the highest performance gain with 28.9% in Arithmetic
Coding compression algorithm. The least source language is
Spanish with the lowest improvement performance of 0.21%
in PPM. Also, our results show that PPM is the least sensitive
algorithm to our scheme which employs star encoding as a
front end to improve compression performance. This is a
supportive indicator that we reach theoretical bounds on
especially already well performing compression algorithms
such as PPM and BWT, while still obtaining considerable
improvements in poorer performing compression algorithms
as Arithmetic Coding and Huffman Coding.

Our scheme with its promising results can be used for
non-punctuation sensitive text, such as a list of emails, where
separate domains can be easily obtained from usernames later
on. Also, we anticipate that our method can be used in name
lists, books with predictive decoding. Furthermore, one can
employ star encoding plus compression in a random process
of encoding that only the sender, receiver know, though this
can be prone to brute force attack. Word lists have to be the
exact same to generate a perfect match, but a word list that
isn’t a perfect match, but close enough can still generate a
relatively close decoding. We think this would work better for
text files that are diverse in nature and would therefore require
a large wordlist.

We plan on extending the implementation of our scheme
to provide security. If the star encoding dictionary is
encrypted with an asymmetric encryption algorithm, we can
guarantee the secure transfer of the dictionary. This, in turn,
provides an extra security to our scheme since any adversary
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who does not have the private key cannot recover the
dictionary. Such a secure scheme that provides encryption as
well as compression can well meet the most prominent
requirement of today’s data storage and transmission:
handling cloud data securely.
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ABSTRACT

UML diagrams being graphical in nature have informal
semantics and it is difficult to develop automated tools for
conversion and transformation of the diagrams. Formal
methods are proved to be effective for semantics analysis
of software systems. However, usage of formal methods
is not very welcomed at early stages of software
development. Hence, linking UML and formal techniques
is needed to address the deficiencies existing in both
approaches. In this paper, an approach is developed for
transformation of simple sequence diagram by defining
grammar rules. Formal specification of the procedure is
described using Z notation by capturing hidden semantics
under the diagrams. The model is analyzed and validated
using Z/Eves tool. We believe that resultant approach will
be useful for developing automated tools for modeling
and verification of software systems.

KEY WORDS
Automation, UML Sequence diagram, semantics analysis,
grammar rules, Z notation

1. Introduction

Although UML is accepted as a de-facto standard for
development of object oriented systems but its diagrams
are graphical in nature and are prone to causing errors [1].
The hidden semantics of the diagrams allows ambiguities
at design level. For example, model in UML may have
multiple interpretations and someone may not be able to
understand what is put under the diagrams. Formal
methods having well-defined semantics are at the early
stage of development. A linkage of UML diagrams and
formal methods will enhance the modeling power by
defining semantic rules over the diagrams [2].

There exits few work in this area because the hidden
semantics under UML diagrams cannot be transformed
easily into formal notations. In the most relevant work, a
mechanism for verifying sequence diagram is proposed by
describing event-based deterministic finite automata from
UML interaction diagram [3]. This is an interesting piece
of work which is taken as starting point. In [4], a solution
is proposed by translating UML sequence diagram

combining description logic and computation tree logic.
Statics analysis of UML interaction diagram is provided
in [5] to check the well-formed-ness of the diagram.
Jackson et al. [6], have developed Alloy Constraint
Analyzer tool for description of systems whose state
space involves relational structures. A study is presented
based on web-service composition technique for
cooperative composition modeling language [7]. An
approach is demonstrated in [8] using XML to visualize
TCOZ models into UML diagrams. An algorithmic
approach is developed to check a consistency between
sequence and state diagrams [9]. A procedure of creating
tables and SQL code for Z specifications to UML
diagrams is described in [10]. Intelligent approach of
fusion recognition is described using petri-nets and fuzzy
logic in [11]. An integrated approach is developed by
combining B and UML in [12]. Kim et al., present a
framework by integrating Object-Z and UML for
requirements elicitation by a case study [13]. A tool is
developed which takes class diagram and produces a list
of comments on the diagrams in [14]. Few other relevant
works can be found in [15-20]

In this paper, systematic procedure for formalizing
and verifying sequence diagram is presented by defining
grammar rules. The preliminary result of this research
were presented in [21]. Advanced concepts, for example,
loops, options, alternatives and reference are not
considered. Cash withdraw from an ATM system is taken
as a case study. First of all, a model of the system is
presented using sequence diagram. Then state diagram is
created by identifying states and transitions based on the
objects and messages considering the time sequence same
as in [21]. It is noted that many states of an object may
exit in the life of an object. In the next, a mapping is
defined to develop grammar for the diagram. Formal
analysis of the transformation procedure is generalized
based on the case study using Z notation. Z is used
because it is a model oriented specification language used
at an abstract level. The Z/Eves tool is used for model
analysis because it is powerful one for analyzing the
specification. Rest of the paper is organized as:

In section 2, transformation procedure from sequence
to state diagram is presented. Formal specification of the
procedure is described in section 3. Model analysis is
given in section 4. The work is concluded in section 5.
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2.2 Transformation Procedure
2. Transformation of Sequence Diagram
Sequence diagram in Figure 1 is transformed to state

In this section, critical analysis of sequence diagram is diagram as shown in Figure 2.

provided. Then formal procedure from sequence diagram

to state diagram is presented by taking a case study of S1 m3
ATM cash withdraw system. Finally, grammar is < <
developed to be used for further transformation.
m5
- m s
2.1 ATM Cash Withdraw Case Study 7
m
. . . . S8 m8
The UML sequence diagram is used to realize details m2/c4
. . S9 S9
under the use cases and shows the interaction between S10[] mo
objects by _the roles. S_equence diagra_lms _model messages m10 ‘511
for analysis and design for behavior interaction. The a1
diagram represents messages and interactions in two mi1
. 9 . p . . 9 .. . . . >.813 mi2
dimensions. The interaction is in horizontal dimension - m2/c5
whereas time is defined in the vertical line by resulting a S15H m13 s14
two dimensional model as shown in Figure 1. si7me— M4 HS16 s
S18 - - -

‘ u: User ‘ ‘ r: Reader ‘ ‘ d: Displayer ‘ ‘i: InputDevice‘ ‘p: Processor‘

‘ i inputcard Figure 2. State diagram based on sequence diagram

o1 | | M2 tvalidcard m3: acceptcard In the transformation, each object may have many

P mé stolen states. For example, the object user has ten states and the

m2: inactiveaccoun

o3 mS: reqlestPIN object reader has three states. It is noted that same
mé: regyetdisplay U message can be executed from two different pairs of

- InpUeIN mé: PIN states. For example, the message m2 is same for all the

o m2: validPIN pairs of states (s1, s2), (s1, s4), (s3, s5), (s9, s10) and

m9: withdrawllamount

(s14, s15) which is repeated in case of failure of the
transaction. A message may have execution condition. For
example, c1, c2, ¢3, ¢4 and ¢5 are the message conditions.

m10: reqe tdisplay

m11: inputamount]

m12: amount

2: amountaceeds|
c5

m14: getcard m13: retreatcard Manpi L. Tablel A
m15: money pping defining grammar for sequence diagram
T T T T T # Message Production
1 (SO, m1, S1, null) S0=m1S1, null
Figure 1. Sequence diagram for cash withdraw 2 (51, m2, S2, c1) S1=m2S2, c1
. . . 3 (S1, m3, S3, null) S1=m3S3, null
UML sequence diagram is good modeling tool
because it provides a dynamic view showing behavior 4 | (S1,m4,54c2) S1=m4as4, c2
which is not possible to extract from static system. 5 | (S3,m2, S5, c3) $3=m2S5, c3
Another important feature is its capability to represent 6 (S3, m5, S6, null) $3=m5S6, null
parallelism between the complex components. The 7 (S6, m6, 57, null) S6—m6S7, null
sequence diagram helps to discover architectural view and
logical statements needed to define the system. Because 8 | (57, m7, S8 null) S7=>m758, null
of good modeling approach, sequence diagrams can be 9 | (S8, m8,S9, null) $8=m8s9, null
integrated easily because of the time dimension. In 10 | (S9, m2, S10, c4) S9—m?2S10, c4
sequenc_e_(_ji_agram, quect_ _interactipn,_ sequence order, 11 | (59, m9, S11, null) $9—m9511, null
responsibilities, functionalities and timings issues can be
easily addressed. The diagram also facilitates the 12 | (511, m10, $12, null) 511=m10512, null
documentation at various levels of abstraction which is 13 | (512, m11, S13, null) $12=m11S813, null
not easy when it is required to create from the static part 14 | (513, m12, S14, null) $13=m12514, null
qf the system. Sequence diagram of ATM system asin th_e 15 | (514, m2, 515, c5) $14—m2515, ¢5
figure for cash withdraw is presented. At first the card is
verified then PIN is entered for authentication. Finally, 16 | (514, m13, 516, null) 514=m13516, null
the cash is withdrawn if requested amount is less than the 17 | (s16, m14, S17, null) $16=m14517, null
current balance of the customer. 18 | (S14, m15, S18, null) $14=m15518, null
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The transformation procedure from state diagram to
grammar development is listed in Table 1. In the table, the
tuple (Si, mk, Sj, cp) represents that the message mk is
executed from state Si to state Sj under the condition cp.
For every message between two different states, a
production rule is created. If there is no condition before
the execution of a message then null condition is
supposed. It is noted that S2, S4, S5, S10, S15and S18 are
final states, however, S18 is the final state after successful
execution of the procedure. Rest of all states, are failure
of the operation.

Grammar Rules
After deriving rules from the messages, as in the table,

whole set of productions is listed below. The null
productions are added for termination of the process. The
same sequence of derivations can be represented by the
derivation tree for parsing of a scenario.

S0=m1S1, null; SI=m2S2, c1| m3S3, null| m4S4, c2; S2=¢;
S3=m2S5, c3| m5S6, null; S4=¢; S5=¢; S6=m6S7, null;
S7=m7S8, null; S8=m8S9, null; S9=m2510, c4| m9S11, null;
S10=¢€; S11=>m10S12, null; S12=m11513, null; S13=m12514,
null; $14=m2S15, ¢5|m13S16, null] m15S18, null; S15=¢;
S$16=m14S17, null; S17=-¢; S18=¢

Derivation

Any possible scenario of the diagram can be derived for
validation by the above grammar. For example, the
scenario m1m3m5mém7m8m9Im10miiml2mil5 can be
validated by the sequence of derivations as below:

S0 = m1s1

= m1m3S3

= m1lm3m5S6

= m1m3m5m6S7

= m1m3m5m6m7S8

= m1m3m5m6m7m8S9

= m1Im3m5m6m7m8m9om10S12

= mlm3m5m6m7m8m9m10m11S13

= m1m3m5m6m7m8m9m10m11m12S14

= m1Im3m5m6m7m8m9m10m11m12m15518

= m1m3m5m6m7m8m9m10m1im12m15.

3. Formal Analysis

In this section, formal analysis of transformation
procedure is described using Z notation. At first, the
sequence diagram consisting of objects and messages is
specified. The time sequence is given primary importance
in specification of the diagram. Then state diagram is
created based on the sequence diagram. Finally, grammar
is developed to be useful for derivation of all possible
scenarios based on the diagram.
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There can be many states of an object of sequence
diagram. Hence state is defined before specification of an
object. The state is defined by the schema, State, which
consists of three variables that is state name, start time
and end time. To declare types of name, start and end
times SName and Time are used at an abstract level of
specification in Z. A schema consists of two parts namely
definition and predicate parts. In definition part of the
schema, variables are defined whereas invariants are
defined in the predicate part.

[SName]; Time ==N

State.
sname: Sname; stime, etime: Time

stime < etime

An object is represented by the schema Object which
consists of six components namely object name, start
time, end time, sequence of states, attributes and methods
in the diagram. It is stated that the life line of an object is
described by the start and end times variables. The object
name and attributes are declared as a set type as specified
above. The methods is defined as a partial function
between object attributes.

[OName]
[Attribute]

Object
oname: OName
ostart, oend: Time
states: seq State
attributes: F Attribute
methods: Attribute — Attribute

states # ()
#states > 1
= (3s1, s2: State | s1 e ran states A s2 e ran states
. states 1 = s1 A states (# states) =s2
= ostart < s1. stime A s2 . etime < oend)
Vi: N | #states>1Aiel.. #states-1
. Js1, s2: State
. statesi=sl1 A states (i +1) =s2 = s1. etime < s2. stime
Vinput, output: Attribute | (input, output) € methods
- input € attributes A output € attributes

The message in sequence diagram is defined by the
schema Message, which consists of activation time,
condition of execution, source and target objects. The
activation time of a message is specified by the schema
ActivationTime. It is stated that the start time is less than
the finishing time of any message in the diagram. The
next variable is condition that must be true before
execution of a message. The condition has three values,
i.e., true, false or null. The value null is used to represent
that there is no triggering condition for the message. In
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predicate part of the schema, time ordering of the message
is defined as an invariant.

Condition ::= NULL| TRUE | FALSE

____ActivationTime
starttime, endtime: N

starttime < endtime

— Message
ActivationTime

condition: Condition
from, to: State

from . stime < starttime A endtime < to . etime

Formal specification of the sequence diagram is
provided by the schema SequenceModel as given below.
The schema contains two components, communicating
objects and messages used in the sequence diagram. In
predicate part, it is stated that for every message there
exist two objects in the sequence diagram and vice versa.
In sequence diagram, it is less focused on messages itself
and more on the order in which these are executed. The
first message starts from the left-top and subsequent
messages are then followed following order of execution.
The message sent to the receiving object is implemented
by the receiving object.

____SequenceModel
objects: F Object
messages: F Message

Vo1, 02: Object | 01 € objects A 02 € objects
. Js1, s2: State | s1 eranol. states A s2 € ran 02. states
. dm: Message | m € messages+ m. from=s1 Am.to=s2
Vm: Message | m e messages
. Jol, 02: Object | 01 € objects A 02 € objects
. Js1, s2: State | s1 eranol. states As2 e ran o2. states
«sl=m.fromas2=m.to

The state diagram was created from the sequence
diagram as in Figure 2. Formal specification of the state
diagram is described below by using the schema
StateDiagram which consists of five components, that is,
start state, all possible states of the diagram, messages,
transformation function and set of final states. The
definitions are given in first part and constraints are
defined in the second part of the schema.

In the predicate part of the schema, it is stated that
start state is an element of the total states of the sequence
diagram. For any message there exist two states reachable
after execution of the message. The transition function
takes a state, checks guard condition and triggers the
message by moving to the next state of the object. The set

of final states is represented by final which is subset of the
set of total states.

___ StateDiagram
SequenceModel
start: State

states: [ State

messages: F Message

delta: State X (Condition X Message) — State
final: F State

start € states
Vsl1, s2: State | s1 e states A s2 € states
. dmessage: Message | message € messages
- message . from =s1 A message . to =s2
Vmessage: Message | message € messages
. Js1, s2: State | s1 e states A s2 e states
. 51 =message . from A s2 = message . to
Vsl: State | s1 e states
. dmessage: Message; cd: Condition; s2: State
| message € messages A s2 € states A (s1, (cd, message))
e dom delta
. delta (s1, (cd, message)) = s2
Vs: State | s e final « s e states

proof of StateDiagramSdomainCheck
prove by reduce

4. Model Analysis

Even formal specification of a complex system is written
in any of the formal language, it may cause potential
errors. This is because, for a moment, we don't have any
computer tool which may guarantee about complete
correctness of model of a complex system. The Z/Eves is
a powerful tool used for analyzing formal specification of
the model. The tool is integrated with various model
analysis facilities providing rigorous checking of the
system to be developed and has an automated deduction
capability.

The syntax checking, type checking and theorem
proving facilities of the Z/Eves tool are used for analysis
of the model. It is noted that syntax and type checking do
not require any interaction with the theorem proving
facility of the tool. The domain checking facility allowed
us to write meaningful properties of the system. It is
observed that domain checking of model is much harder
than the syntax and type checking of the model. Further,
the syntax and type checking are performed automatically
whereas one has to interact with the theorem proving
facility to perform the domain checking. Furthermore, we
observed that proof ‘by reduce’ was sufficient for formal
specification of this transformation procedure for domain
checking.

The schema expansion facility was used to unravel
the specification of the diagrams and procedures which
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simplified the model results that were not easy otherwise
to understand the specification. Prove by reduce is used
for analyzing the formal specification. Some of the results
of the model analysis are shown in the Table 2. In the
Table, the first column shows name of the schema to be
analyzed and evaluated, the second column is for syntax
and type check, third for domain checking, fourth for
reduction facility and the last one for the proof by
reduction. The symbol Y in the table shows that all
schemas are well written by syntax and domain checking.
However the * symbol, after Y, shows that proof is done
by the reduction technique.

Table 2. Results of model analysis

Syntax Domain

Schema Name Type Reduction | Proof
Check

Check
State Y Y Y Y
Object Y Y Y Y
ActivationTime Y Y Y Y
Message Y Y Y* Y
SequenceModel Y Y Y* Y
StateDiagram Y Y Y* Y

5. Conclusion

An exhaustive survey of existing work was performed
before starting this work. Some interesting work was
found as discussed in section | but our work is different
from others because of capturing hidden semantics under
the graphical notations. A comparison to most relevant
work is presented. For example, in [3] a transformation
mechanism from sequence diagram to event deterministic
finite automata is provided. There were two major
drawbacks in that work. Firstly, the resultant automaton is
not deterministic because there is no state for some
transitions in the automata. Secondly, the verification
mechanism does not provide full support for correctness.
This work is part of our project on formalization of
UML diagrams to be useful for software development of
complex systems [21-24]. In this paper, an approach is
developed for transformation of UML sequence to state
diagrams by removing flaws existing in the diagram. Then
grammar is developed based on the state diagram for
verifying messages and scenarios. The resultant approach
will be useful in development of automated tools for
construction and verification of software systems.
Although we have taken a simple case study but the
advantage of our approach is that a formal procedure of
transformation from UML notations to mathematical
model is described. Then algorithm is specified using Z
notation and verification is provided using Z/Eves tool.
The Z notation is used because of its abstract and
expressive power [25]. The rich mathematical notations in
Z made it possible to reason about behavior of graphical

Int'l Conf. Foundations of Computer Science | FCS'13 |

notations. The Z/Eves is a powerful tool used to analyze
the specification [26].

In future work, the advanced concepts of sequence
diagram will be considered and complete transformation
algorithm from the diagram to formal models will be
designed. It is noted that conversion of UML diagrams to
mathematical models by synthesis of suitable notations is
our major objective. Transition diagrams, graphs,
grammar, etc. are the tools for developing the integrated
approach.
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