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Abstract - Network flow watermarking schemes have been
used to detect stepping stones, which including watermark
embedding scheme and detection scheme. Among them,
watermark embedding scheme plays a vital part in a
watermarking scheme. Most existing watermark embedding
schemes are based on using a randomly select the operation
time interval and then generated watermark sequence in carrier
flow. However, the randomness of watermark operating may
cause watermark easily exposed to attacks. We herein propose
a novel watermark embedding scheme based on entropy
(NWESBE) to solve this problem. We firstly pre-process the
carrier traffic by using entropy analysis and then determine
optimum time intervals for embedding watermark. Secondly, we
randomly embed watermark in these determined time intervals.
Our analytical and empirical results demonstrate that our
proposed scheme is robust for embedded watermark to timing
perturbation, while invisible to attacks. And also it can greatly
improve the detection rate and requiring fewer observation
packet.
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Introduction

In order to hide identity, Internet attackers commonly
relay their traffic through a number of compromised hosts,
called stepping stones [1]. Detecting such hosts is an important
problem in computer security [2]. There are a lot of researches
on the detection method of stepping stone, but most of it is
passive traffic analysis method. More recently, comparing with
traditional approaches [3-5], an active approach called
watermarking has been more considered [6], with higher
accuracy and detection efficiency, which traffic characteristic
of an incoming flow are actively perturbed as they traverse
some router to create a distinct pattern, which can later be
recognized in outgoing flows.
A watermarking scheme is composed of the watermark
embedding module and the detection module. The watermark
embedding module is responsible for embedding the
watermark by modulating the target flow. It not only affects
the robustness and invisibility of embedded watermark, but
also directly affects detection efficiency of the corresponding
detection module. Therefore, a watermark embedding scheme

plays a vital part in a watermarking scheme. Recently, many
watermark embedding schemes have been proposed. ICBW [7],
DICBW [8], IBW [9], where watermark embedding by
manipulating packet counts of preselected interval pairs. In
[10-12], authors developed packet-based watermarking by
inflating or deflating an inter-packet delay (IPD). References
[13-15] provided based on speed of traffic watermark
embedding schemes. Among them, most existing watermark
embedding schemes subdivide the network flow into short
fixed-length intervals and perform transformative operations
on an entire interval of packets for the purpose of modifying
flow characteristics [16]. Unfortunately, the operation time
interval is determined randomly, with the uncertainty of traffic
information, such watermark embedding techniques will cause
watermark easily expose to attackers and resulting in
watermark effective weakened. We herein propose a novel
watermark embedding scheme based on entropy (NWESBE)
to solve this problem.
Entropy is the description of uncertainty of the random
variable in information theory, which can be used as a metric
of the amount of information [17]. In this paper, we firstly
sample a fixed time interval T and statistic the packet bit
entropy in per T, and then determine appropriate time interval
for embedding watermark by comparing with the determined
entropy threshold. It is well know that the greater entropy value
of variables, indicating the greater the random degree of the
variable, that is the greater the amount of contained
information. We select time interval containing a large amount
of information, namely a large entropy value to manipulate the
inter-packet delays. Therefore, watermark information can be
ignored when a few special watermark all are embedded in the
time interval of a large amount of traffic information instead of
the time interval of uncertain information.
The contribution of this paper is to use entropy to preprocess the carrier flow qualitatively and quantitatively, and
select the appropriate time interval instead of the random
selection of time interval to embed watermark information.
Analytical and experimental results show that our proposed
NWESBE is very effective, which not only can improve the
invisibility and robustness of embedded watermark, but also
can directly affect detection rate of watermark and detection
efficiency of a watermarking scheme, with requiring fewer
observation packets.
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The rest of this paper is arranged as follows. In Section 2,
we design a novel watermark embedding scheme, called
NWESBE. Experimental results and discussion are given in
Section 3. Finally, this paper is concluded in Section 4.

2

A Novel Network Flow Watermarking
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Where ݁ݖ݅ݏ̴ሺ݅ǡ ݆ሻ denotes per packet size in a time
interval T, ݉ݑݏ̴݁ݖ݅ݏ̴ሺ݅ሻ denotes the sum of packet size in
this time interval.
(2) According to formula (1), we can get the bit entropy of
packet within the unit time interval˖
ே

Model
In this section, we present a design of the NWESBE
network watermark embedding scheme, which is an innovation
of previous research work about network watermark
embedding scheme.

2.1

Background of entropy

The definition of entropy is assumed to be, herein, the one
introduced into the information theory [18], which describes
entropy as a measure of the degree of uncertainty of a given
random variable [19]. In this content, the entropy value is
greater, indicating that the more amount of information
transmitted by the variable of information source. Conversely,
the smaller the entropy value, indicating that the amount of
information that the variable transmission source is less.
Therefore, entropy can be used as a metric for the amount of
information, can effectively response the distribution of
information content of network traffic.
The formal description of Entropy is given by expression
(1) and denoted by ܪሺݔሻ where x represents the number of
values in the observation pool, and ሺݔ ሻ denotes the
probability of occurrence of a given valueݔ ǡ

ܪ ൌ  െ  ǡ ݈݃ǡ
ୀଵ

(3)

(3) In this paper, we derive the appropriate time interval for
embedding watermark by finding the entropy value that it
can reflect the amount of information. The particular
entropy value is selected by the following equation (4). If
ܪ satisfies equation (4), there is an appropriate time
interval, which showing the large amount of information
content.
ܪ   ܪ௧୦௦୦ௗ

(4)

Where ܪ௧௦ௗ denotes entropy threshold. We using a
statistical method involving the mean to obtain an entropy
threshold before embedding watermark.
Step 2: Watermark generating
From Step 1, we obtain the appropriate time interval for
watermark embedding. Then we will embed watermark in this
time interval. The way of generating watermark information
similar to the RAINBOW [6] watermark embedding scheme,
which insert a watermark value by delaying some packets.



ܪሺܺሻ ൌ  െ  ሺݔ ሻ݈݃ሺݔ ሻ
(1)

ୀଵ

2.2

A novel watermark embedding scheme

We take advantage of the entropy in information theory
and watermark generated based on inter-packet delays (IPD) to
propose our watermark embedding scheme. In our watermark
embedding scheme, mainly including two key steps.
Step 1: Determine the appropriate time period for embedding
watermark
In our approach, we first acquire carrier flow and realtime calculate bit entropy of per packet within the unit time
interval. The concrete calculation procedures are as follows:
(1) The probability of packet size ܲǡ is given by
ܲǡ ൌ 

݁ݖ݅ݏ̴ሺ݅ǡ ݆ሻ
݉ݑݏ̴݁ݖ݅ݏ̴ሺ݅ሻ

(2)

Suppose that the determined time interval from the carrier
௨
flow with the packet timing information ሼݐଵ௨ ǡ ݐଶ௨ ǡ ǥ ǡ ݐ
}.
Before embedding watermark, the inter-packet delays (IPDS)
௨
of the carrier flow ܶ௨ ൌ ݐାଵ
െ  ݐ௨ .The watermark is
subsequently embedded by delaying the packets by an amount
such that the IPD of ݅ watermarked packet is { ܶ௪ ൌ ܶ௨ 
ݓ }. At the same time, we record the IPDS sequence of
watermarked packets in a database, used as a special pattern
for detecting stepping stone intrusion by comparing with the
time delay pattern from the watermark detector.
The watermark components ሼݓ ሽୀଵ take values  טwith
equal probability:
ͳ
ʹ
ݓ ൌ ൞
ͳ
െܽ ݓή  ή
ʹ
ܽ ݓή  ή

(5)

The value ܽ is chosen to be small enough so that the
artificial jitter caused by watermark embedding is invisible to
ordinary users and attackers. We present our watermark
embedding scheme in Fig.1.
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There needs to be mentioned is that we have done a lot of
repeated experiments, each experiment is run for more than 20
times. The experimental data obtained in this paper are the
average of the 20 times repeated experiments. In the following,
we evaluate the performance of the proposed watermark
embedding schemes by detection rate, Robustness against
timing perturbation, invisibility of watermark and expenditure
of time.

Fig.1 NWESBE watermark embedding scheme

2.3

Watermark detecting

The watermark detection works is a non-blind manner and
therefore the detector had access to the database where the
watermarked flow are recorded. Similar to the RAINBOW
detector, normalized correlation as a detection scheme for
watermark. First, we receive a flow detector subtracts its interpacket delays (IPD). Then calculated correlation metric by
comparing with the IPD pattern from the database and the
detector decide whether the candidate flows is watermarked.
Finally the detector decide whether the two flows are linked or
not, so as to determine whether the host is a stepping-stone. A
normalized correlation is defined as˖
ሺǡ ሻ ൌ

3

σୀଵ ܽ ܾ

൏ ܽǡ ܾ 
ൌ
ԡܽԡ ή ԡܾԡ ඥሺσ ܽଶ ሻሺσ ܾ ଶ ሻ
ୀଵ 
ୀଵ 

(6)

Experimental result and analysis

In this section, we display our experimental results after
applying our proposed watermark embedding scheme. We
implemented a real-time watermark scheme consist of four
sections as shown in Fig.2 to evaluate the performance of the
novel watermark embedding scheme and compare the results
with the previous work [11]. We simulated the RAINBOW and
NWESBE schemes in NS2 platform [20].
In our experiments, the network flows are generated at the
Client by injecting real dataset “The CAIDA Anonymized
Internet Traces 2015" [21] into the NS2. Then watermark
information was embedded at the Watermarker. The
watermarked flow was perturbed with random delays at
Perturber to simulate the timing perturbation. The Detector
extracted the watermark from the received flow. The same set
of experiments was conducted to test the RAINBOW
watermark embedding scheme, which is recently a good
watermark scheme. We choose average used packet numbers,
detection rate, invisibility and robustness of watermark as
measures to consistently compare watermark embedding
scheme Watermarker.

Fig.2 Experiment setup

3.1

Accuracy without timing perturbation

This experiment measured the detection rate of our
proposed method and RAINBOW (recently an advanced
watermarking scheme), respectively, without timing
perturbation. The result in Fig.3 shows that the watermark
detection rate of the RAINBOW watermark embedding
scheme and NWESBE watermark embedding scheme change
as the embedded watermark length increases. And the final
watermark detection result using the RAINBOW scheme has
great randomness, reflecting in the unstable watermark
detection rate, while the watermark detection result using the
NWESBE scheme is relatively stable. From Fig.3, compared
to the RAINBOW, our proposed scheme to achieve higher
watermark detection rate at same experiment sets. It means that
using entropy to determine the appropriate time interval can
guarantee the validity of embedded watermark and improve the
accuracy of watermark detection. Hence, we can know that
there is a significant advantage in using entropy to embed
watermark over the RAINBOW under ideal conditions.
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Fig. 3 Detection rate comparison between the two watermark
embedding schemes

3.2

Fig. 4 A comparison of detection rate under timing
perturbation

Robustness against timing perturbation

We also observe that active robustness is likely to be
impossible to achieve at the same time. To demonstrate the
robustness of our method against active time perturbation,
which was modeled using uniformly random delays, we
measured the detection rates of the NWESBE and RAINBOW,
respectively, for different perturbation ratio as shown in Fig.4.
From Fig.4, with the increase of perturbation ratio, the
watermark detection rate based on two different watermark
embedding method presenting a trend of downward, indicating
that the robustness of watermark is affected by the timing
perturbation. But, compared to the RAINBOW, the NWESBE
scheme always achieve higher detection rate in the same
perturbation ratio condition. Therefore, in our watermark
embedding scheme, watermark are more resilient to an
adversary who actively tries to remove them from the carrier
flow, which they still alive after the interference by timing
perturbation. We select the time interval contained a large
amount of information for embedding watermark in our
scheme. By this way, we find that watermark will introduce
little distortion, in that they will not significantly impact the
performance of the flows. The analysis results illustrated that
the NWESBE based entropy analysis for watermark
embedding is more robust against timing perturbation
compared with the RAINBOW scheme.

3.3
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Average number of packets used

Given a fixed detection rate (80%), Fig.5 gives a
comparison of the packet numbers needed by the two
watermark embedding methods as watermark length increase,
which including 20 times repeated experiments. Compared to
the RAINBOW, when fixed same watermark length, the
NWESBE scheme only requires less than 10000 packets to
achieve same detection rate, while the RAINBOW requires far
more than 10000 packets under the same watermark detection
framework.

Fig. 5 Average number of packets under watermark
length
From Fig.5, we also found that average number of packets
required changes fluctuate widely as the change of the
watermark length if watermark are embedded using the
RAINBOW scheme, while it maintains a steady state using the
NWESBE scheme. The result demonstrates that the
randomness of watermark embedding may increase the burden
of the watermark detection module and reduce the efficiency
of detection.
Table 1 demonstrates that the average number of packets
needed by the two watermark embedding methods, with
achieved different detection rate. We can see that there is a
significant advantage in using our proposed scheme, which
seems to reduce packet number up to 60% compared to
RAINBOW. The results show that RAINBOW requires longer
observation duration leading to low efficiency of detecting
stepping stones. Therefore, our proposed scheme are more
efficient, with shorter observation periods necessary.
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Table 1: Average number of packets required under
achieved same detection rate
Average number of packets used
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Detection rate
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