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Abstract: The current day web offers a wide range of              
e-Governance, e-commerce and other online services that 
require strong authentication mechanisms to safeguard 
user’s account. In addition, these services require that a 
user be verified during registration to prevent duplication 
of accounts in cases where a fraudulent user creates
multiple accounts with different credentials to avail the 
welfare services. Therefore, the challenge is to protect the 
e-services using secure multi-factor authentication methods 
with one account per user without compromising the 
usability. This paper discusses a multi-factor 
authentication (MFA) scheme which uses password, mobile 
token and image as multiple factors for authentication. The 
scheme uses a unique identity for verification of user 
accounts. The scheme leverages the identity verification 
system of Unique Identification Authority of India (UIDAI) 
System for ensuring the issuance of a unique and verified 
user identity to prevent duplicate and fraudulent accounts. 
The scheme does not maintain a verifier table at server to 
prevent stolen verifier attack. In addition, to achieve high 
level of usability, the scheme proposes to use Image 
Passwords and Mobile Tokens. The paper also discusses
the security analysis of the proposed scheme against 
common authentication related attacks and the formal 
verification of the scheme using Scyther.   

Keywords: Two-factor Authentication, Mobile Tokens,            
e-Services, e-Governance, Graphical Passwords, Image 
Passwords, Stolen-verifier Attack, Formal Verification, Scyther.

1. Introduction 
The advent of web 2.0 and Mobile Technology 

has led to enormous growth in web based services. The 
current statistics of Internet users shows that over 3 billion 
users are connected. In other words, today, over 40% of the 
World population has an Internet connection. [13]. The 
Web-based applications and services have changed the 
landscape of information delivery and exchange in today’s  
corporate, government, and educational arenas. The 
common services that are offered to users include              
e-Governance, e-Banking, e-Shopping, financial services, 
e-scholarships, e-welfare schemes etc. The access to these 
services is protected mostly by Single Factor 
Authentication (SFA) methods. The most common example 
of SFA is Password based authentication. However, 
offering services using only SFA has various security 
challenges such as security against Password Guessing 
attack, Dictionary attack, Brute Force attack, Stolen-
Verifier attack etc.  

The security strength of authentication can be 
increased by deploying Two Factor Authentication 
(TFA) which requires the user to provide an additional 
factor for identity verification from separate categories of 
user credentials such as a password (first factor) and a 
physical token (as additional factor). There are various two 
factor authentication schemes that use Biometrics, 
Cryptographic Tokens and Smart Cards as additional 
factors. But due to the simplicity, cost efficiency and high 
security that the Smart Card based schemes offer, many 
researchers focused their attention on designing Smart Card 
based schemes without verification table at server [1-9]. 
However, the wide acceptance of Smart Card based 
schemes requires every user to have a card reader attached 
to their PCs.  
Most recently, using mobile as a second factor for 
authentication gained significance as the penetration rate of 
mobile in many of the countries across the globe has 
crossed 65% of population [14]. Among the given 
percentage of mobile phone users, atleast 50% owns smart 
phones and over 83% of them uses mobile Internet. [15].  
The mobile phones have come a long way in a very short 
time with the rapid advancements in mobile technology. 
With the increase in Smartphone use, it is evident that the 
usage of mobile as a second factor will surely reap security 
and usability benefits. 

To avail an e-service, a user need to register with 
each service provider separately leading to creation of 
multiple user accounts for a single user with different 
credentials on different services. There are also cases 
wherein the fraudulent users register for a single welfare or 
scholarship service multiple times with different credentials 
to avail the benefits multiple times illegally. Hence, there is 
a need to verify the identity of a user that is unique and 
issued by a trusted third party. This identity can be used as 
a common verified identity of a particular user for all the 
web accounts the user has registered with.   

It is therefore evident that, offering an e-Service 
securely requires an authentication scheme which shall 
address the following challenges: 1) Issuance of a verified 
identity to a user to prevent misuse. 2) Prevention of 
duplicate and fraudulent accounts 3) Strong authentication 
using TFA 4) Usable password methods for ease of 
password remembrance 5) No verifier table at the server to 
prevent Stolen-verifier attack.   
This paper discusses a TFA scheme which uses an image as 
the first factor and a Mobile Token (MT) as the second 
factor. The Mobile Token is a mobile application which 
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contains user’s personalized data and runs on the user’s 
mobile during authentication phase. During registration, the 
scheme leverages on the services of UIDAI’s CIDR [16] to 
verify the validity of a user before issuing a registration ID 
to access e-Services. The proposed scheme can be 
integrated with the SSO component using SAML [17] 
protocol for seamless access of multiple services by the 
registered users.  

The proposed scheme has the following features: 
Issues a verified user identity 
Employs a mobile based authentication scheme with 
multiple factors  
Prevents duplicate account creation 
Presents a unique graphical password method  
Offers Multi-factor Authentication (MFA) Security for 
SSO services 
Resistant to various attacks such as Guessing, Stolen-
verifier, Replay etc. 
Secure mutual authentication between mobile token and 
server 

The paper also discusses the security analysis of the 
scheme besides presenting the results of automated formal 
verification using Scyther tool [11-12].

The rest of the paper is organized as follows; Section II 
presents the proposed scheme, Section III presents the 
security analysis of the proposed scheme, section IV
presents the formal verification of the proposed scheme 
using Scyther and finally section V presents the conclusion 

2. The Proposed Scheme 

This section presents the Architecture and Protocol of 
the proposed scheme. The scheme consists of four phases 
namely, Registration, Authentication, Password Change 
and Forget Password phase.

Fig 1: Architecture Diagram 

The architecture of the proposed scheme is shown in fig-1 
and comprises of the following components in the proposed 
architecture. These components are described in section 2.1 

1) Central Identity Repository (CIDR), 
2) User’s Mobile Token (MT),
3) Service Provider (SP),  
4) e-Authentication Server (AS), 
5) SSO Server (SSS).  

The proposed scheme uses UIDAI’s Aadhaar 
Authentication Ecosystem (Fig 2) for registration of users 
of e-services. Aadhaar Authentication is the process 
wherein an Aadhaar (a unique residents ID), along with 
other attributes (demographic and/or biometrics and/or 
OTP) are sent to UIDAI’s Central Identities Data 
Repository (CIDR) for verification; the CIDR verifies 
whether the data submitted matches the data available in 
CIDR and responds with a “Yes/No”. The personal identity 
information is never returned as part of the response [16].
The UIDAI provides open APIs to be integrated with        
e-Services for verification of user’s identity. The Aadhaar 
Authentication eco system is shown in fig 2. This facility
helps in ensuring a single verified login identity for each 
user and also helps in preventing the creation of fraudulent 
and duplicate accounts on the e-Auth server. 

The scheme proposes a unique feature wherein the 
users’ secret credentials are not stored on any of the 
components given in the architecture except user’s mobile 
token.

Fig 2: Aadhaar Authentication Eco System 

2.1 Architectural Components 

Central Identity Repository (CIDR): The CIDR is the 
central data repository, and functions as a managed service 
provider. It implements the core services around the UIDAI
– it stores resident records, issue unique identification 
numbers, and verifies, authenticates and amends resident 
data. The CIDR holds the minimum information required to 
identify the resident and ensure no duplicates. This 
includes:

Unique Identity (UID) Number
Unique ID agencies
Demographic data and biometrics
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UIDAI collects the user’s data such as mobile number, 
Demographic data and Biometric and issues a Unique 
Identity (UID) also called as ‘Aadhaar’ after verification.
While certain types of information such as birth date and 
gender will remain unchanged, other demographic details 
may undergo changes with time. The agency monitors 
these changes periodically with the assistance of a network 
of registrars who oversee the initial enrollment process for 
the issuance of UIDs and subsequent change requests. The 
CIDR adheres to the national and international security 
standards to ensure the security and privacy of users’ data.

While CIDR can be used to verify the validity of Indian 
residents only; most of the developed and developing 
nations may make use of the Citizen ID or National ID 
databases for online identity verification of their users 
during registration time to issue verified online identity for 
web accounts. [18]

Service Provider (SP): The SPs offers the services in 
electronic mode through web based services such as 
e-Governance, e-Shopping, e-Banking etc. The service 
providers do not register the users directly and instead 
delegate the registration to e-Auth server (AS). The SPs do 
not maintain any authentication related data of their users 
but keeps only the profile data of the users. They may agree 
for a SSO server environment. 

e-Authentication Server (AS): The AS is the most important 
component of this architecture. It runs the Registration, 
Authentication engine and provides these services to the 
users on behalf of SPs. The registration of a valid user 
account is accomplished with the help of CIDR. The 
authentication is carried out using MFA scheme which does 
not maintain password table at the server. The AS 
communicates with all the entities in the authentication 
architecture with or without SSO. The AS does not 
maintain any secret credentials of the users except the 
profile data.  

Single Sign-on Server (SSS): The SSS runs the SAML 
protocol for providing the SSO services to the user who 
wishes to access multiple services in a single login session. 
It is responsible for creating and managing the SSO 
session, SSO token and SSO communication with all SPs. 
SSS does not maintain any secret credential of the user. 

Mobile Token (MT): MT is a mobile application which is 
issued to the user by AS after successful registration. The 
MT contains the personalized registration and 
authentication related secrets of the user. The user may 
need to protect it with a PIN for better security. When the 
user wishes to login she has to activate the MT by keying 
the PIN. 

2.2 Multi-factor Authentication (MFA) Scheme 
2.2.1 Registration Phase 

If a user ‘Ui’ wishes to register with AS, she submits the 
registration request to AS. In case, she submits the 
registration request to SP, the request is forwarded to AS. 
The user then proceeds for registration as follows:  

Step R1: Ui submits her UID to AS. The AS forwards it to 
CIDR. 
Step R2: CIDR sends OTP to users’ registered mobile. 
Step R3: Ui submits the OTP which is verified by CIDR 
Step R4: Upon successful verification of OTP, CIDR sends 
the Users’ profile data to AS.
Step R5: AS presents the registration form with the profile 
data populated on it and an image grid to User for choosing 
an Image (I) as his secret. 
Step R6: Ui chooses an ‘I’ and sets a text password ‘p’ and 
submits it to AS. 
Step R7: AS computes h(Pwi) = h(h(I)  p); a = h(UID) 
 Ni = h(Pwi) h(x  TIDi); where x is server’s master 
secret key.  
Step R8: AS personalizes an MT with the parameters Ni, 
h(I), h(Pwi), a, yi. where yi is the server’s secret key shared 
with each MT whereas TIDi is the Token ID (unique for 
each MT) and is stored at the server with a mapping of 
UID. 
Step R4: AS sends email to Ui with downloadable link of 
MT.

2.2.2   Authentication Phase 

A registered user ‘Ui’ wishes to login to access resources at 
the server ‘SP’ will proceed as follows: 
Step L1:  Ui requests for login to SP for availing services. 
SP redirects the request to AS. 
Step L2: AS asks Ui to enter UID. 
Step L3: Ui keys in her UID to AS. 
Step L4: AS retrieves TIDi and generates the image grid 
consisting of random images and the Ui’s chosen Image. 
Step L5: AS generates random codes ‘r’ displayed on each 
image of the grid. 
Step L6: AS presents the image grid with ‘r’ embossed on 
images as challenge to Ui. 
Step L7: Ui activates her MT and enters her text password 
‘p’. She also identifies her chosen Image from the 
challenge image grid and keys in ‘r’ in MT. 
Step L8: Ui submits ‘p’ and ‘r’ to MT.
Step L9: MT computes h’(Pwi) and checks if 
h’(Pwi) = = h(Pwi). If it holds, MT proceeds to compute  

Bi = h’(Pwi) Ni; Ci = h(Bi r); and E= Eyi(Ci, a) 
Step L10: MT sends E to AS where E is encryption of 
message using yi. Upon receipt of E, AS proceeds as 
follows: 
Step L11: AS computes Dyi(Ci,a) using yi. where D is 
decryption. It then retrieves TIDi using ‘a’,
Step L12: AS computes Bi’ = h(x TIDi); Ci’ = h(Bi’ r)
Step L13: AS checks if Ci == Ci’, if it holds then AS 
transfers the control to SSO module with authentication 
success message. SSO provides access to SPi to the user.  
The Registration Phase and Authentication Phase are 
depicted in figures 4 and 5 on last page. 

2.2.3   Password Change Phase 

A Registered user can change her password by sending 
password change request to the AS. The change password 
request is allowed only after successful login.  
Step C1: Ui requests for Change Password 
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Step C2: AS presents image grid to Ui for choosing secret 
image (I)
Step C3: Ui chooses a ‘I’ and submits to AS 
Step C4: AS sends Eyi(h(I)) and a request to change text 
password at MT to Ui
Step C5: Ui activates MT and enters new password ‘p’
Step C6: MT computes Nin = hn(h(I) p) and replaces Ni 
with the new Nin, h(I), h(Pwi).                                      
Step C7: MT sends a confirmation message to AS 

2.2.4 Forgot Password 

If a user Ui forgets her password (the MT is not lost), she 
submits the reset password request to AS and proceed as 
follows: 
Step F1: Ui submits request for reset password 
Step F2: AS asks Ui to submit her UID 
Step F3: Ui submits her UID. 
Step F4: AS forwards the UID to CIDR 
Step F5: CIDR sends OTP to Ui mobile 
Step F6: Ui submits OTP to AS 
Step F7: AS forwards the OTP to CIDR for verification 
Step F8: Upon successful verification, CIDR sends a 
positive acknowledgement to AS 
Step F9: AS presents a secret question to Ui as challenge or 
sends email to user with a password reset link 
Step F10: When Ui clicks on the link, AS presents a new 
image grid for choosing a secret image (I). 
Step F11: Ui chooses ‘I’ and submits it to AS 
Step F12: AS sends Eyi(h(I)) and a request to change text 
password at MT to Ui 
Step F13: Ui activates MT and enters new password ‘p’
Step F14: MT computes Nin = hn(h(I) p) and replaces Ni 
with the new Nin, h(I), h(Pwi).                                      
Step F15: MT sends a confirmation message to AS. 

2.2.5 Loss of Mobile Token 
If a registered user Ui loses her mobile token or accidently 
deletes it, she has to get a new MT from server by 
following the steps described in the registration process. 

3. Security Analysis 
This section presents the security analysis of proposed 

scheme against various attacks given below.

3.1 Replay Attack 
In replay Attack, the adversary intercepts the message 
transmitted between two parties and then sends it at a later 
time to gain access to the resources. In the proposed 
scheme, if the message Eyi(Ci, a), transmitted in step L10 is 
intercepted and replayed by adversary, he cannot gain 
access to the resources because both the client and server 
checks for the freshness of nonce every time they receive a 
message. Hence the attack will fail. Here ‘r’ is a random 
nonce which is displayed fresh at every login request. 

3.2 Insider Attack 
The insider attack is usually performed by an insider of the 
organization who has access to the sensitive resources by 
revealing the user secret information to others. In the 
proposed scheme, the user’s password is never stored on 

any component in architecture. Moreover, none of the 
parameters required in protocol computation are stored in 
server in plain text form, instead, to avoid such attack, all 
the user credentials are stored in the database as message 
digest which is irreversible. 

3.3 Stolen Verifier Attack 

To perform this attack, an adversary who has access to the 
database server steals the password verifier and later uses it 
for offline guessing attack. But since, the proposed scheme 
does not maintain a verifier table the attack cannot be 
performed. 

3.4 Server Spoofing Attack 
It refers to the situation where in the attacker pretends to be 
a legitimate server and communicates with client to gain 
knowledge of the user’s secret credentials. 
To perform this attack on proposed scheme, the adversary 
has to fool the user by creating a page which looks similar 
to a valid server page and then redirect the user’s login 
request in Step L1 to malicious server and subsequently 
generate the image grid as per step L4. Even if the 
malicious server generates the image grid (which is highly 
difficult), it will not be able to generate the Image selected 
by the user during registration. 

3.5 Fraudulently copying the Mobile Token 
If an adversary gets access to the user’s MT and wants to 
fraudulently copy the MT (.apk file) which stores the 
parameters Ni, h(I), h(Pwi), a, yi, he can neither retrieve the 
user’s secret Pwi nor the server’s master secret ‘x’ from the 
available parameters as the Pwi, x are stored as a message 
digest. 

3.6 Denial of Service Attack 
Suppose, if the adversary who has control over the server, 
modifies any secret information of the user stored in the 
database server by replacing it with a newly created digest,
then the user will not be able to login even with his valid 
credentials. This is called as denial of service attack. In the 
proposed scheme, since there is no secret information 
stored on the server, the denial of service attack will not 
work.

3.7 Storage of Registration Data  

In the proposed scheme a user profile is maintained, which 
stores secret questions; answers to secret questions in 
message digest form so that even if the attacker gets access 
to the database he cannot figure out the answers of the 
secret questions the user has set.  

4. Formal Verification using Scyther 
This section will present a brief description of the 

automated formal verification tool called ‘Scyther’ and the 
specifications of Security Protocol Description Language 
(SPDL) with .spdl extension for the schemes / protocols to 
verify the security claims. 

Scyther is an automated formal verification tool 
implemented based on formal and mathematical logics. 
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Scyther is considered to have many novel features 
compared to other open source counterparts.  
The major objective of Scyther is to guarantee the security 
of protocol. For this a mathematical model of the protocol 
and the network is to be created with the assumption that 
the network is under full control of adversary, meaning that 
the adversary can intercept, modify, fabricate etc. Since, 
modeling all the protocol primitives and the cryptographic 
mechanisms used in the protocol makes a model complex; 
the cryptographic mechanisms are abstracted with few 
assumptions, firstly that these mechanisms provides perfect 
security when the key used to encrypt is known only to the 
communicating parties. Secondly, it is assumed that the 
adversary can either decrypt every message or he cannot 
decrypt any. And finally, that the adversary has full control 
of the network.  

The main objective of formal semantics of Scyther 
is to clearly distinguish the protocol descriptions from their 
behavior and the attacker model. Every security protocol 
has a number of distinct behaviors which are called as 
roles. For example, in the proposed scheme, the client and 
server are two ‘roles’. A system consists of number of 
communicating ‘agents’, where each agent performs one or 
more role. Therefore, it can be said that, the system does 
not execute the protocol; instead, it executes the roles 
performed by agents. Each role performed by an agent is 
called as ‘run’. While agents try to perform roles to achieve 
security, the attacker tries to oppose them by breaching 
their security. Each security protocol model can have the 
following components: 

Scyther’s specification language is called as 
Security Protocol Description Language and takes the file 
extension of .spdl. There are number of basic terms used in 
.spdl. These include: 

Var: Variables that are used to store received 
messages. 

Const: the fresh constants which are generated at 
each instantiation of role such as nonce, keys etc. 

Role: The roles that an agent performs 
Func: Represents the function names.   
Scyther provides GUI to write the specification in 

addition to CUI interface. It also assists the protocol 
analysis by providing classes of attacks as compared to 
single attack provided by other tools. The tool can be used 
in three modes i,e. to verify the user defined claims, to 
verify the automatic claims generated by scyther and to 
analyze the performance of the protocol in terms of traces 
by characterization. 

Description of Proposed Scheme: As per the 
specification the Agent model in the proposed scheme has 
two agents i,e. ‘C’ – Client and ‘S’ – Server. Each agent 
performs the roles, therefore this scheme has two roles that 
are named after the agents i,e. ‘role I’ and ‘role S’. The 
adversary model is also designed considering that the 
adversary has complete control of the network. Therefore, 
Eve is considered as adversary. Since Scyther checks for 
the freshness and synchronization by default, those 
attributes have also been claimed. 

Once the tool is run for automated verification, all 
the claims are analyzed against the automated attacks that 

the tool has. If any one of the claim is failed to resist the 
attack, the result of verification will be “Fail”; conversely, 
if the scheme resists all the attacks then the result will be 
‘OK’ for all claims. For the proposed scheme, the 
parameters that are being transmitted over the channel were 
provided as claims. These include, h(UIDi), Eyi(Ci, a). The 
result of the automated verification of proposed scheme is 
found to be successful as depicted in figure 3. The .spdl is 
given below. 
/*  
 * mobile-based-TFA protocol 
*/

// The protocol description 
secret x : Function; 
const equal : Function; 
const hash : Function; 
const XOR : Function; 
//const r : Nonce; 
const TID : Nonce; 
hashfunction H1; 
protocol mobile-based-TFA (I,R) 
{ 
 role I 
 { 
  const i,P; 
  fresh HA : Ticket; 
  var y : Nonce; 
  fresh r : Nonce; 

  send_1 (I,R,{I,r}pk(R)); 
  recv_2 (R,I,{r,y,R}pk(I)); 
  send_3 
(I,R,{H1(XOR(XOR(H1(XOR(H1(i),P)),XOR(H1(XOR(H
1(i),P)),H1(XOR(x,TID)))),r)),y}pk(R),{H1(HA,y)}pk(R)); 
 claim_i1 
(I,Secret,XOR(H1(H1(XOR(H1(i),P))),XOR(H1(XOR(H1(
i),P)),H1(XOR(x,TID))))); 
  claim_i2 
(I,Secret,H1(XOR(XOR(H1(XOR(H1(i),P)),XOR(H1(XO
R(H1(i),P)),H1(XOR(x,TID)))),r))); 
  claim_i3 (I,Secret,HA); 
  claim_i4 (I,Niagree); 
  claim_i5 (I,Nisynch); 
 } 
 role R 
 { 
  var HA : Ticket; 
  var r : Nonce; 
  fresh y : Nonce; 
  var Ci : Ticket; 
  recv_1 (I,R,{I,r}pk(R)); 
  send_2 (R,I,{r,y,R}pk(I)); 
  recv_3 
(I,R,{Ci,y}pk(R),{H1(HA,y)}pk(R)); 
  claim_r1 (R,Secret,H1(XOR(x,TID))); 
  claim_r2 (R,Secret,Ci); 
  claim_r3 
(R,Secret,H1(XOR(H1(XOR(x,TID)),r))); 
  claim_r4 (R,Secret,HA); 
  claim_r5 (R,Niagree); 
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  claim_r6 (R,Nisynch);  } } 

Fig 3: Result of Automated verification of proposed Scheme 

5. Conclusion 
This paper presented a Multi-Factor Authentication (MFA) 
Scheme for e-Services which does not require verifier table 
at the server. The paper discussed the security analysis of 
the proposed scheme against common attacks and the 
automated attacks using theoretical and formal analysis 
respectively. The authentication scheme is usable and 
secure as it considers image as the first factor, mobile token 
as second and password as the third factor. The Multi-
factor security is required as the scheme is used with SSO 
for accessing multiple services in a single login session. 
The registration phase creates a verified identity of the user 
and prevents the fraudulent creation of duplicate accounts. 
This is accomplished using CIDR verification of Indian 
residents. However, for large scale deployment of this 
scheme, if the Citizen ID and National ID databases of 
developed and developing nations provide APIs to verify 
the validity of their residents then the issuance of verified 
identity would be a reality. 
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