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Abstract - This new algorithm performs lossless image 
encryption by combining variable-length key-dependent XOR 
encryption with S-box substitution. This algorithm was 
implemented and tested by performing different permutations 
of XOR encryption and S-box substitution. Empirical analysis 
using different types of test images of different sizes showed 
that this new algorithm is effective and resistant to statistical 
attacks. The idea presented by this algorithm may be 
generalized to apply to input data other than images, and may 
be combined with other encryption methods. 
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1 Introduction 
 The bitwise XOR operation is normally used as a part of 
a more complex encryption algorithm. Numerous variations 
of the use of XOR in image encryption can be found in the 
literature. In the Advanced Encryption Standard (AES), XOR 
is used as a step in every iteration of the encryption procedure 
to effectively combine data being encrypted with the 
encryption key[1]. An algorithm that combines XOR 
encryption with a rotation operation was designed for 
effective image encryption[2]. Another algorithm[3] used an 
affine transform combined with XOR encryption to perform 
image encryption. Images may also be effectively encrypted 
using the recursive attributes of the XOR filter[4]. 

 Examples on applying the four steps of AES including, 
the use of S-box substitution, are available[1]. Many 
encryption algorithms based on AES were also 
developed[5,6,7,8,9,10,11]. However, AES has limitations on some 
multimedia specific requirements[12,13], so other encryption 
algorithms need to be developed. Some algorithms[14,15] were 
developed for image encryption using only the S-box 
substitution from AES as a part of a more complex algorithm 
that does not use the XOR operation. 

 In this paper, a new algorithm is presented, which 
performs lossless encryption via two operations. The first 
operation performs XOR encryption on the image using 
variable length blocks. The second operation performs byte 
substitution using a fixed-size lookup table (S-box). The 
algorithm was implemented and tested with different 
combinations of these two operations. Analysis showed
effectiveness of the cipher. 

2 The New Algorithm 
 This algorithm takes an image and a key as input. It
performs variable-length key-dependent XOR encryption and 
applies byte substitution using a lookup table called S-box.
Different combinations of these two encryptions may be 
performed, where the decryption performs the inverse of the 
applied steps in reverse order. 

In the XOR encryption operation of the algorithm, the 
image is regarded as a stream of bytes, and then it is divided 
into groups (one-dimensional blocks). Let the input image 
have n bytes and the key have b bytes referred to as key[0] 
through key[b 1]. The image is divided into approximately  

 groups of bytes. Group number j will consist 
of key[i] bytes where j = (b c + i) for some non-negative 
integer c. For example, for a key of 16 bytes where the value 
of its key[5] = 70, there will be groups in the image consisting 
of 70 bytes each, namely: the groups numbered 5, 21, 37, 53, 
69, etc. 

Each of the above groups is encrypted with XOR as 
follows. Suppose the bytes of group number j are G[0] 
through G[key[i]  1].  Then, the encrypted values will be: 

G’[0] = (G[0] XOR key[i]), and  

G’[p] = (G[p] XOR G’[p 1]) for 0 < p key[i] 1.   
(1) 

Each group is encrypted similarly but independently of the 
other groups. 

 The two-dimensional substitution table, known as S-
box, is constructed to perform two transformations: 
multiplicative inverse and affine transformation. This 
nonlinear key-dependent substitution was presented as a step 
in each iteration of the AES algorithm[1]. However, in the new 
algorithm presented here, this substitution is performed at 
most two times. It is either applied before, after, or both 
before and after the XOR encryption operation. It is applied 
to the entire image; block by block. The S-box substitution in 
this algorithm may also be skipped if needed. If S-box
substitution is skipped, another substitution or shuffling 
operation should be applied in addition to the XOR 
encryption, so that no encrypted group will remain intact or in 
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the same location inside the image as produced by the XOR 
encryption operation. 

 The decryption algorithm is similar to the encryption 
algorithm, where each of the above steps can be easily 
inverted. The inverted steps are performed in reverse order, 
and the decryption restores the original image without any
loss.

3 Implementation and Analysis 
The security of the new algorithm comes from 

combining the two encryption operations; using XOR 
encryption and S-box byte substitution. If XOR encryption is 
used alone, the encryption may become vulnerable to brute-
force and plaintext attacks. Using S-box substitution alone 
could make the encryption vulnerable to statistical attacks. A
combination of these two encryption operations will provide 
significant resistance to all of these types of attacks. 

 If one or more bits in the key are changed, it causes a
different grouping in the XOR step and the XOR values are 
changed. In addition, let an S-box of size 16 16 bytes be used 
in the S-box substitution step. This S-box has 2,048 different 
entries where each of these entries consists of 8 bits. This 
makes the total number of permutations for this step is 211. 
Consequently, for an image of ten or more kilobytes input to 
any combination of these two encryption operations, a brute-
force attack is impossible. 

 The algorithm was applied to 50 images of various types 
and sizes. When different keys were used with the same 
image, they produced different encrypted images. In addition, 
analysis using histograms, correlation, and peak signal to 
noise ratio (PSNR) showed properties of the algorithm that 
strongly resist statistical attacks. 

 The histograms of the images encrypted with any 
combination of the operations of the new algorithm were 
uniform and different from the histograms of the original 
images. They gave no indication that may help statistical 
attacks. 

 The mean squared error for two images, stored in 
matrices A and B, is computed as follows: 
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PSNR is computed as: 

              (3) 

where MAX is the maximum pixel value of the image, and the 
PSNR measurement unit is the decibel (dB). A lower PSNR 

value is desired for encrypted images since it indicates more 
noise and, therefore, more resistance to attacks.  

 Figure 1 shows PSNR computed for encrypted images 
resulting from encrypting the original image using different 
combinations of XOR and S-box encryptions: without S-box, 
S-box first followed by XOR, S-box last (after XOR), and S-
box twice (once before and once after XOR). As it appears in 
the figure, the PSNR values of these methods were similar. 
The average PSNR values for the results are shown in the first 
column of Table 1. The average PSNR value was the highest 
(i.e., best) when applying S-box exactly once, where applying 
S-box before XOR produced an average close to that when S-
box was applied after XOR. The average was slightly lower 
when S-box was used twice and the lowest (worst) when it 
was not used at all. 

Figure 1. PSNR resulting from different combined operations  

Table 1. Average values with different combinations of 
encryption operations 

Operation Combination PSNR Correlation
XOR without S-box 8.999649 0.028833 
S-box before XOR 9.216589 0.006321 
S-box after XOR 9.208713 0.006116 

S-box before & after XOR 9.174472 0.008030 

 The correlation, r, between two images, stored in 
matrices A and B, is computed as follows, where A and B are 
mean values for matrices A and B, respectively: 
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A lower correlation value between an image and its 
encryption indicates less resemblance between them, which 
provides more resistance to attacks.  

The correlation value computed for encrypted images 
resulting from encrypting the original image using different 
combinations of XOR and S-box encryptions is shown in 
Figure 2. As seen in the figure, using XOR without S-box
generally gave the highest (worst) value of all four encryption 
combinations, while other encryption combinations gave 
values similar to each other. This observation is supported by 
the average correlation value computed for each operation 
combination, shown in the second column of Table 1, where 
the average was taken for the absolute values of correlation 
for the sample images. The average correlation computed 
when applying S-box once was lower than the average 
computed when S-box was used twice, and did not make 
much difference whether S-box was applied before or after 
XOR.

Figure 2. Correlation resulting from different combined 
operations 

 Overall, all PSNR values were high and all correlation 
values were low. This indicates resistance to statistical 
attacks. The correlation results agreed with the PSNR results 
in showing the best and worst combinations of XOR and S-
box encryptions. 

4 Conclusions 
 A new encryption algorithm was presented. The new 
algorithm performs encryption using an XOR encryption and 
S-box substitution. Analysis of different combinations of 
these two encryptions showed that applying S-box 
substitution once with XOR encryption produced the best 
results compared to using it twice or not using it at all.

 Statistical analysis using histograms, PSNR, and 
correlation showed the algorithm is not vulnerable to 

statistical attacks. In addition, the huge number of possible 
keys combined with a huge number of possible substitutions 
makes a brute-force attack on the algorithm impossible.  

 For future work, the XOR encryption method presented 
in this paper may be combined with other encryption 
methods. It is recommended that it should be combined with 
methods that change the order of bytes through substitution or 
shuffling. In that case, S-box may not be necessarily used.  
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