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Abstract

Wireless networking and communication systems are
already fundamental in typical day-to-day use of the
Internet. This usage is continuing to increase as newer
wireless technologies such as 4G LTE, WiMAX, and
802.11s gain traction. As such, it is vital that current
students learn both the theoretical concepts and the
practical details of wireless networking. This paper
describes a course that gives students that opportunity.
Moreover, this course is targeted at undergraduates in
computer science and computer networking whereas
most wireless courses are only taught at the graduate
level and often in computer or electrical engineering
departments. Details are included on teaching methods
for concepts in wireless technology through example lab
assignments. Although the course will continue to
evolve as new wireless standards emerge, we believe
that the course provides a solid basis for teaching the
theory and practice of wireless communication systems.
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1. INTRODUCTION

Wireless and mobile Internet-enabled devices such as
laptops, smartphones, and tablets are becoming
increasingly popular and affordable. With their promise
of “anywhere, anytime” access to the Internet, wireless
technology has become a crucial component in
communication and  networking systems and
technology.The advantages of wireless and mobile
technologies are more evident than ever, with various
wireless technologies including 4G Long Term
Evolution (LTE), WiFi, Bluetooth, Near Field

Communication (NFC), Global Positioning System
(GPS) and 802.16 Worldwide Interoperability for
Microwave Access (WIMAX) being continually
developed and deployed [1]-[3]. With its growing
popularity, wireless technology supports various
emerging applications in the fields of medicine, on-line
education, military operations, industrial management,
home automation and many others [4]-[7].

In response to the increasing demand for wireless
networking skills in almost all industries, it is crucial to
teach and provide our students with the knowledge to
understand the state of the art in wireless technologies
and applications, to help identify the current trends and
challenges, and eventually to excel in their careers.
Despite the popularity of the topic and increasing
industry demand, courses or laboratories on wireless
and mobile networks are not frequently offered at the
undergraduate level; this is mainly due to the fact that
the topic is relatively new and that it requires greater
research. Unlike graduate students, teaching a wireless
course to undergraduate students is a difficult task
because the study requires the students to have strong
knowledge in both technical implementation and
theoretical concepts. The nature of the subject, which
tends to be dry and heavily based on theory, makes the
materials covered in class difficult to digest for many
undergraduate students. Thus, introducing hands-on
learning activities into the course study can dramatically
improve the quality of the classroom experience by
allowing students to engage with the topic in a practical
manner [8]-[14]. As one of the leading undergraduate
polytechnic institutes, the Computer Science and
Networking Department at Wentworth Institute of
Technology (WIT), Boston, sees the importance of
active participation and has developed a hands-on
wireless networks course for undergraduate students
[15].



In this paper, we will provide an overview of this
hands-on 802.11 wireless networks course for
undergraduate juniors and seniors with specific
examples of assignments and projects.

2. TEACHING WIRELESS NETWORKS

Teaching engineering and computer networking courses
is a demanding task and continuous research has been
made to develop effective teaching methods [8]-[14].
Although many diverse methods have been proposed,
they all agree that incorporating hands-on learning
experiences into these engineering courses significantly
enhances student learning about engineering and
networking [16][17]. However, it is difficult to provide
practical demonstrations or hands on learning materials
for engineering students at the undergraduate level. In
response to this problem, Sarkar and Craig [8] presented
several interesting Wi-Fi project ideas including
infrared remote control, Wi-Fi Antenna, and Ad Hoc
Networks to provide the students of wireless
communication and networking with a hands-on
learning experience. Guzelgoz and Arslan [9] presented
eight fundamental wireless communication experiments
including waveforms, modulation, synchronization, and
channel impact in wireless communications for
electrical engineering education. In extension of these
efforts, several wireless laboratories for education and
research have been developed to enhance student
learning about wireless communications and networking
technology. Most of these wireless laboratories focus
on providing low cost and commercially available
systems and devices to students. Linn [10] used a Xilinx
Spartan-3 A Starter Kit board [18]. Chenard, Zilic, and
Prokic [11] used the microprocessor system Kkit
McGumps [19] [20] to setup a wireless and mobile
embedded laboratory. However, these wireless
laboratories were designed for engineering students and
did not cover the same concepts and material required in
computer science and networking. For example, they
focused on the physical transmission of wireless signals
and waveforms rather than communication protocols
and security concerns.

Furthermore, as new wireless technologies and
networks continue to be developed and updated,
building a new experimental environment for each
system and network is expensive and difficult. Thus,
Wang and Jiang [12] used Network Simulator (NS)-3, a
free software simulation platform, as an effective means
of wireless local area network teaching. Instead of
relying solely on existing free software such as NS-
2[21], OPNET[22], and QualNet (formerly GloMoSim)
[23], Sanguino et al. [13] developed a new educational
wireless network simulator, WiFiSiM, devoted to the

study and evaluation of wireless networks. Momeni and
Kharrazi [14] presented a combined approach with both
software simulations and physical network topologies.

It is interesting to note however that none of these
previous endeavors are targeted at undergraduate
computer networking students. In this paper, several
Wi-Fi experiments for computer networking students
are introduced. These experiments are designed with
commercially available Linksys WRT54G series routers
[24], which cost less than $50 USD, and other various
software tools including aircrack-ng [25], InSSIDer [26],
and Wireshark [27].

3. 802.11 WIRELESS EXPERIMENTS

The 802.11 Wireless Networks course is a four-credit
course with 3 hours lecture and 2 hours lab weekly
designed for junior or senior level undergraduate
students. Theoretical aspects including the fundamental
principles, architecture, and standards of modern WiFi
communication systems are discussed during the lecture
session. The principles of wireless communications are
covered including basic terms and concepts, modulation,
spread spectrum, multiplexing, antenna, Orthogonal
Frequency Division Multiplexing (OFDM), and Code
Division Multiple Access (CDMA). Based on these
fundamentals, IEEE 802.11 a/b/g/n wireless standards
are discussed in detail. This course also addresses the
physical layer medium access control (MAC) protocols
and their security protocols including Wired Equivalent
Privacy (WEP), Wi-Fi Protected Access (WPA), and
802.11i (WPA2). Various experiments from a single
wireless access point (AP) to an advanced wireless
distribution system (WDS) are conducted in order to
strengthen student comprehension of the theoretical
material. The major experiments are described in the
following sections.
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3.1. Basic Wireless Network Setup

Many wireless routers actually run the Linux operating
system with a custom web interface that allows users to
do configuration with a minimum of technical know-
how. OpenWRT [28] is essentially an open source
Linux distribution for embedded devices, designed to fit
into a small memory foot print. It was originally
developed specifically for the Linksys WRT54G series
routers; however, many other devices are supported
today. Most of these compatible devices use the same
Broadcom processor, but some other processors are also
used. The idea behind OpenWRT was to open up
functionality that was not originally available and also
to provide a Linux frame work for customizing your
device to do far more than it was originally designed to
do. In order to explore various functionalities of off-the-
shelf wireless APs, the course uses Linksys WRT54G
series routers running the third party firmware from
OpenWRT.

After installing OpenWRT on the WRT54G router, it is
possible to connect to it via Secure Shell (SSH) or the
web. Figure 1 shows logging on to the router with the
root account and password through the SSH command
ssh root@192.168.1.1.

Students first learn how to set up a wireless network by
configuring  wireless parameters on OpenWRT.
Wireless specific (Layers 1 and 2) configurations are
stored in /etc/config/wireless. Layer 3
parameters are stored in /etc/config/network.
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Figure 4. Linux Method: airodump-ng
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Students can manually modify these two configuration
files using the vi editor [29]. Because there is no syntax
checking inside vi, however, the Unified Configuration
Interface (UCI) command [30] is used to set various
parameters inside these two files directly. Figure 2
shows how to enable Wi-Fi networking, place the AP on
a particular channel, and set the customized service set
identification (SSID, i.e. the public name of a wireless
network) by using uci commands.

Next, the security schemes are set up through additional
command line configuration. Figure 3 shows how to
configure WEP encryption with UCI commands. As per
the standard, up to four WEP keys can be configured.
The procedure is well documented in [31].

After all configuration is completed, students are asked
to check the /etc/config/wireless file to verify
that all changes have taken place. There are several
methods and tools to get more detailed wireless
information. Through one of the wireless scanning tools,
students are able to verify that their wireless network is
set up and functioning correctly. Figure 4 uses
airodump-ng [25], a Linux based wireless packet
capture tool. Figure 5 shows the scanning result of
InSSIDer [26], a Windows based WiFi scanning
software suite.

Finally, students move to the more advanced wireless
network parameters such as antenna adjustment,
rudimentary penetration testing, MAC filter setup, etc
[28].
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Figure 5. Windows Method: InSSIDer

3.2. Wireless Distribution System

Wireless Distribution Systems (WDS) are one way to
enable the wireless interconnection of APs (or routers)
in an IEEE 802.11 network. It allows a wireless network
to be expanded using multiple APs without the need for
a wired backbone to link them together, as it has been
traditionally required. In WDS, an AP (or router) can be
either a main, relay, or remote AP as shown in Figure 6.
A main AP is typically connected to the Internet. A
relay AP relays data from remote APs, wireless clients
or other relay APs to either a main or another relay AP.
A remote AP accepts connections from wireless clients
and passes them on to the relay or main APs.

WDS can be used to provide two modes of wireless AP-
to-AP connectivity:

1) Bridge mode: wireless bridging in which WDS APs
communicate only with each other and do not allow
wireless clients or stations to access them.

2) Repeater mode: wireless repeating in which APs
communicate with each other and with wireless
stations. Repeater mode is more advanced than
bridge mode.

All APs in a WDS must be configured to use the same
radio channel, and share WEP keys or WPA keys if they

are used. They can be configured to use different SSIDs.
WDS also requires that every AP be configured to
forward to others in the system.
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Figure 6. Wireless Distribution System



config ‘wifi-device' 'wl0" #(note: wl0 is W L and zero)
option 'type' 'broadcom’
option 'channel' 'x' #(x 1s the channel of your choice)
option 'disabled' '0"

config ‘wifi-iface’
option 'device' 'wl0'
option 'mode' "ap'
option 'ssid' 'main-wds' # choose your network name
option 'bssid' MAC address of the bridge AP
option 'network' 'lan'
option 'encryption' 'none'

config ‘wifi-iface’
option 'device' 'wl0'
option 'mode’ ‘wds'
option 'bssid' MAC address of the bridge AP’
option 'network’ lan’

option 'ssid' 'wds-1' # the ssid of the bridge AP, choose yours

option 'encryption' 'none'

Figure 7. Main AP Wireless Configuration

3.4.1 Setup Bridge Mode

In this section, we illustrate a detailed example of how

to set up a WDS in bridge mode with two or more APs.

From two APs, we choose one AP as the main AP and

name it as “main-ap”. The other AP will be a

wireless bridge in the WDS mode and is named as

“wds-1". Of course students may name their APs in

their preferred manner, perhaps including their

username, so that they can be distinguished easily in the
classroom.

Here are the steps:

1) Open a new terminal and SSH to 192.168.1.1. Log
on to each AP and get the MAC address (a.k.a,
basic service set identification (BSSID)) of each
router using the command: i fconfig wlO.

2) Configure the Main AP: Wireless specific
configurations are stored in /etc/config/
wireless. Backup the existing wireless
configuration file and then modify the wireless file
as shown in Figure 7.

3) Configure the Bridge AP: Change the IP address
of the bridging AP (wds-1) to 192.168.1.2 (it can
be any IP that is not 192.168.1.1). Go the
/etc/config directory and edit the file named
network to update the IP address (192.168.1.2).

4) Gotothe /etc/init.d directory and disable the
domain name system (DNS) and firewall services
through the rm dnsmasqg and rm firewall
commands.

5) Go to the /etc/config directory and edit the
file named dhcp. Remove all the lines that match
these two entries: config dhcp lan and
config dhcp wan.

config 'wifi-device' 'wl0'
option 'type' 'broadcom’
option 'channel' 'x' #(x 1s the same as the main-ap)
option 'disabled' '0'

config 'wifi-iface’
option 'device' 'wl0'
option 'network’ 'lan’
option 'encryption' 'none’

option 'ssid' 'wds-1' #you may choose your own network name

option 'mode’ ‘wds'
option bssid' MAC of the main-ap'

Figure 8. Bridge AP Wireless Configurations

config "wifi-iface’
option 'device' 'wl0'
option 'network' 'lan’
option 'encryption' 'none'
option 'ssid' ‘wds-1'
option 'mode" "ap’

Figure 9. Repeater AP Wireless Configurations

6) Backup the /etc/config/wireless file and
then modify the wireless file as shown in Figure 8.

After rebooting each router, students need to verify their
setup. If students connect a laptop (say laptop-a) to
main-ap wirelessly and another laptop (say laptop-b)
to the bridge AP using a network cable (the laptop needs
to use DHCP instead of static IP), then laptop-b should
obtain an IP address even though the bridge AP does not
offer dynamic host configuration protocol (DHCP)
services.

3.4.2 Setup Repeater Mode

In order to setup repeater mode, the bridge AP should
be tuned into a relay AP (repeater mode). As shown in
Figure 9, an extra wifi-1iface configuration should
be appended into the bridge AP wireless file in
/etc/config/wireless. Nothing needs to be
changed on main-ap.

After rebooting the router, students need to verify their
setup. If students connect a laptop (say laptop-a) to
main-ap wirelessly and another laptop (say laptop-b)
to the relay AP (wds-1) wirelessly (the laptop needs to
use DHCP instead of static IP), then laptop-b should
obtain an IP address. If students ping laptop-a from
laptop-b, students can capture the ping request and reply
frame pair (between the two laptops) by using a packet
capturing tool such as Wireshark [30]. Figure 10 shows
an example of a ping request frame to check how four
MAC addresses (receiver, transmitter, destination, and
source) are set in the WDS mode.
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4. CONCLUSION AND FUTURE WORK

The novelty of this work lies in developing a course
targeted for undergraduates in computer science and
computer networking. Most wireless courses are only
taught at the graduate level and often in computer or
electrical engineering departments. Through the
combined hardware and software experiments, students
become engaged in the topic and learn the material from
a practical perspective. Course evaluation based on
student feedback shows a high level of enthusiasm and
engagement among the students in the wireless course.
Most importantly, the students learned about current
state of the art IEEE 802.11 wireless technologies in
depth due to the strong hands-on learning nature of the
course. In addition, this course addressed the physical
layer specification and the medium access control
protocols as well as their advanced applications such as
WDS. In the future, the course will include wireless
security experiments. Current wireless security
protocols including WEP, WPA, and 802.11i can be
circumvented due to a flaw that exists in the
authentication procedure [32]-[34]. Providing students
with an opportunity to see how these standards can be
cracked and broken will enable them to build practical
experience with current security issues and become
more engaged in the topic of wireless security.
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