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Record), and EHR. EHR has many definitions, such

as the electronic record that stores patient’s oaddi
Abstract. The application of Information and history information in a health record system,
Communication Technology in healthcareaccessible and managed by care providers [1].
environment facilitates healthcare process andPespite its positive impact on healthcare serviiss;
improves itsservice quality. However developing adoption progress is slow in most healthcare
healthcare via technology innovations usually face#stitutions in worldwide; especially in developing
many challenges such as fear of cost, maintenaneeuntries due to several common challenges. Several
difficulties and security threats. Electronic Hemlt studies found that the main barriers for its adwopti
Record systems showed great effects on developiatg: 74% because of its high purchase costs, 44% fo
healthcare outcomes and many are adopting it, buts high maintenance costs, physician’s resistance
stil many others fear to use it or face problems$36%, Unclear return on investment 32% and
during its implementation and maintenance. Cloudshortage in skilled IT staff 30% [2]. Patients in
computing technology is a new technology that hageveloping countries or in rural areas suffer from
been used in different life environments and showdthvelling to large hospitals carrying their paper
large positive changes. Despite the great featufes health records and crossing the land to reach the
Cloud computing, they haven’t been utilized fajdt specialized physicians and medical care in large
in healthcare industry. This paper presents arhospitals with EHR systems. Moreover, patients
innovative Healthcare Cloud Computing system foregistered in independent EHR systems in different
Integrated Electronic Health Records (EHRs). Théiospitals also suffer from transferring their files
proposed Cloud system applies Cloud Computingther hospitals. Such difficulties can be defedigd
technology on EHR system, to present é#ntegrating EHR systems in healthcare institutions.
comprehensive EHR integrated environment. ThBut EHR integration (the process of patient
proposed Cloud system is composed of three mainformation sharing among health care providers and
components; first is the Cloud’'s Central Databaseexchanging them over the internet with other
that represents the data repository for EHR’s. Théiealthcare providers) remains a challenge and a
second part is the Unifier Interface Middlewareisth serious concern since it is exposed to theft, sgcur
component remains in the Cloud and responsible fofiolation, and standardization difficulties [3].
masking the heterogeneity and standardising th€loud computing technology is considered to be the
communication between different EHR standards angew, most interesting and comprehensive solution in
the Cloud EHR system. Third component representge IT world. Its main objective is to leverageelmtet
the web portal for the Cloud, it issues requesor Intranet for users to share resources [4]. The

messages and receives responses from the Clolational Institute of Standards and
system via secured network connections. Technology (NIST) defined it @& model for
enabling convenient, on-demand network access to a
Keywords: Cloud Computing, Electronic shared pool of configurable computing resources (fo
Health Record, IntegratioMiddleware example, networks, servers, storage, applicatiand,

services) that can be rapidly provisioned and retsh
with minimal management effort or service provider
interactiorf[5]. Cloud computing is a cost effective,
automatically scalable, multitenant and securable
As healthcare remains one of the most important anglatform that is managed by the cloud provider.
expensive sectors in any Community; manyRecently researchers have started to utilize Cloud
technologies have emerged and been funded b§omputing services to solve many problems in
governments to improve healthcare de"very ealthcare IT adoption. But, not many researches
outcomes. The most common technologies that ar@ntered the field of integrating EHR with the cloud
designed to improve healthcare services are MHR€rvices yet. A proposed system by Mohammed D., et
(Medical Health Record), PHR (Personal Healthal[6] ,which represents a private Health Cloud

1 Introduction



eXchange (HCX) system; this system outlines 2.1.1. Central Database server
distributed web based infrastructure for EHR stiarin = The laaS cloud Datacenter contains the Central
on the cloud among both local clients and thirdtypar Database server as the data repository for storing
healthcare information systemNefeliPortal is EHR’s and retrieving patient information. The
designed as a cloud EMS/PHR prototype architectuieformation is stored in XML format as a unified
proposed by Koufi V., et al. [7]. Another paperstandard which can be stored and retrieved viayquer
presentedArtemis Cloudcomputing framework by commands sent and resaved from the sharing
McGregor, C. [8]; for patients with critical caraits  hospitals Web Portal (web browser/EHR) system
(CCU) in rural and remote centers. It captures/gsec passing through the Unifier Interface Middleware
the real-time medical monitoring data with EHR datgUIM). The Datacenter is managed by the Cloud
from the clinical information system. Some othelProvider, and the Central Database applies
researchers have implemented Cloud computing feirtualization techniques on its resources, whéwe t
Medical Image systems such as Yang C., et al.[9%ypervisor schedules the requests and handlesdle |
they proposed MIFAS (Medical Image File Accessindpalancing on each resource in the cloud datacenter.
System). There are more researches concentrating o
patient’s information security during exchange agion
the cloud's platform and other health institutisnsh 2.1.2. Unifier Interface Middleware (UIM)
as EHR security reference modbly Zhang R.[10]. This part of the cloud provides an Interface that
Healthcare and human life care comes in the firshasks the heterogeneity of all sharing hospitalREH
priority to get advantage of such technologystandards, to facilitate the communication trarisast
Therefore, this research is proposed to provettiet between the Central Database and hospitals systems.
above challenges can be defeated by applying Cloltdholds all types of EHR standards, so it recogsiz
Computing technology to integrated EHR systemany type it communicates with. It remains in theud
This paper is divided into three parts, the firartp infrastructure and communicates with the sharing
describes the proposed system components and litsspitals via network connections. This is benafici
process, and then the discussion part explains thecause rather than each hospital have to geniesate
system impacts on healthcare institutions and dssu own mask interface to benefit from the health cloud
the system advantages. The paper ends with thgstem; one interface will reside on the cloud and
conclusion. handle the heterogeneity from there. This interfac

handles two conditions;

2.1.2.1. Hospitals host their own EHR system

locally
2 PI‘OpOS?d Cloud system for EHR The UIM receives the Request message, and
mtegratlon translates it into XML format. Then resend it te th

cloud's Central Database.

A new healthcare Cloud system has been proposed fai..2.2. Hospitals host their EHR's on the cloud
unification and integration of EHRs. The proposed (without local EHR system)

system utilizes all features of Cloud computing The UIM receives the Request message then
combining them with EHR system features to gaimesends it to the cloud's Central Database.

one unified central system that controls electroni®he request message (Req.msg) has three parameters,
health records in the cloud infrastructure. Andhown asReq.msg (T N, CPID/LPID, NN):

represent the solution for all hospitals in theioag e T N Source Hospital ID composed of two

with an opportunity to use and share EHR. The Cloud parts: 1)T=EHR Type, eithe® if in cloud, or

system components are explained bellow, where 1if local, 2) N= hospital name 5 characters at

different situations and scenarios for using theudl most.

and sharing EHR’s are explained. « CPID/LPID: this holds the patient ID
number either in the Cloud (CPID) which is

2.1 System components equivalent to the national number (NN), or
the independent hospital local patient ID

The proposed public cloud infrastructure include: (LPID).
1) a Central Database server that represents the<| * NN: this holds patient national number; but
laaS data repository that communicates with the this parameter is null when CPID exists.

sharing hospitals through 2) a Unifier InterfaceThe response message (Resp.msg) has four
Middleware (UIM). as an intermediary tool betweerparameters, shown aResp.msg (CPID/LPID, NN,
the clouds central Database server and the shariRgMH, PLMH):
hospitals systems, 3) and the Cloud EHR Web Portal; ¢ CPID/LPID: Patient ID (either in Cloud or
that represent the cloud’'s SaaS for retrieving and Locally) in the responding hospital.
displaying any required patient information. e NN: this holds patient national number, null

if CPID exists.



e PCMH: this parameter holds Patient-Medicale
history stored in the cloud’s EHR database,

can take null value if patient do not have
EHR in Cloud database. Only one EHR
(PCMH) exists for each patient registered in
hospitals with Cloud EHR.

* PLMH: this parameter holds Patient-Medical
history stored in the local EHR system, can
take null value if patient do not have EHR in
local systems. PCMH and PLMH are
collectively exhaustive. Each patient can
have more than one local EHR, if he is
registered in different hospitals with local
EHR.

2.1.3. Cloud EHR Web Portal
This is the third part of the cloud (top layer).igh
layer provides an application (SaaS) for EHR system

The proposed Health Cloud system presents for end
users a configurable EHR web portal for the Central

Database. The web portal is responsible to issné se

If Req.msg (0 #, CPID=NN) is true then the
request message comes from a hospital that has
its EHR on the cloudlt matches the CPID to
retrieve patients EHR information stored in the
cloud. Where all hospitals that doesn’'t have a
local EHR, they will have the same record for the
same patient inside the cloud. So, only one online
record for each patient with the visited hospitals
names is stored in the cloud. The Central DB
searches for a match for patient's National
number since he might have EHR files stored in
other hospitals with local EHR, if so: It resends a
request message to the (match) found hospitals
via UIM. The UIM reformat the request message
according to the target hospital EHR standard
format. The UIM send the reformatted request
message and receives the response message, via
network connection. After the UIM reformats the
response message to XML format it sends it back
to the clouds EHR. The central database
combines the response message PLMH with the

messages and receive response messages between the?CMH. Create a final response message in an

UIM and the hospital system. If a hospital haits

EHR system the web portal offers the user two tabs, |

either enter the hospital’s local EHR system, othi®

cloud Central Database. This web page provide the

user with the ability to retrieve, update and reeei

EHR information from the cloud’s Central Database
EHR with limited access depending on the end user’s

privileges. The user can also, know from the re&ie
information displayed on the web portal, if the
requested EHR for a specific patient from a specifi

hospital exists inside the cloud or on the target
hospital’s local system. And can choose to view EHR

information about the patient even from locally
independent hospitals connected to the cloud.

2.2 System process

The system process starts when the cloud's Central
Database receives the request message via the UIM,

issued by end user via the web portal, It analykaes
Request message (Req.msand response (Resp.msgq)
in different ways according to:

XML format and send it to the requesting hospital.

If Req.msg (1 #, LPID, NN) is true then the
request message is issued by an independent EHR
system:The UIM resends the request message in
an XML format to the Central Database. The
Database start searching for a mach for the NN
from the request message to a CPID; if it finds a
mach this means the patient have visited hospitals
that have the clouds EHR, and then determine
those hospitals. Then the Database start searching
a mach for the NN from the request message to
NN column for other hospitals connected with the
cloud; if it finds a mach, this means the patient
have visited hospitals that have their EHR locally.
In this case the Central DB reformats a request
messages to the matching independent hospitals,
for gathering the patient's medical history. And
send them via UIM that will reformulate the
message type depending on the target hospital
EHR standard type. Then the response messages
will pass through UIM via network connection
and reformed again into XML format and passed
to the Central Database. The Cloud's Central
Database will combine the existing (cloud’s)
EHR with the received medical history and form
a complete report for the patient EHR in an XML
Response message format. Finally the UIM will
resend the final response message to the
requesting hospital via network connection and a
matching standard format. See figurel.
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Figure 1the proposed Healthcare Cloud system processes

cost. In all cases the proposed system has the
3 Discussion following advantages: Present a comprehensive and

successful healthcare service. It allows’ many
. . healthcare providers to communicate and easilyeshar
Cloud Computing can be applied to EHR system toatients EHR information among the healthcare cloud

facilitate EHR adoption for all types of healthcar oreover. It overcome the challenaes of EHR svstem
institutions. Health Cloud features such as multi- ' 9 Yy

: - ._'integration such as network security concerns and
tenancy, automatic scalability, securable connastio 9 y

and authorized data transactions managed by thneforma'uon standardization difficulties. And prese

) c 2 configurable and scalable EHR system in Cloud
cloud's provider; gives to many healthcare prov&sdercom uting platform for healthcare providers. Itoals
the ability to share a unified EHR system that hesd buting p P - Toa

as much users as possible with high performance. E@?exggﬁesthgﬁltggﬂetjcegxﬁgs quc’;l(l;:))iecr)#stccirgfsfértéy
fact the whole city is able to integrate into theud’s 9 gy p '

EHR system without disk space, maintenance antHe opportunity for any kind of healthcare insiat

security worries. Many other features of the healtﬁSpeC'a"y; rural and small sized hospitals orictirto

cloud such as pay as you go, solves high costietmrr use EHR and join the cloud. Finally, It release

AT atients’ from suffering to find and move to the
for small healthcare institutions to adopt E|_|R2pecialized healthcare providers they need, fatslit

technology ready from the cloud. Moreover, th . .
proposed health cloud system showed that it ?gealthcare delivery process and then offer patients

possible to integrate different kinds of EHR sysﬂemmore easy, reliable and corporative healthcare life
using the UIM tool that eliminates the burden of

masking heterogeneity for healthcare institutioas t .

share their local EHR system and share the cloudk Conclusion

EHR in the same time. Thus, the proposed system

provides a standardised unified environment for This paper proposed a novel solution for
different EHR systems to communicate freely withouhealthcare institutions to use EHR systems and
any barriers. overcome its challenges. The proposed system is
The proposed system overcomes the challenges edmposed of three main components, and applies
implementing EHR systems for many hospitals suctloud computing technology on EHR system
as maintenance complexities, staff training anch higintegration. It provides a ready EHR system for all



kinds of hospitals. Irrespective of the number oz t
size of hospitals that join the cloud; the system i
capable to work in integrity and it will offer
healthcare providers the ability to communicateain
controlled, scalable, safe and cost effective wageu
the cloud. Future work will focus on completing the
implementation and on evaluating the system.
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