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Abstract - The importance of sharing and integration
of patient health records that are dispersed and
distributed on many healthcare organizations has
pushed many countries to work hard towards achieving
this objective. In this paper, a model of integration has
been proposed, to share at least a brief summary of
important information about the patient health record
from many healthcare providers. The challenges of this
integration are numerous, although the focus in this
paper is on three; integration issues, security, and
uniqueness of the patient identifier. In this regard, a
centralized summary healthcare record has been
proposed. That summary will contain an integrated
summary of the patient health record collected from all
encountersrecords at different hospitals and clinics.

This is an important challenge that may face Saudi
Arabia health system in particular. Hence adopting
unified electronic health record for patient may de
challenge. In this work we will study the possiyilbf
having an integrated electronic summary Care record
instead of having a complete electronic health néco
which may not be practical in the Saudi case bexafis
the expected high level of records per patients.

2 Saudi Health Care System

In Saudi Arabia, the healthcare system can be
classified as a national healthcare system and the
private healthcare sector. National healthcareesyst

Keywords: Electronic Summary Care Record (SCR),provides health care services through a number of

Universal Patient Identifier (UPI).

1 Introduction

government agencies. On the other hand, there is a
growing role and increased participation from the
private sector in the provision of health care mew.

The Ministry of Health (MOH) is the major governnien
agency entrusted with the provision of preventive,

Saudi Arabia is one of the biggest economies in theurative and rehabilitative health care for the dsau
Middle East. Due to the increase in the healthcarfrabia’s population. The Ministry provides primary
demand and the relatively wealthy population, teghealth care (PHC) services through a network ofthea
reports show that spending in the healthcare indiSauc@re centers throughout Saudi Arabia. The MOH is

Arabia has increased to more than 16 billion USEha

public sector the last year. On the other handctdst of
healthcare is relatively low due to the high auaility

considered the lead Government agency respongible f
the management, planning, financing and regulating
the health care sector. The MOH also undertakes the

of medical care staff from nearby Arab countriesl an overf':lll supervision. and follow-up of health care
the Far East. This resulted in a unique situatiowene provided by the private sector. There are also some
health care became very accessible through thossar@{ner mini national health services that provide
of small-midrange private health care centers. Aald healthcare services for their sectors such as: the
this the limits found in the public GPs like thekax-  Ministry of Defense and Aviation (MODA) hospitals,
Rays and advanced laboratory facilities. This testin ~ the Ministry of Interior (MOI) hospitals, the Saudi
a situation where many Saudis have their healta icar Arabian National Guard (SANG) hospitals, univeesti
many different privet health care centers duringirth hosp!tals, The R?Y""' Cornwsspn for Jub_a|l. and \ta'_“b
life. Due to this the patient health record maydree Nospitals and clinics, King Faisal Specialist Hoslpi
fragmented in many different clinics and hospitals.



and research center, King Khalid Eye Specialist Provide more information about the patient
Hospital, and so on [9]. condition from different sources which will
increase diagnosis accuracy.

Reduce the cost in terms of time and diagnosis.
Reduce the medical errors and hence increase the
healthcare quality.

Help producing healthcare statistics (medical and
clinical informatics) which plays important role in
developing healthcare strategies and planning
future improvements and extensions in healthcare
systems.

In Saudi Arabia, There are numerous of hospitalg
and clinics either public or private. For publicshdals,
there are 240 hospitals around Saudi Arabia, 38eh
are in Riyadh. For private hospitals, there are 327
hospitals around Saudi Arabia, 230 of them are in
Riyadh. For public clinics, there are 1690 clinics
Saudi Arabia, 361 of them in Riyadh. For private
clinics, there are 620 clinics in Saudi Arabia, 205
them in Riyadh [9].

Many problems occur in Saudi hospitals through

Table 1: Number of Hospitals and Clinics in SA ; i ,
transferring patients’ summary records from one

Public { Private healthcare organization to another which result in
Hospital in SA 240 357 affecting the quality of the outcomes of the treatin
In order to solve these problems, a solution tegrdte
Clinicin SA 1690 620 the hospitals systems is proposed to be implemented
Saudi Arabia that helps to increase healthcare
Hospital in Riyadh 39 230 integration and quality.
Clinicin Riyadh 361 205

4 Related work

Three main challenges have been identified in
. order to create integrated summary healthcare deicor
3 Electronic Summary Care Record Saudi hospitals: Integration, Security and the need

. have a unified patient identifier (UPI).
Electronic Summary Care Record (SCR) extends

the concept of digital health summaries to create agq Integration
updated and centrally stored patient’s summaryrteco
extracting key data from local systems after each In usual cases the patient can have multiple
encounter [1]. SCR is formed from files of the am electronic health records (EHR) in many hospitals
patient and belongs to different hospitals withite t recorded accordingly with their medical encounters.
country. The record should contain an encounteltHR needs to be integrated among the hospitals in
admission, discharges, electronic clinical recordsgrder to obtain a total overview of a patient's Ithea
medications etc. SCR should be shared and aCCESSilHistory_ Many countries in the world are seeking to
across the hospitals and clinics taking into actdb@ integrate and communicate their patient information
security rules, regulations and all medical applete  among their hospitals in order to help them to iover
international standards. the quality of healthcare outcomes. Some of these
) ) . countries are Canada, Australia, England, USA,andi
The main benefits of having a shared SCR can bgnd Korea. Canada, Australia and England have the

summarized as following: development of national healthcare strategies.
. Reduce/Eliminate the time usually needed toElectromc Health Record (EHR) is considered as the

transfer physical copies of patient data betweeﬁnain component of the healthcare infrastructuren&o
hospitals obstacles have been discussed such as politics,

geographies, population density [2].



In England, building national Dispersed Electronic In India, Distributed Infrastructure for Global
Health Record (DEHR) is proposed to be a solutmn tEHR Technology (DIGHT) project was built to
integrate the hospitals systems in England. England integrate electronic health record in India. Scéitgb
divided into five different geographical areas edll reliability and high availability were the most
"clusters". Each cluster represents one databas¢han challenges of DIGHT project. Some requirements of
database could be divided into more than one instan EHR storage have been implemented in order to meet
The National Care Record Service (NCRS) is thehe challenges such as high data availability imgeof
existing EHR project which allows the authorizedhardware and software, high performance which will
people to access the patient record 24 hours a dagnsure the system can work effectively any time and
seven days a week [2]. NCRS based on twalata security which protect the patient data fromy a
components: Detailled Care Record and nationalnauthorized access by using data replication gor
Summary Care Record (SCR). Detailed Care Record Idsing central storage could be a solution but grddes
used inside local healthcare where the patient are the high availability and performance. However,
happen [2]. The national SCR extends the concept @fustering technology was used in DIGHT projectaas
digital health summaries to create an updated arsblution [5].
centrally stored patient’'s summary record, extragti
key data from local systems after each encounter [1 In Korea, National e-health project was built to
such as an encounter, admission, discharges, @iéctr integrate electronic health record among the halspit
clinical records, clinical messaging etc [1]. Ithche Many positives outcomes were achieved: improving
easily extracted from the hospital systems andddad transparency and effectiveness, enhancing accliysibi
a central database called "Spine" using Disperseahd quality, strengthening quality and satisfactan
Electronic Health Record (DEHR). Spine stores theatients, reducing medical expenses, management
important patient records for all England's 50 imill rationalization of healthcare organization, and
population [2]. SCR is used instead of disperse@&nhancing accountability through public healthcare
electronic health record because a dispersed ehéctr inspection system. Some policies were applied deor
health record will take a long time to be built.to prevent the patient data access from any an
Uncertainty about the quality and provenance of SCRnauthorized access [6].
data raises concerns about patient safety, as &ty d
may be absent and old data may persist, partially Some challenges have arisen during the integration
because of a lack o ownership of the summary [1]. process in the data heterogeneity [4]. There am tw

different types of problems that have to be addwetss

In Australia, HealthConnect is the nationalmake the patients’ data consistent in order toeskize
Australian EHR service which involves the colleotio EHR between multiple Database Management System
storage and sharing of patients' information in(DBMS). First heterogeneity problem is on DBMS leve
summary. HealthConnect aimed to improve thewvhich is different hospital use different DBMS.
healthcare outcomes by increasing quality and esthanTherefore, traditional database normalization ACID
patient safety. The components of HealthConnedfAtomicity, Consistency, Isolation and Durability)
model are a serious of event summaries which aontaproperties could be missed across the hospitalax&s
key information about specific healthcare evenhsas ACID properties were proposed to be solution. Sdcon
allergies, diagnosis, medications, referrals, attRE heterogeneity problem is on electronic health récor
lists which will be extracted from the event sumimsr level which is EHR incompatibility between diffeten
Therefore, predefined HealthConnect views arédiospitals. No solution was proposed for this proble
available to access these stored event summare$. E [4].

HealthConnect electronic health record would beesto

in two locations: a HealthConnect Record System4.2 Security

(HRS) and the National Data Store. HRS is used to

process the event summaries and transactions while  patient data privacy and confidentiality are

National Data Store preserves copies of EHR [2]. considered the most important issues when exchgngin



and sharing relevant patient data among multiplef integration between them. In order to integrite
systems. Secure Dispersed Electronic Health Recorlectronic health records among Saudi Arabia’s
based on cryptographic constructions was propoged hospitals we identified two main requirements which
address these concerns in order to be acceptelleby tare missing in Saudi Hospitals:

patient [3]. In order to protect EHR, there shoblg

some policies, regulations, and agreements that the ° Patientunique identifier.

patents, physicians, and the other stakeholdeesag.

Therefore, EHR will be protected against any illagse *  Summary care record.

[7]. These two requirements need to be considered and

Some of the agre_zements that used_ in Electron'ffnplemented on each of hospital systems as minimum
Health Record in Serbia (EHR-S): (a) patient cohsen requirement for integration

access EHR-S agreement which let the patient sign o

the agreement, (b) medical institution / medicalctice Identifying the uniqueness of patient is a major
access to EHR-S which allow authorized medicatoncern in national SCR. Patient unique identifier
practitioners to update, request, and receive fBte  Saudi Arabia could be national ID for citizens and
EHR in timely and secure manner, (c) hospital &t@s resident permit (known as Igama) number for
EHR-S which allow authorized physicians andforeigners. But all the hospitals are not consittgthe
pharmacists to update, request, and receive upit®-d national ID or Igama number as a unique identiied
EHR in timely and secure manner, and (d) Emergencghey have their own unique identifier such as maldic
Department (ED) which has an access to the patieRécord number. Therefore, implementing a natiomal |
medical history to help the patients when theyartd  or |gama number as a patient unique identifier s&ro

ED [7]. the hospitals may face many challenges. However, th
Universal Patient Identifier (UPI) is proposed ®used
4.3 Universal patient identifier as the patient identifier in Saudi Arabia. UPI h&en

suggested to be consisted of three parts as: Bath in
Universal Patient Identifier (UPI) was proposed toGregorian with eight digits (e.g. 19800126), Region
address the patient uniqueness issues. It confifdtsr  Code with two digits (01-13) because of the thintee
parts: birth date code with 7 digits, geographiwadle regions in Saudi Arabia, sequence with three letter
with 6 digits, and sequence code with 5 digits tde.g. XWU) to identify people born in the same datd
identify people born on the same date and geographi region. Therefore, the length of the suggested 19PI
area, and single check digit. Birth date code can bthirteen characters. E.g. 1980012604XWU (Birth date
divided into three codes as: day (1-31) with 2 tdigi 19800126, Region Code: 04, Sequence: XWU).
month (1-12) with 2 digits and year (0-99) withigitk.
Geographical code can be divided into two codes: The Summary Care Record (SCR) is an electronic
Latitude code (0-180) with 3 digits and Longitudele health record summary of the patient such as an
(0-360) with 3 digits. Hospital code could be paft encounter, admission, discharges, electronic elinic
sequence code. records, medications etc. Each hospital must peovid
For example, a person born on 1 March 1993 iihe patients’ SCR in order to be easily extractad a
Minneapolis, MN the code has the appearancdoaded to a central database (see Figure 1). SG&#dsh
9930301°044237700047"2 [8]. be protected; only the authorized people can adbess
part that they need only. So, there are some rules,
regulations, and policies should be applied on S2R-
in order to protect the data.

5 SCR-SA

The authors have done a survey on the main
hospitals in Saudi Arabia such King Faisal spenéali
hospital, King Fahad Medical City, King Khalid
University Hospital and found no evidence of anydki



—Clinic System Hospital Systs
In order to inquire the SCR, we need to follow our

proposed procedure. The procedure (see Figure 3)
shows that the hospital checks whether the pasient’
record available in the local hospital databasebéo
fetched, or it checks national summary care record
centralized database to get the SCR. A new recdrd w
Looal Hospta be created in both local hospital database anameiti
Database SCR database if the record is not there.

SCR is believed be enough for a healthcare
professional to make a decision in many cases.
However in case more details about a particularicaéd
Extraction, Transforming encounter, lab or radiology results are needed, the
I system can retrieve them from that particular haspi

Local Clinic
Database

National
SCR
Database

Check Local
Hospital Database

Figure 1: General Structure of SCR System
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6 Conclusion and future work

Application Application Application Application

By applying DEHR-SA between the Saudi
hospitals and clinics, we obtain a lot of benefiis
hospitals, patients and ministry of health. Thigpgra
showed the elements, components, methodologies and
61pproaches to the proposed system. The paper has
showed the importance and the value added of the
eSummary Care Record and how it can be implemented
in addition to the issues of the unique patienniifier
gand security. In the future, we will investigate neadn

Figure 2: Detailed Structure of SCR System

In Figure 2, we suggest to have a centralize
national SCR database to be the center for thergati
summary data in Saudi Arabia. In order to link th
hospitals and clinics to the centralized databtsere
should be an Extraction, Transforming, and Loadin i ] . -
(ETL) channel between the centralized national SCIgepth information about the Saudi hospital systants

database and the client because the different fatspi :10 Imakef zills_urvey to hsvesthe(;r_ ;pec!flclanons thight
and clinics use different systems and DBMS. elp to fully integrate the Saudi hospitals systems
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